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1 OBIIASI XAPAKTEPUCTHUKA PABOYEW TIPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA IIM.02 OPTTAHU3IUA CETEBOI'O
AIMUHUCTPUPOBAHMUA

1.1 Ob6aacTb npuMeHeHus1 padoveil NPOrpaMmbl

PabGouass mporpamma mpodeCcCHOHATBLHOTO MOIYJS — SBJISETCS YacThIO
IIPOTPAMMBI TIOJTOTOBKH CIEIUAINCTOB cpeaHero 38eHa B coorBeTcTBru ¢ PI'OC 1o
cnenranbHocTH CITO 09.02.06 CeteBoe M CUCTEMHOE aIMUHUCTPUPOBAHUE.

1.2 Heab u mianupyemblie pe3yabTaTbl 0CBOEHUsI MPO(decCHOHAIBLHOTO
MOIYJIst

B PE3YIbTATC N3YUCHUA HpO(i)GCCHOHaJII)HOFO MOAYJIA CTYACHT OOJIKCH OCBOHTDH
BU ACATCIIBHOCTHU ((OpI‘aHI/BaI_[I/ISI CCTCBOI'O AIMUHUCTPUPOBAHU u
COOTBCTCTBYIOIIHC CMY 06HII/I€ KOMIICTCHIINH 1 HpO(l)eCCI/IOHaJIBHLIG KOMIICTCHIIMH

1.2.1 TlepedueHnbr oOOMmMMUX KOMIETCHIIMA W JUYHOCTHBIX PE3yJIbTAaTOB
peanu3aiuy IporpaMMbl BOCTIMTaHUS

Kon HaumeHoBaHue 001X KOMIIETEHINH U TMYHOCTHBIX PE3YJIbTATOB

OK'1 Bri6upats criocoObl pemieHus 3a1a4d npopecCHOHATbHON AeATEeIbHOCTH,
MIPUMEHUTENBHO K Pa3JINYHBIM KOHTEKCTaM

OK 2 OcymiecTBiATh TOUCK, aHAJM3 W HMHTEpIpeTanuio uHpopmaluu,
HEOOXOMUMOW  JJIi  BBIMOJMHEHUS  3a7a4  MpodecCHOHATBbHOMN
NEeSTENbHOCTH

OK 3 [InanupoBaTh M peasnM30BBIBATH COOCTBEHHOE MPOGECCHOHANIBHOE U
JUYHOCTHOE PA3BUTHE

OK 4 PaboTaTh B KOJUIEKTUBE U KOMaH€, 3P(HEKTUBHO B3aUMOICHCTBOBATH C
KOJUIEraMHU, PYKOBOJICTBOM, KJIMEHTAMU

OK 5 OcymecTBiIATh  YCTHYKO M NHCBbMEHHYIO KOMMYHHKAlMK  Ha

rocyJapCTBEHHOM S3bIKE C YYETOM OCOOEHHOCTEH COIMaIbHOIO H
KYJIbTYPHOTO KOHTEKCTa

OK 6 [IposABAATH TPAXKIAHCKO-NIATPUOTUUYECKYIO MO3UIIUIO, JEMOHCTPUPOBATH
OCO3HAaHHOE€ TOBEJIEHHUE HA OCHOBE TPAJAMIIMOHHBIX OOIEUYETIOBEUECKUX
LIEHHOCTEW, PUMEHSTh CTAHAAPTHl aHTUKOPPYIIIMOHHOTO TTOBEICHUS

OK 7 CopelicTBOBaThH COXpPaHEHUIO OKpY>Karoleu cpenpbl,
pecypcocoepexxkennto, 3h(PEeKTUBHO ACHCTBOBaTH B UPE3BBIUYAWHBIX
CUTYaIUsIX

OK 8 Hcnonb3oBath cpeAcTBa (DU3MYECKON KyJNbTYphl IJIsi COXpPAHEHUS U

YKpeIJIeHUsI 37I0pOBbsl B Mpoliecce MpodecCHoHaTBHON IeSITEIHHOCTH U
noJjiep>KaHre He0OXOAMMOTO YPOBHS (DU3NYECKOM MOATOTOBICHHOCTH
OK 9 Hcnonp3oBath MH(DOpPMAIIMOHHBIE TEXHOJOTUU B MPOGECCHOHATBHON
NEATEIbHOCTU




OK 10

[Tonb30BaThCA npodeccuoHalIbHON JTIOKyMEHTaILUEH Ha
rOCyJJapCTBEHHOM U MHOCTPAHHOM SI3bIKaX

OK 11

Hcnonb3oBaTh 3HaHUA 1O (PUHAHCOBOW TPaMOTHOCTH, TMIAHUPOBATH
peaNPUHUMATEIBCKYIO IEITEILHOCTh B MpodeccuoHaIbHOM chepe

JIP 1-JIP 5, JIP 8, JIP10, JIP 12, JIP15, JIP16, JIP 14-JIP 18, JIP21, JIP22

1.2.2 Tlepeuens npodeCcCHOHATBHBIX KOMITIETEHIIUHN

HaunMeHoBaHHe BUIOB JA€ATEJIbHOCTH U HpO(l)eCCI/IOHaJ'lebIX

Kon .
KOMIIeTeHIUH
BJI 2 Opranusanus CeTeBOro aMUHUCTPUPOBAHUS
[IK 2.1 | AAMUHUCTPUPOBATH JIOKAJIbHBIE BBIUYMCIUTEIBHBIE CETU W NPUHUMATh
MEpBI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB
K 2.2 | AnmusnctpupoBath ceTeBbIe pecypchl B HHGOPMAIHOHHBIX CHCTEMAX
I[IK 2.3 | ObecneunBath COOp [MaHHBIX IS aHANIW3a WCIOJIL30BAaHUS U
(YHKIHOHUPOBAHUS POrPaMMHO-TEXHUYECKHUX CPEACTB
KOMIIBIOTEPHBIX CETEU
[IK 2.4 | B3aumoaeiicTBOBaTh €O CHEUUAIUCTAMU CMEXHOrOo Mpopuis INpu

pa3paboTKe METOAOB, CPEJACTB M TEXHOJOTHMH MPUMEHEHUS OO0BEKTOB
poheCCHOHAIILHON JIeATeIIbHOCTH

1.2.3 B pesynbrare ocBOeHUs MPOPECCHOHATBHOTO MOAYJIS CTYJEHT JOJIKEH:

OIIBIT

NmeTh mpakTHUeCKnd | - YCTaHOBKHM, HACTPOMKH M COIPOBOXKIAEHUS, KOHTPOJIS

UCTIONb30BAaHUsI cepBepa W pabouymx CTaHIUN IS
0e3omnacHoi nepegayu HHGOpMaIUU.

YMETH

- aIMUHUCTPUPOBATH JIOKAJIbHBIC BEIUUCIUTEIHHBIC CETH;

- IPUHUMATH MEPHI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB;

- obecreynBaTh  3aUTy TPU  MOJAKIIOUYEHUH K
UH()OPMAITMOHHO-TEICKOMMYHUKAIIMOHHOM CeTH
"Untepuer".

3HaTb

- OCHOBHBIE HANpPaBJICHUs aIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEH;

- YTWINTBI, QYHKIHUH, YAAJTIEHHOE YIIPABIEHUE CEPBEPOM;

- TEXHOJIOTHIO 0€e30MacHOCTH, MPOTOKOJIOB aBTOPHU3ALINH,
KOH(PUIECHIIUAIBHOCTY MU 0€30MacHOCTH Tpu paboTe ¢
CETEBBIMU peCypcamu.

1.3 KoauyecTBO 4YacoB, OTBOJAMMOE Ha OCBO€HHE NPO(ecCHOHAILHOIO

MOYJIfl

Bcero wacos — 790
B TOM 4Hclie B (hopMe MpakTUIeCKOi moaroroBku — 470.
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N3 Hux
Ha ocBoenue MJIK.02.01 — 270 gacoB, B TOM 4HCIIe€ caMOCTOsITeIbHAsI paboTa —
46 yacos.

MJIK.02.02 —78 yacoB, B TOM 4YHCJIE CaMOCTOSITEeJIbHAs paboTa —

14 gacos.

MJIK.02.03 — 136 yacoB, B TOM 4HCJIE€ CaMOCTOATENIbHas paboTa —
24 ygaca.
Ha TmpakTuku — 288 wdyacoB, B Tom umcie ydeOHyro — 108 wacoB u

npousBoacTBeHHYI0 — 180 yacos.
[IpomexxyTounas arrectanus — 18 qacos.



2 CTPYKTYPA U COAEPKAHUE NPO®ECCHUOHAJIBHOI'O MOJAYJISA

2.1 Ctpykrypa npogeccCHOHATBHOI0 MOIYJIA

O6bem npodeccuoHaATBHOTO MOJTYJIA, aK. Yac.

PaboTa oOyuaromuxcst BO B3aMOJICHCTBHH C

Konapl MPENOAABATEIIEM [Ipome
Cymma
npodeccuo | Haumenoanus . Oo6yuenne no MJIK KYTOUYH
PHBII [IpakTuku Camoc-
HAJIBHBIX, pa3nenos B Tom yucie ast
o0BbeM TOSITEIh
001IMx npodeccroHa Harpys JlabopaTop 3aueTH nag | @TTECTa
KOMIIETEHI] | BHOTO MOJJs KH, a6, Bcero HBIX U KypcoBsix BIC Vet IIpousson paGota LS
uu IpaKTHYeC paboT samATMs | CTBEHHAas (3Kx3ame
KHX (IPOEKTOB) H)
3aHATUHI
OK 01-11 Paznen 1.
[IK 2.1 - AJIMUHUCTPUD
24 opatie 270 | 224 100 2 : : 46 :
CETEBBIX
OTepaloOHHBIX
CUCTEM -
OK 01-11 | Pazgen 2.
[IK 2.1 - [Iporpammuoe
2.4 o0ecrieueHne 78 64 38 2 - - 14 -
KOMIIBIOTEPHBI
X CeTen
OK 01-11 | Pa3pgen 3.
IK 2.1 - Opranunzanus 136 112 44 5 i i 24 )
2.4 aAMUHUCTPUPO
BaHUs




KOMIIBIOTCPHBI

X CUCTEM
OK 01-11 | YueGnas
I[IK 2.1 - npakTuka (1o
2.4 npoduiio 108 - - -
CIEIUATLHOCTH
), 4aCOB
OK 01-11 | IIpousBojactBe
K 2.1 - HHasl IPaKTHUKa
2.4 (o mpoduro 180 180 - -
CIEIUAIbHOCTH
), 4acoB
OK 01-11 | IIpomexxyTOouH
K 2.1 - as aTTecTtanus 18 - - 18
2.4 (9K3aMeH)
Bcezo: 790 180 84 18




2.2 TemaTH4YecKHUil VIaH U coJep:kaHue nmpodeccuoHaaIbLHOro moay.as (IIM)

HaumeHoBaHue pa3ie/ioB u
TeM NPOo(PecCHOHAIBHOIO

Conepsxkanue yueOHOro MmarepuaJia,

moayJs (ITM), JIa0OpaTOpHbIE M MPAKTHYECKUE 3AHATHA, CAMOCTOATEIbHAS O0beMm B yacax
MEKIUCIUTIIHHAPHBIX y4yeOHasi padoTa 00yJaloluXcs, KypcoBasi padora (IpoeKT)
kypcoB (M/IK)
1 2 3
Pasgen IIM 1. AnMUHHCTPUPOBAHUE CETEBBIX ONEPALMOHHBIX CHCTEM 270
MIK.02.01 AAMHHUCTPHUPOBAHUE CETEBbIX ONEPALMOHHBIX CHCTEM 270
Conep:xanue 40
1 | Pa3BeprbhiBanue u ymnpaBiaeHue Windows Server 2012 R2.
O030p Windows Server 2012R2. VcranoBka Windows Server 2
2012R2. Hactpoiika Windows Server 2012R2 nocine ycTaHOBKH.
2 | BBegenne B 1omeHHbIe cepBuchl Ciryx0b1 Katanora. Beegenue
B AD DS. O0630p ¢(yHKIMI KOHTpoJulepa IJOMEHa. Y CTaHOBKa 2
KOHTPOJIEpA JOMEHA
3 | YnpaBieHue 00beKTaMHU T0MeHHBIX c1y:xk0 Cay:xkobl Karasora.
Tema 1.1 VeraHoBka u VYhpaBineHHe Y4YETHBIMU 3alMCSMHU TOJIb30BATENIC. YIpaBICHUE 4
HacTpoiika Windows Server TPYIIIaMH.
2012 R2 4 | ABToMaTH3anusi AAMUHHCTPUPOBAHHSL JIOMEHHBIX  CJIIYXKO
Cayxo0b1 Karanora. VMcnonbs3oBaHue cpeicTB KOMaHAHON CTPOKH 4
s anmuHUCTpUpoBanus AD  DS. HcmonwszoBanme Windows
Power Shell qst ammunuctpuposanus AD DS.
5 | llpumenenue mnporokosa DHCP. VYnpapnenue 0a3zoif JaHHBIX 4
DHCP. 3amura u monuropuar DHCP
6 | [Ipumenenune DNS
[Ipouecc pazpemenust umeH B Windows. ¥YcranoBka cepepa DNS. 2
VYnpasnenue 3oHamu DNS




7 | Cayxoa IIS 5
YcranoBka u konurypaiuss WEB-cepsepa

8 | Cayxoba FTP 2
VYcranoBka u koHburyparus FTP—cepsepa.

9 | CepBep KOpIOPATHBHON MOYTHI
YcTaHOBKaA M HACTPOMKA CcEpBEpa KOPIOPATUBHOM NOYTHI. 2

10 | [IpumMeHeHME JIOKAJBHOTO XPAHUJININA JaHHBIX. O030p METOIOB
XpaHEHUs  JaHHbIX.  YTpaBjieHUE JUCKaMH U TOMaMH. 4
Hcnonb3oBaHue MPOCTPAHCTB XPAHEHHUSI

11 | [IpumeHenune (aiI0BoOIl Cay:KObI M CJOY:KObI Me4aTH. 3almra
daiimoB M manok. 3ammTa [MafnoK CPEeACTBAMU  TEHEBOTO 4
KOIMPOBAHUS

12 | [IpumeHeHnune rpynnoBou MOJIMTHKH. [Ipumenenue
HEHTPAIU30BAHHOTO XpaHWIHINA AJTMUHUCTPATUBHBIX 1IA0JIOHOB 4

13 |3ammTa cepBepoB Windows mnpuMeHeHHeM 00bEKTOB
rpynnoBoii  nmosutuku. O030p 0€30MacHOCTH OINEpPalMOHHBIX 2
cucreM Windows. Hactpoiika mapameTpoB 6€3011aCHOCTH.

14 | [Ipumenenune cepBepHoii Buprtyaguzamuu ¢ Hyper-V. OG630p
TexHoJiorur Bupryamusauuu. [Ipumenenune Hyper-V. Ynpasnenue 5
XPAaHWINIIEM BUPTYaJbHBIX MAIWH. YTPaBJICHUE BUPTYyaIbHBIMU
CETSMH

JlaGopaTopHble 3aHATHS 16

1 | O0630p Windows Server 2012R2. Vcranoska Windows Server

2
2012R?2

2 | Hactpoiika Windows Server 2012R2 mnocne  ycTaHOBKH. 2
VYnpasnenne WindowsServer 2012R2.

4 | Pabora ¢ WindowsPowerShell 2

5 | VcranoBka, koHpurypupoBanue  ActiveDirectory. VY namenue 2
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ciy0b1 ActiveDirectory ¢ KOHTposuiepa ToMeHa

6 | [IpucoeamHeHne KOMIBIOTEPOB K JOMEHY 2
7 | Pabora c Hyper-V 2
8 | YnopaBieHne XpaHWIMILIEM BUPTYaJbHbIX MAIIWH. YIIPaBICHUE 2
BUPTYaAJIbHBIMU CETSIMU
CamocrosiTesibHasi padoTa 00y4ar0IMXCH 20
Hacrpoiika DHCP o6nacteit u ynpasinenue 6a3oii nanabix DHCP 2
VYcranoBka ceppepa DNS u 2
VYupasnenue 3oHamu DNS 2
CpaBHEHHE METOIOB XpaHEHUS JaHHBIX 2
Hcnonb3oBaHue NPOCTPAHCTB XPAHEHHUSI 2
Hactpoiika ceTeBoi neuatu 2
Hactpoiika napameTpoB 6€3011aCHOCTH 2
Orpanunyenue npukiaanoro 110 2
CpaBHEHHE TEXHOJIOTUI BUPTyaIH3allun 2
CpaBHEHUE XpaHWIUI BUPTYaJIbHBIX MallTUH 2
Conep:xanue 38
1 | Hacrpoiika u ycTpaHeHue HenoJaaok cay:x061 DNS. Hactpoiika
cepeepHoil ponu DNS. Hacrtpoiika 301 DNS. Hactpolika nepenaumn 2
30l DNS. Vnpasnenue cinyx60ii DNS u ycTrpanenue Henosjaaaox
2 | IMopnep:xka nomeHHbix ciay:xk0 Ciayxobl Karanora. O63op AD
Tema 1.2 DS. Vcnons30BaHuE BUPTYaTU3UPOBAHHBIX KOHTPOJUIEPOB JOMEHA. 2
AJIMUHUCTPUPOBAHHE [IpuMeHeHne KOHTPOJUIEPOB JOMEHA C JOCTYIIOM TOJIBKO HAa YTEHUE
Windows Server 2012 R2 (RODC).
3 |Homnep:xkka  ngomeHHbIx  cayxd Cayxosl  Karasora. 9
AnmunuctpupoBanue AD DS. Yopasnenue 6a30it ganasix AD DS
4 | YnpaBieHue MoJIb30BaTeJIbCKUMHU M CJIYKE€OHBIMU YYEeTHBIMU
sanucamu. Hacrporika Ilomutukun maposien u  Ilomutuku 2

OJIOKUpOBKM  y4deTHOM 3ammcu. Hactpoiika  Ympapisiemoil
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CITY’K€OHOM y4EeTHOM 3aIiCH

Buenpenne un@pacrpykrypsl 'pynmoBbix moautuk. O030p
['pynmoBoii  mnonutukud. BHeapeHne W aIMUHHCTPUPOBAHUE
['pynnoBeix nonautuk. O0MacTh ACHCTBUS M MOPSIOK 00pabOTKH
[ pynmoBbIX NOJIUTHK.

Buenpenne uHppacTpykrypsl  'pynnoBbix MOJIMTHK.
YcTpaneHue HenoJaJoK NpUMEHEHHs! | pynnoBbIX NOJUTHK

YupasieHue mo0Jb30BaTeJbCKUM PpadoyuM CTOJIOM 4epe3
I'pynnoByro  moamruky. Ilpumenenne AIMHHUCTPAaTUBHBIX
mrabiaoHoB. HacTpoiika npyuMeHeHNs: CKpUIITOB U IIepEeHaIPaBIICHUS
nanok. Hactpoiika npeanoureHuid B [ 'pynmoBod ITOJIUTHKE.
VYnpasieHue mnporpaMMHbIM obOecrieueHueM uyepe3 ['pynmnoByto
MTOJIUTUKY

YcraHoBKa, HACTPOHKA U YyCTPaHeHHe HemnoJ1aaok poau Cepsep
CereBoil MOJMTHUKH. YCTaHOBKAa W HacTpoiika ponu Cepsep
CereBoii nonutuku. Hactpoiika kimueHnToB u cepBepoB RADIUS.
MeToapl NpoBEPKU NOJIMHHOCTH cepBepa CeTeBOU MOJUTHKHU.

YcraHoBka, HACTPOMKA U yCTPaHeHHe HemnoJaaok poau Cepsep
CeTteBoii MOJMTUKUA. MOHUTOPHHT U yCTPAHEHUE HEMOJIAI0K POIU
Cepaep CeTeBoil TOIUTUKU

10

IIpumeHeHne 3aUIUTHI JocTyNna K ceTu. O030p 3alMTHI TOCTyIA K
cetu (NAP). OG30p mporiecca MpUMEHEHHS 3alllMThl JIOCTyIa K
cetu. Hactpoiika NAP

11

IIpumeHeHue 3a1MTHI J0CTYNA K ceTH. HacTtpolika npuMeHeHus
NAP  depe3  npunymurensuble  [PSec  B3aumopercTBus.
MOHUTOPHUHT U ycTpaHeHHe Henmonaaok NAP

12

Ucnoan3oBanue yaajeHHoro pocryma. O030p TEXHOJIOTUU
yaajeHHoro jgoctymna. Bueapenue texHosorum Direct Access ¢
IIOMOIIBI0 MacTepa Ha4aJIbHON HACTPOUKHU.

12




13

Hcnoab3oBanue yaajeHHOro 10cTyna. Baeapenue u ynpaBieHUe
pacimpenHor uHdpactpykrypoit Direct Access. Buenpenne VPN.
Buaeapenune Web Application Proxy

14

Ontumuszanus  ¢pailioBbix cepBucoB. O030p aucnerdepa
pecypcoB (aitnoBoro cepepa — FSRM. HcnonszoBanne FSRM
JUIS  yOpaBieHUs KBOTaMHd, (aillIoBBIM HSKpaHHUPOBAHUEM U
OoTYETaMU [0  HWCHOJb30BaHMIO  XpaHwiuma. Ilpumenenue
kjaccudukanuu ¢GaiyioB U 3a7a4d N0 yIpaBIeHUIO dailiamu.

15

Onrtumm3anusa ¢aisioBbix cepBucoB. O030p pacrpeeaeHHON
¢aiinoBoit  cuctembl  DFS. Hactpoiika ~ MMEHOBAaHHOTO
npoctpanctBa DFS. Hactpoiika u ycTpaHeHHE HeENonaaoK
perukaruu DFS

16

Hacrtpoiika  mu¢ppoBaHus W  pPacCIIMPEHHOr0  ayaMTa.
[udposanue auckoB ¢ ucnoiabzoBanueMm BitLocker. [IludpoBanue
daiinoB ¢ wucnonb3oBanueM EFS. Hacrtpoiika pacmmpeHHOro
ayJnuTa.

17

Pa3BepThiBaHue M MoOJep:KKa cepBepHBLIX o0pa3zoB. O0630p
CykObl  pa3BepThiBaHus Windows. VYmpaBiaeHue oOpazamu.
[TpumeHneHne pa3BepThIBAHUS C TTIOMOIIBIO CITYKOBI pa3BepThIBAHUS
Windows.  AQMHHHCTpUpOBaHWE  CIIy>)KOBI  pa3BEepPTHIBAHHUSI
Windows.

18

BHenpenne ynpasiieHuss oOHoBiaenussmu. O0630p WSUS.
PasBepTriBanme o6HOBIeHMI ocpeacTBoM WSUS

19

Monutopunar Windows Server 2012. CpenctBa MOHHTOpHUHTA.
Hcnons3oBanne MoHUTOpa NPOU3BOIUTENBHOCTH. MOHUTOPUHT
’KYPHAJIOB COOBITHI

JlabopaTopHble 3aHATHSA

34

8

Hacrpoiika u ycTpaHeHue Henosaok ciay>k0e DNS

10

[Tonnepxxka ADDS
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11

YHpaBJIGHI/IC ITOJIB30BATCIILCKUMH U CJIy}KC6HI>IMI/I YUYCTHBIMU

3aMuCsIMU 2
12 | Buenpenue undpactpykrypsl [ pynmoBbIX NOJIUTHUK 2
13 | YopaBieHue  Moib30BaTEIbCKUM  pabOYUM  CTOJIOM  4epe3 9
[ pynmoByro NOJUTUKY
14 | YcranoBka u HacTpoiika posin CepBep CeTeBON MOTUTUKH 2
15 | [IpuMeHeHure 3aluThl 10CTyNa K CETH 2
16 | Buenpenue texHonorun Direct Access ¢ MOMOIIBIO MacTepa 9
HaYaJIbHOW HACTPOUKHU
17 | Pa3BepThiBanue pacmmpeHHon nadpactpykrypsl Direct Access 2
18 | Bueapenue VPN 2
19 | Buenpenue Web Application Proxy 2
20 | Hacrpoiika KBoT u (aitsioBoro sxpanuposanusi B FSRM 2
21 | Ilpumenenue DFS 2
22 | Hactpoiika mmmudpoBaHus U paclIupeHHOTO ayuTa 2
23 | Ucnonb3oBanue  cioykObl  pas3BepTeiBanuss ~ Windows — ais 9
pasBepTeiBanus Windows Server 2012
24 | Bueapenue ynpasieHusi OOHOBICHUSIMU 2
25 | Monutopunr Windows Server 2012 2
CamocTosiTesibHAasi pad0Ta 00y4aIIMXCs 12
[TpuMeHeHre KOHTPOJITIEPOB JOMEHA 2
CpaBHEeHHE METO/I0B POBEPKHU MOJJIMHHOCTH CEpBEPA 2
CpaBHEHHE TEXHOJIOTUI YAAJICHHOTO JJOCTYyTa 2
CpaBHenue cinyx0 passepteiBanus Windows 2
PaszseptriBanne oOHoBieHnit WindowsServer 2012R?2 2
CpaBHEHUE CPENCTB MOHUTOPUHTA 2
Conep:xanue 44
Tema 1.3 OcHoBbI Linux 1 | BBeneHue 5

3nakoMcTBO ¢ VM WarevSphere.
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dainosbie cuctembl OC Linux
daiinoseie cucreMbl OC Linux. Co3naHue u pa3MeTKa KECTKOTO
JTHCKA

3 | HoaroroBka cepsepa OC Linux
BapuanTtel yctaHoBku. PeszepBHoe konupoBaHue. Co3naHue
CHUMKOB. PazMeTka ecTKoro Jucka.

4 | Hacrpoiika web-cepBepoB B OC Linux
[Tporokon HTTP. Be6-ceprep Nginx. OO6paTHOE MPOKCUPOBAaHUE B
Nginx.

5 | Hacrpoiika cepepa DNS B OC Linux
[TpoTokon DNS

6 | Hacrpoiika cepsepa DHCP B OC Linux
ITpoToxon DHCP

7 | Hacrpoiika ¢aiisioBbix cepBepoB B OC Linux
[Ipotoxon FTP. ®annosas cucrema NFS. ®ainoseiii cepBep
Samba.

8 | Hacrpoiika cepepoB B/l B OC Linux
CYBJI MySQL. CYB/] MongoDB

9 | Konreiinepsl Docker
Konretinepsr Docker. Cioco6w1 cBsizu konTerinepoB Docker.

10 | IlpoekTHpoBaHue
[IpoexktnpoBanue. Beenenue. Ananu3 TpeboBanuii. Peanmzamms
cucteMbl. COCTaBIIEHHE TOKYMEHTAUU

11 | Maunuanu3anusi cucrembl. [locnenoBaTenbHOCTh — 3arpy3KH.
Nuanmmammzanus  BIOS.  3arpy3unk  onmepauMoOHHONM — CHUCTEMBI
(GRUB)

12 | Aamumanu3anusa sapa Linux. YpoBHM BBINOJHEHHS CHUCTEMBI.
3arpy3ka B pexUMe CEpBUCHOTO 00CITYKUBAHHUSI

13 | YnpaBienusi ceppucamu sapa. [lonsrtus sapa Linux. Obpas u

15




Moynu siipa. Hactpolika u uicnosib30BaHue MoayJeH siapa Linux

14

IIpobaema 3arpy3km MoayJjei. MOHUTOPUHI TPOILIECCOB U
pecypcoB. HacTpoiika annaparHor 4acTu

15

Cucremnbie cepBucbl. KoHconbHbII goctyn. Hacrtpoiika
yAQJIEHHOTO J1ocTyna. MoHUTOpUHT Pab0TOCIIOCOOHOCTH CUCTEMBI
C UCITOJIb30BAHUEM KYPHAJIOB.

16

ABTomMaTm3anust 3aga4y ¢ mnomombi Cron. VYmnpasieHue
npuHTepaMu. HacTpolika TOYHOTO BpEMEHM C HCHOJIB30BAHHEM
rpotokosia NTP.

17

YnpaBiaenue (paiijioBoii cucreMoil. YcTaHOBKa HOBOM (hailyioBOM
CHUCTEMBI B (palijloByIO CTPYKTYPY. [ TaBHas 3arpy304Has 3amuch.

18

uckoBbie  pasgeanl  (Partitions). Co3manue — pa3zielnos.
dopMmatupoBaHue paszneiaoB. M3meHeHue mapameTpoB (DHaitsioBoit
cucteMbl. MOHTHUpOBaHME (PaillIOBON CUCTEMBI.

19

Yupasienue M0JIb30BATEJISIMH. JloOaBnienue aKKayHTa
JIOKAJIbHOTO MOJIb30BatTessd. VI3MEHeHue WM ynalleHUuE aKKayHTa
MIOJIB30BATENS. Y IPABJIEHUE MTAPOIISIMHU.

AIMHHHUCTPUPOBAaHHE rpymi. [lepexntoueHne MEXKIY
aKKkayHTaMH TMoJjb3oBarens. [IpaBa monb3oBarens Ha (dainsl (10
YMOJTYaHHIO).

20

Yupasienue MOJIb30BaTEIAMM. Jlo6aBneHue aKKayHTa
JIOKaJIbHOTO TMOJib30Batessa. VI3MeHeHue Wiu yAaleHUuEe aKKayHTa
MOJIb30BaTENsl. YNPAaBIEHUE MAPOISIMU. AJIMHUHUCTPUPOBAHUE
rpynn. llepekntouenne Mexay akkayHTaMH Tosb3oBatend. [Ipasa
MoJIb30BaTelIs Ha (ailsibl (TI0 YMOITYAHUIO).

YnpasieHue YCTaHOBKOM W OOHOBJEHHEM INPOIrPaMMHBIX
nakeroB. [loHsATHE Trpm-TIaKeTOB. YCTAaHOBKA M JIEMHCTAJIIALIMUS
MPOrpaMMHOr0  oOecredeHusi ¢ TOMOIIBI0  YTHWJIUTHI  yum.

16




KoudurypupoBanue penosutopus. Y cTaHOBKa OOHOBJICHH sijipa

21 | lomoJHUTEeIbHbIE  CBedeHHMsT 00  aAMHHHCTPHPOBAHHUU
noJib3oBaresnei W (QainoBoid cucrembl. CeTeBbIE aKKAYyHTBI
noap3oBarene. Hactpoiika aBropusanuu. /JonogHuTensHbIe paBa 5
B (aitnoBoit cucreme (ACL). YnpapiieHue NUCKOBBIMH KBOTaMHU.
Nuctpymentsl co3manusi apxuBoB. I[lonstust Software RAID u
LVM

22 | UHCTA/UIAMA ONEPAlMOHHONW CHCTeMbl. OTambl YCTAaHOBKH
ONEpalMOHHOMN CHUCTEMBI Ha OCHOBE aapa Linux.
Kondurypuponanue YCTaHABJIMBAEMbIX KOMITOHEHT. 5
JononHutenbHass ~ KoHUrypamuss — Toclie  MepBOHAYAIBHON
YCTaHOBKU. ABTOMaru3anus Imporecca ycraHoBku. Co3maHue
cepBepa sl BO3MOKHOCTH YCTaHOBKH T10 CETU

JlabopaTopHble 3aHATHS 50

26 | YcraHoBKa onepaloHHON cucteMbl Linux. OCHOBHbIE IPUHIIUIIBI 2
¢dbynkunonuposanus OC Linux

27 | 3ydyenue 6a30BbIX KoMaHa Linux 2

28 | Uzyuyenue ¢ailoBoii cucteMbl U PyHKIUN 110 00padoTKe 1 2
YIPaBJICHUIO JaHHBIMU

29 | Opranmzaius BBoga-BeiBoga B OC Linux 2

30 | Co3naHue U BHITIOJIHEHHE KOMAHIHBIX (ailyIoB B MOJIH30BATEIHCKON 2
cpeae OC Linux

31 | Yamanennsiit moctyn B Linux 2

32 | AnmunuctpupoBanre DNS-cepsepa B OC Linux 2

33 | Mapupytuzanust B OC Linux. MexceTeBoe SKpaHUPOBaHUE B 2
Linux

34 | Yopasnenue npoueccom 3arpy3ku. Padota ¢ 3arpyzunkom GRUB. 2
N3MeHeHne ypoBHSI BBIIIOJHEHHS! CUCTEMBI [0 YMOJTYAHUIO 2

35 | KondurypupoBanue  sanpa.  Beixmodenwe  oTBeTa  ping. 4

17




HccinenoBanue IPOTPAMMHBIX MPOIIECCOB, armapaTHOTO
obOecricueHUs U PECypCoOB, 3arpy>KEHHBIX B OMNEPATUBHOW IMaMSITH.
[Toakmrouenne RAM nucka.

36 | Cuctemuble  ciayxObl.  HMcmonp3oBaHMe — YTHUJIIMTBI  Cron.
AnMmuHucTpupoBaHue npuHtepoB ¢ nomombo CUPS. Hactpoiika 4
OCHOBHBIX CUCTEMHBIX )KYPHAJIOB.

37 | Cozmanue HOBOW (paitmoBoii cuctembl. MonTtupoBanue NFS
daitnoBoil cuctemsbl. Mcnonb3oBanue ytunutsl autofs. Cozmanue 4
HOBOI'O Swap paszaena.

38 | ADIMUHHCTpHUpPOBAHUE MOJb30BaTeNeil U rpynn. Co3gaHue rpymnibl 4
Y 110JIb30BATEIIsl. Y CTAHOBKA Pa3/IeNsIEMbIX TUPEKTOPHIA.

39 | YopaBneHue ceTeBbIMH HAaCTpPONMKaMU. Y CTAHOBKA CTaTU4HOrO [P 7 4
aapeca. zyyenue npo6iemsl MegyieHHoro DNS.

40 | YcraHoBKa U OOHOBJIEHHE NPOrPAMMHOTO OOECHEUYEHUs: C 4
MCITIOJIb30BAHUE YTUJIUT Yum M rpm.

41 | Yopasnenue akkayntamMu LDAP u NIS Ha KIMeHTCKON CTOpPOHE.

Pabota c pacmupeHHbIMH cnuckaMu jgoctyna. Ilpumenenue 4
JTMCKOBBIX KBOT. [Iporpammusiii RAID

42 | YcranoBka RedHatLinux. Co3manue ycTaHOBOYHOTO CILIEHApHUS C 4

nomoibio Kickstart.
CamocrosiTenbHast pad0Ta 00y4aKOIIMXCS 14
CpaBHenue BapuaHToB yctanoBku OC Linux 2
Cpasnenne npotokosnoB HTTP u DNS 2
CpaBaenune npotokojgoB HTTP u DHCP 2
Cpasuenue nporokosgoB DNS u DHCP 2
CpaBHeHue yTHiIuT Cron u autofs 2
CpaBHeHue yTUIUT Yum u rmp 2
IToaroToBka K TeCTHPOBAaHUIO 1O TeMe «OCHOBBI LiNUX» 2
3ayeTHbIE 3AHATHUSA 2
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Paznen IIM 2. [IporpamMHoe ob6ecniedeHne KOMIBIOTEPHBIX CeTel

/8

M/K.02.02. IIporpammHoe obecnieyeHrne KOMIbITEPHBIX CeTe

/8

Tema 2.1 Peanuzanus
KJINECHTCKOM

HHGPaCTPYKTYpPbI

Conep:xanue

24

1

Ouenka u  ompegeleHHe IapamMeTPOB  pa3BepTbIBAHMA
kianeHTckux OC. O030p JKM3HEHHOTO IMKIA KIMEHTCKUX
KOMIBIOTEPOB MpeanpusaTus. OueHka 000pyI0oBaHUS U TOTOBHOCTH
uHGPacTpyKTypsl K pa3BepThiBanuio kiaueHTckux OC. O630p
METO/IOB pa3BepThiBaHUs KiMeHTCKMX OC B cpefe OpraHu3aluu.
TexHOnOruM  JUIEH3UOHHOM  aKTUBALMM  JUISI  KIMEHTCKHX
KOMIIBIOTEPOB B opraHuszauuu. llLmaHupoBaHune  crpareruu
pasBepTbiBanus  kiueHtckux ~ OC.  COop  maHHBIX 00
uHpacTpykType. Peanuzanus penieHus JIMIEH3MOHHOW aKTHBALIUU

I[lnanupoBaHue cTpaTernd ymnpaBjeHus ooOpa3amu. O0630p
dbopmartoB obpaza Windows. OG30p cpeacTB ynpaBiieHHus: oOpazamu
(ImageManagement). Ouenka OuzHec-TpeOOBaHUM ISl TTOAACPIKKU
CTpATEruu yNpaBJiieHUus o0pa3amMu

Peanm3anusi 0e30macHOCTH KJIMEHTCKHX cHcTeM. Peanmzanus
[EHTPAJIM30BaHHOTO pelieHus 1no Oe3omacHocTy kiaueHTckux OC.
[lnanupoBanne wu peanuzauus BitLocker. IlnanupoBanue wu
peanuzarnusi  mwmdpoBanus ¢ nomombio  EFS.  Hactpoiika
6e3onacHocTH KIHEHTCKUX OC ¢ MOMOIIBIO TPYIIOBON MOJUTHUKH.
Hacrtpoiika mmdpoBanuss nucka ¢ mnomomisio  BitLocker.
Peanuzanust pemieHus: LEHTpaJU30BaHHOro ympasieHusi EFS.
Peanuzanus pemieHus ajis BOCCTAaHOBIICHUS (haiiiioB, 3alTUIIICHHBIX

EFS.

3axBatr u ynpaBjeHue oOpazamm kiamentckux OC. OO030p
Windows ADK. Vmpanenue cpenod mnpeayctaHoBku Windows
(Windows PE). Co3nanue ucxogHoro oopasa ¢ nomoliinbio Windows
SIM u Sysprep. 3axBaT M O0OCIY>KMBaHWIO 3TaJOHHOrO 00Opasa.
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Hactpoiika u ympaBieHue ciyx6oi pasepTeiBanus Windows
(Windows Deployment Services). Hacrtpoiika Windows PE.
VYcraHoBKa 3TajJOHHOIO KOMITBIOTEpa C MOMOIIbIO (aiijia OTBETOB.
OOpaboTKka STaJOHHOIO KOMIIBIOTEpAa C MOMOIIBI0  Sysprep.
Coznanue ¢aiina orBeToB ¢ nomoisio Windows SIM. YcraHoBka
ATAJIOHHOTO KOMIIbIOTEpa ¢ MOMOIIBI0 (haiiyia orBeToB. OOpaboTKa
ATAJIOHHOTO KOMITBIOTEpa ¢ TOMoOmmIbl0  Sysprep.  Services
[TnanupoBanue cpenst Windows Deployment Services. YcranoBka
U HacTpoiika cepBepHoil ponr WDS. 3axBar stamoHHOro o0pasa c
nomonisio WDS. PazsepTeiBanue o6paza ¢ nomonipio WDS

IliianMpoBaHue W peajM3andsi MUIPAllMU MOJb30BATEJIbCKOM
cpeabl. O030p CHOCOOOB MUTPALMU TOJIH30BATEIBCKONU CPEJIbI.
[I;manupoBaHrE MHUTpPALMKU IOJIB30BATEILCKOW CpPENbl C IMOMOIIBIO
USMT. Murpanus coctosHusl noib3oBarens ¢ nomoimsio USMT.
[InaHupoBaHWE MHUTpalMU MOJb30BATENbCKON cpeabl. Co3nanue u
Hactporika XML-daitnnoB USMT. CO60p naHHBIX U BOCCTAHOBJICHHUS
npodwis monb3oBarenss ¢ nomoupto  USMT.  Breimonnenue
MUI'PALIMU C CO3AHUEM KECTKUX CCHUIOK

IlnanupoBanue U pa3peprbiBanue KiIneHTCKUX OC ¢ moMoubI0
Microsoft Deployment Toolkit. ITnanupoBanue cpeasr Lite Touch
Installation. Peammzamust MDT 2012 nnsa Lite Touch Installation.
Wuterpamust  ciy:x06  pasepteiBanust ~ Windows ¢ MDT.
[TnanupoBanune cpeast LiteTouchlnstallation. Ycranoka MDT
2012 u HeoOxonumbix koMmroHeHTOB. Co3nanue u HacTpoiika MDT
2012 DeploymentShare. Pa3BeptbiBanue u 3axBaT o00Opasa
stanorHor OC. Uaterpamus WDS ¢ MDT 2012 nis oGecrieueHus
BO3MOkHOCTEN 3arpy3ku PXE.

IlnanupoBanue u pa3peprbiBanue KiIneHTCKuUX OC ¢ noMoumbIo
System Center Configuration Manager 2012. IlnanupoBanue
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cpensl  Zero Touch Installation. TIloagroroBka caiita st
passepthiBanusg OC. IlocTpoeHne 3TallOHHOrO oOpa3a Ha OCHOBE

MOCJIEI0BAaTEIbHOCTH 3ajau Configuration Manager.
Hcnonb3oBanue OCJIEAOBATEILHOCTH 3a/1a4 MDT IS
pa3BEPTHIBAHUS KJIMEHTCKHUX 00pa3oB. [ImanupoBanue

UHOPACTPYKTYphl ~ pa3BepThIBAHUS  OMEPALMOHHONW  CHCTEMBI.
[TonroroBka cpenst Zero Touch Installation. Hactpoiika makeros
pa3BepThiBaHUsT U 00pa3oB cuctembl. [loarotoBka cpensl Zero
Touch Installation

I[lnanupoBaHue W peaju3anus CJIYyKO0 yIaJeHHOro A0CTyHa
(Remote Desktop Services). O030p ciry>kObl yJIaICeHHOTO padovero
crona. [ImanupoBanue cpenst Remote Desktop Services. Hactpoiika
pa3BepThIBaHUA WHOPACTPYKTYPHl BUPTYAIbHBIX PAaOOYUX CTOJIOB.
Hactpolika qoctymna K KIMEHTaM Ha OCHOBE ceaHcoB (Session-Based
Desktop). Pacmmpenune cpenbst Remote Desktop Services B
WUnrepner. IlmanupoBanue cpeapl Remote Desktop Services.
Hacrpoiika cuenapuss uHGPaCcTpyKTypbl BHUPTYaJIbHBIX paboOunx
cronoB. Hacrtpoiika cueHapus JOCTyna Ha OCHOBE CEaHCOB.
IIpoextrpoBanue nosutuk nui0308 RDS. Hactpoiika nutro3oB RDS

YupagieHue BUPTyaJau3alMeld I0JIb30BATEIbCKOI0 COCTOSHUS
aasa  kiameHTckux OC opranmzanmu. O030p BUpTyalu3alluu
npoduis nonp3oBatend. [lmanupoBaHue BHpTyanu3aluuu Tpodums
ITOJIb30BATENS. Hacrpoiika IepEMEIaeMbIX npoduiiei,
nepeHanpaBieHus manok ©  aBTOHOMHbBIX (offline)  caiinos.
Peanuzanmst BupTyanusamuu paboTel moib3oBaTens oT Microsoft
(Microsoft User Experience Virtualization). [InanupoBanue
BUPTYyaJIU3aIuU npoduis M0JIb30BATENSL. Peanuzanus
BUPTYyaJIU3aIUHU TPOGUIIS TOJIH30BATEINS.

10

IlnanupoBanue M peanusauvs HHPpPACTPYKTYpbl OOHOBJICHUM
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s noaaep:xkku kiaueHTckux OC opranmsanmu. [Lnanuposanue
UHPPACTPYKTYphl OOHOBJIICHWH U1l oOpraHu3anuu. Peamm3arus
MOJIICPKKA OOHOBJICHHI MPOTPAMMHOTO OOECTICUCHHSI C TIOMOIIBIO
Configuration Manager 2012. VmnpapieHue OOHOBIEHUSMU IS
BUPTYaIbHBIX MamuH U 00pa3oB. Mcnons3oBanne Windows Intune
JUIS  yTpaBieHHWsT OOHOBJICHHE TPOTPAMMHOTO  OOECTICUCHHUHI.
[InanupoBanrie  WH(PpPACTPyKTyphl  OOHOBIICHHS.  Peanmuzamms
OOHOBJIGHMH  TPOrpaMMHOTO  OOEcreYeHUuss C  TOMOIIBIO
Configuration = Manager 2012. Peanmuzanusi ~ oOHOBJICHHI
MIPOTrPaAMMHOTO OO0eCTIeYeHUS AT OMOIMOTEK BUPTYATHHBIX MAIIIHH.

11

3amuTa  KOMNBIOTEPOB MPEANPHUATHS OT BPEIOHOCHBIX
nporpaMM ® mnorepb aaHHbIX. O0630p System Center 2012
Endpoint Protection. Hactpotika Endpoint Protection Client Settings
U MOHHUTOpHMHTa coctosiHus. Vcnosnb3oBanue Windows Intune
Endpoint Protection. 3amura kiarentckux OC ¢ momornpo System

Center 2012 Data Protection Manager. Hactpoiika u 2
pa3BepThiBanue nonuTuk  Endpoint  Protection.  Hacrtpoiika
napamMeTpoB KiaueHTa s noaaepxkku Endpoint  Protection.
MOHHMTOPHUHT 3alIUThl KOHEYHBIX TOYeK. HacTpoiika u mpoBepka
3aIMTHI TAHHBIX KIUEHTa
12 | MOHUTOPMHT TPOU3BOJAUTEILHOCTH W PadOTOCHOCOOHOCTH
uHpacTpykrypsl kiaueHTckux OC. Ilpou3BoauTenbHOCTE U
paboTOCIIOCOOHOCTD MH(PACTPYKTYpPBI KIIMEHTCKHUX OC. 2
Monutopunr  UHGPACTPYKTYpbl ~ BHUPTYQJIbHBIX  KIHUEHTOB.
Hacrpoiika Operations Manager ajis MOHUTOPWHTA BUPTYaJTbHBIX
cpen.
JlabopaTopHble 3aHATHSA 38
1 | OueHka u onpenesieHue napamMeTpoB pa3BepThIBAHUS 2
2 | [InanupoBaHue cTpaTeruu ynpasieHus oOpazaMu 2
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3 | Hacrtpoiika 6€30nacHOCTH KIMEHTCKUX CHCTEM 2
4 | Hacrpoiika mmudpoBanus ¢aiinos ¢ nomoiisio EFS 2
5 | [HoaroroBka obpa3a u cpefpl peaycTaHoBKH Y craHoBka Windows 9
ADK
6 | Co3manme sTajgoHHOTO 00pasa ¢ moMoripio Windows SIM u 9
Sysprep Coznanue (aiina orBeToB ¢ momomibio Windows SIM
7 | Co3nmanue u 00CTyKMBAaHUE 3TAJIOHHOTO 00pa3a 2
8 | Hacrpoiika u ynpasienune Windows Deployment Services 5
ITnanuposanue cpeast Windows Deployment Services
9 | [InanupoBaHue U pean3alus MUTPAIIMH TT0JIh30BaTEIBLCKON CPEJIbl 2
10 | Murparus cOCTOSIHUS TOJIb30BaTelIs C CO3JJaHUEM KECTKUX CCHUIOK 2
11 | [ImaHupoBaHue U pa3BepTbiBaHKe KIMEHTCKUX OC ¢ MOMOIIBIO 2
MDT
12 | [logrotoBka cpenl ISl pa3BepPThIBAaHUS ONEPAIMOHHON CUCTEMBI 2
13 | Ucmone3oanne MDT u Configuration Manager ajst HoaroToBKu 5
Zero-Touch Installation
14 | IlnanupoBanue u peanuzaius uHdpactpyktypsl Remote Desktop 9
Services
15 | Pacimmpenne nocryna k Marepuer aiis undpactpykrypsl RDS 2
16 | Pa3BepThIBaHME U MOAJIEPKKA BUPTYATIU3aMU Tpodus 2
MI0JIb30BATEIISI
17 | I[IpoextrpoBanue u pean3anus GansioBbIX CIykKO 2
18 | Peanmzanus Client Endpoint Protection Hactpotika Touku Endpoint 9
Protection
19 | Hactpoiika Data Protection mis JaHHBIX KITMEHTCKOTO KOMITHIOTEPA.
MOHUTOPUHT MPOU3BOUTEIHLHOCTA U PAOOTOCTIOCOOHOCTH 2
undpactpykryps! kimeHTckux OC Hacrtpotika
CamocrosiTesibHas padoTa 00y4al0IIMXCH 14
OneHka mapaMeTpoB pa3BEPTHIBAHHUS 2
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00630p BUpTyaIM3auu TPOQUIIS MOTH30BATENS 2
00630p System Center 2012 Endpoint Protection 2
00630p cy>k0bI yJaIeHHOT0 paboyero croJia 2
[TogroroBka caiita st pazseptoiBanus OC 2
00630p crmocoO0B MUTPAITMH TTOTH30BATEILCKON CPEIbI 2
0630p Windows ADK. 2
3aueTHbIe 3aHATHS 2
Paszges IIM 3. Oprann3zanusi aAIMUHUCTPUPOBAHUSI KOMITBIOTEPHBIX CHCTEM 136
MJK.02.03. Opranu3anusi aIMUHHCTPUPOBAHHUS KOMIIbIOTEPHBIX CHCTEM 136
Tema 3.1 Peanuzanus cpeapl | Coaep:kanue 24
HACTOJIbHBIX NPUJIOKEHHI 1 | PaspaGorka  cTpaTrermu  pa3BepTbIBAHUSI  NPHJIOKEHHIA.
Onpenenenue Ou3Hec-TpeOOBaHMIA TSI pa3BEpTHIBAHUS
npwioxkeHuil. O030p cTpaTeruu pa3BEpPTHIBAHMS PUIOKEHUN. 2
Bb16op moaxopsieid cTpaTernd pa3BEPTHIBAHUS MPUIIOKEHUN IS
oduca.
2 | lmarHocTuka W o0ecrnedeHHe COBMECTHMOCTH TPHJI0KEHHIA.
JuarHoctuka mpoOjeM COBMECTUMOCTH TMpuioxeHud. OleHka u
peanuzamysl perieHuid Mo BOCCTAaHOBJIEHHIO. Permienune mpoOaeMbl
coBMecTUMOCTH ¢ momotibio Application Compatibility Toolkit. 9
VYcranoBka u Hactpoiika ACT. AHanu3 MOTEHIMATBHBIX MPOOJIEM
COBMECTUMOCTH. Perienne npobiemM COBMECTUMOCTH MPHIIOKEHUH.
ABTOMAaTH3AIUSA pa3BepThIBAHUS MPOTPaMMHBIX CPEICTB
o0ecreyeHusi COBMECTUMOCTH (shims)
3 | Pa3BepThiBaHMe NPWIOKEHHH ¢ TOMOIIbI0 TPYNNOBBIX
nosuTuk U Windows Intune. Pa3BepThiBaHHE NPHIOKEHUN C
MOMOIIBI0 TPYIIOBBIX MOJHUTHK. Pa3BepThIBaHUE MPUIIOKEHUN C 9

nomombto  Windows Intune. Pa3BepThiBanme mnpuioxkeHud c
MOMOIIbIO TPYMNMOBBIX TMOJMUTHUK. 3amyck cumyisaauun Windows
Intune.
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Pa3BeprriBanue mnpuiioxkeHuii ¢ mnomombr System Center
Configuration Manager. Konnerniuu pa3BepThIBAHMUS
npuiaokenuin ¢ momompio  Configuration Manager 2012.
PasBepThiBanue npuiiokenuii ¢ momorbio Configuration Manager
2012. Coznanue 3anpocoB Configuration Manager 2012. Co3nanue
KOJUIEKIIMK moJbk3oBareneid u yctporctB Configuration Manager
2012,

Pa3BeprTriBanus €caMo00C/IyKMBaeMbIX NPUJIOKEHUI.
KoHuenuun pa3BepThIBaHUS CaMOOOCITYKUBAEMbIX MPUIOKEHUH.
Hactpoiika camooOciykuBaembix npuiioxkenuii ¢ WindowsIntune.
PasBepTriBanms caMo00CITyKUBAEMBIX MIPUIIOKECHUN Cc
Configuration Manager 2012. PazBepTriBanus
caMoOOCITy)KHBaeMbIX —IpuioxkeHud ¢  ServiceManager 2012.
IMogrotoBka System Center Configuration Manager 2012
mnonnaepxxku — Service  Manager 2012 Self-Service  Portal.
Hacrpoiika ServiceManager 2012 Self-Service Portal. IIpoBepka
BO3MOYKHOCTH TPEJOCTABJICHHS TPUJIOKEHUN IOJI30BATENSIM  C
nomosio Self-Service Portal.

IIpoexTpoBanue U peanuzaunus UH}PACTPYKTYPbI
BUPTYaJIM3alNU NnpeACTABJICHUI. Ouenka TpeboBaHU
BUpTYyaau3aluu mnpeactaBienuil. [lnanupoBanue UHPPaCTPyKTyphI
BUpTYyaIu3alluu npeacrapieHuil. PazBepToiBanne UHPPACTPYKTYPhI
BUpTYyaIu3alluu NpejcTaBieHnil. PazBepTeiBanre HHPPACTPYKTYpHI
BBICOKOW TOTOBHOCTH JJIsI BUPTYAJIM3alMH NPEICTABICHUN

IloaroroBka, HacTpoWKa W pa3BepTbIBAHUE MNpeICTABJICHUN
BUPTyaJu3anuu  npuwioxkeHuil.  OnpeneneHue  cTpaTeruu
MPEJICTABICHUN BUPTyalu3aluu MpUWiIokeHui. Pa3BeprTeiBanue
yaajleHHoro pabouero crona, RemoteApp, u RD WebAccess.
PasBepThiBanne npuiokenniit Ha RD SessionHost. Hactpoiika u
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pa3BepThIBaHKEe NpuiiokeHnii Remote App. [IpoBepka BO3MOXKHOCTH
WCIIOJIL30BaHUs MPUIIOKEHUH ¢ moMoIsio RD WebAccess.

IIpoexTHpoBaHMe W pa3BepThIBAHHE CPeAbl BHPTYAJIU3aLUH
npujoxkenuii. OO030p Mojenel BHUPTyalIM3allMyd MPUIOKEHUMN.
Pa3BepThiBaHNE KOMIIOHEHTOB HH(PACTPYKTYphl BHUPTYyaIu3allun
npuiokeHu. Hactpolika KIIMEHTCKOW MOIIEPKKH BUPTyaITU3aLUU
npwioxenuil. [lnanupoBanue paspepTeiBaHus App-V poneil u
KOMITOHEHTOB. PasBepTeiBanne  MHPpACTpYKTypsl  App-V.
Hacrpoiika knuenta App-V

IHoaroroBka K BUPTYaJIM3alMU 7| pa3BepThIBaHUE
BUPTYaJbHbIX NpWJIOKeHUu#. [loaroroBka mNpuIOKEeHUN s
BBHITIOJIHEHUS B cpenie App-V. Pa3zBepTeiBanue npuioxxenuii App-V.
VYcranoBka u HacTtporika App-V  Sequencer. Iloaroroska
NpWIOKEHUNH K  BUpTyanu3auuu.  PasBepteiBanue  App-V
npuioxkeHuit ¢ nomornipio Configuration Manager

10

IlnanupoBanue M peajusanuss 0e30MACHOCTH M OOHOBJICHHMS
npwioxxenuil.  IlmanupoBanue  OOHOBJICHUST  TPUIIOKCHUM.
Pa3BepThiBanne oOHOBieHHI ¢ nmomouisto WSUS. PasBepTriBanue
oOHoBneHu# ¢ nomombio ConfigurationManager 2012. Peanuzauus
0e30macHOCTH MIPUIIOKEHU M. O6HoBIIEHHE pa3BEpPHYTHIX
npuioxeHuii. OOHoOBIeHUE mpuioxeHuid App-V. Pa3eepreiBanue
nonutuk AppLocker niis ynpasieHus 3anycKoM OpHII0KEHHM.

11

IlnanupoBanue u peaau3anusa OOHOBJIEHMSI M  3aMEHbI
npujoxenuil. I[lnanupoBanwe u  peanuzanuss  OOHOBJICHUS
MPUJIOKECHUN W 3aMenleHus npwioxeHui. [lLmanupoBanue wu
pealM3anys  COCYILIECTBOBaHMs  mpuwioxeHuil.  OOHOBIEHUE
Pa3BEpPHYTHIX NPHIOKEHUN. 3aMEHa pPa3BEPHYTHIX MPUIIOKEHUH.
HacTtpoiika cocyiiecTBOBaHUs pa3IMYHbIX BEPCUM ITPUIIOKECHUS

12

MOHI/ITOpI/IHF Pa3sBEPThIBAHUS, HCIIOJIBb30BaAHUA Hu
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NPOM3BOAUTEILHOCTH NPHJI0KEHUH. [InanupoBanue U
peanu3anmsi  UHQPACTPYKTYypbl ~ MOHUTOPHHIA  MPUIIOKEHUIL.
MeTtpuky,  HMHBEHTApu3alMss W aHAIU3  PECYPCOEMKOCTH
IIPWIOKEHUMN. MoHUTOpUHT UCIIOJIb30BaHUSA pecypcoB
npwiokeHud. [lmaHupoBaHWME HWHBEHTApU3aLMM  IPUIOKEHUMN.
Opranuzanusi MHBEHTApU3allUd IPOrpPaMMHOr0O  OOecreueHusl.
Metpuku HCIIOJI30BaHUs IIPUIIOKECHUM. MoHuTOpUHT
HCIIOJIb30BaHUE pecypcoB CEPBEPOB RD SessionHost
npwiokeHussMA. CHUKEHUE TMHKOBOM Harpy3Kd Ha PECypChl
PUIOKEHUSIMU

JlabopaTopHblie 3aHATHS 14
1 | Pabora ¢ Application Compatibility Toolkit 2
2 | Pabora c Windows Intune 2
3 | Pa3BepThIBaHME NPUII0KEHHN C TOMOILBIO TPYIIIOBBIX IOJUTUK U 2
Windows Intune
4 | Pa3zBepThIBaHUE MPUIIOKEHUM ¢ TOMOIIBIO System Center 2
Configuration Manager
5 | Pa3BepThiBanne nnppactpykrypsl App-V. 2
6 | Hacrpoiika knuenrta App-V 2
7 | Pa3BepTriBanue nonutuk AppLocker 2
CamocrosiTeibHast pad0Ta 00y4aKOIIMXCS 8
00630p cTpaTeruu pa3BepThIBaHUs MPUIOKEHUN 2
AHanu3 NOTEHIMAIbHBIX MPOOJIEM COBMECTUMOCTH 2
IToaroToBKa MpUIIOKEHUH AJi BBITIOJIHEHUS B cpene App-V 2
[ToaroToBKa K TECTUPOBAHUIO 0 TeMe «Peann3anus cpeibl HaCTOJIbHBIX 2
MTPUITOKEHUI
Tema 3.2 IIpoexTupoBanue u | Coaepkanue 16
peanu3auus cepBepHO 1 | IlnanmpoBaHue anrpeiiia ¥ MUrpaumnu ceppepa. Pexomennanum 5

HHQPACTPYKTYPHI

1o anrpenay u murpaiuu. Co3/laHue 1miiaHa anrpena u MUrpaiuu
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cepBepa. [InanupoBanue Bupryanuzauuu. [Inanuposanue u

BHeJIpeHUE MHPPACTPYKTYPbI ISl pa3BEPTHIBAHUS CEPBEPOB.
Br16op noaxoasien ctpaTeruu co3ianus 00pa3oB cepBepa.
BHenpenue ctpareruu aBTOMaTHYECKOTO Pa3BepThIBAHUS

IlnanupoBanue 7| pa3BepTbIBAHHE cepBepoB c
HCIOJIb30BAHMEM AucHeTYepa BUPTYAIbHbIX MamuH (VMM).
O0630p nmucreryepa BUPTyanbHbIX MammH B System Center 2012
R2. Peammzamus Oubnmmorek wm  mpodwieir  aucmeTdepa
BUPTyaJIbHBIX MamuH. [lnaHupoBaHue M pa3BepThIBAaHUE CITYKO
VMM.

IIpoexTHpoBaHue U BHeAPeHUEe HHPPACTPYKTYPHI J1€COB U
nomeHoB Active Directory Domain Services. [IpoexktupoBanue
neca AD DS. IIpoexkTupoBaHH€e U peain3annsi T0BEPUTEIbHBIX
OTHOILLIEHUI Mexay necamu. [IpoektupoBanue uarerpaunn ADDS
¢ Windows Azure Active Directory. [IpoekTupoBanue u co3nanue
nomeHoB AD DS. IIpoektupoBanue nmpoctpancTB uMeH DNS B

cpene AD DS. IIpoektupoBaHue JOBEPUTEIbHBIX OTHOIICHU AD
DS.

IIpoexTpoBanue U peajusaums HHPPACTPYKTYPbI
noapasaeaenuii (OU) u paspemennit AD DS. [lnanuposanue
JEJIErupOBaHusl  aJAMUHHMCTPATUBHBIX 3amad. [IpoektupoBanue
cTpykTypbl noapazaenenuid OU. IIpoekTtupoBaHne W BHEAPEHUE
ctpareruu rpynn AD DS

IIpoexTUpoBaHNe U BHeIPeHHE CTPATErUH IPYNIOBBIX
nosutuk. Coop Tpedyemoit napopmaIuu i MPOSKTUPOBAHUS
IpyNNoOBBIX OMUTUK. [IpoekTHpOBaHNE U BHEAPEHHUE TPYIIIOBBIX
noytuk. [IpoexktupoBanue oOpabOTKH TPYMITOBHIX MOJUTHK.
[TnanupoBanue yrpaBiIeHUS TPYIIOBBIMH ITOJTHTHKAMHA

IIpoexkTupoBanue u peaausanus pusnyeckoil Tonmosoruu AD
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DS. TlpoektupoBanne u peanm3anus caitoB Active Directory.
[TpoextupoBanue perumkamuu Active Directory. IlpoektupoBanue
pa3MenIeHHsI KOHTPOJIJICPOB JIOMEHA. Buptyanuszamus
KOHTPOJUIEPOB JIOMeHA. [IpOeKTHpOBaHUE BBICOKOW TOCTYIHOCTHU
KOHTPOJUIEPOB JJOMEHA

7/ | IlmanupoBanue W  peaju3alusd  XPAHWJIMIN  JTaAHHBIX.
[TnanupoBanre u BHempenue 1SCSI SAN. IlmanupoBanue wu 2
BHenpeHue Storage Spaces. Onmrummu3anius (HaiIoBBIX CITYXO s
(bunmanos

8 | [lnanupoBanue M peaau3auus 3amuUTbl cereil. OO030p
MpPOEKTUpOBaHUs Oe3onmacHocTH ceTedl. [IpoekTupoBanue u
BHenipeHue ucnosb3oBanusi Windows Firewall. [IpoextupoBanue u
BHenpenue  uHppactpyktypel  NAP.  [IpoexktupoBanue wu 5
peanu3aius 3aluThl CIYXKO aoctyna K cetd. [limaHupoBanue u
BHenpenue Direct Access. I[lnanupoBanne u BHenpenue VPN.
[InanupoBanme u  BHenpenne Web  Application  Proxy.
[1nanupoBanme cnoxkHON HHOPACTPYKTYPHI YAAICHHOTO JOCTYIA

JlaGopaTopHble 3aHITHSA 18

8 | Pabora ¢ System Center 2012 R2

9 | IIpoektupoBanme neca AD DS 2

10 | IIpoextupoBanue unrerpanuu ADDS ¢ Windows Azure Active 2
Directory

11 | IlpoektupoBaHue u BHeApeHUE cTpateruu rpynn AD DS 2

12 | [IpoexTupoBanHue u peanu3anus caiitoB Active Directory 2

13 | [IpoexTupoBanue permkanuu Active Directory 2

14 | IIpoekTupoBaHuE pa3MEIICHUsI KOHTPOJUIEPOB IOMEHA 2

15 | Pabora ¢ Windows Firewall 2

16 | Pabora ¢ Web Application Proxy 2

CamocrosiTesibHas padoTa 00y4al0IMXCH 8
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Coznanue nuaHa anrpeia 1 MUTpaluu cepBepa

00630p nucrneryepa BUpTyaslbHbIX MalvH B System Center 2012 R2.

[IpoekTrpoBaHue CTPYKTyphl oapazaeneHui OU

[TonroroBka k TecTUpOBaHUIO MO TeMe «IIpoekTupoBaHuE U peann3aius
cepBepHON HHOPACTPYKTYPHI»

NINININ

Tema 3.3 Peanu3zanus
NPOABUHYTOM cepBepPHOIi
HHPPACTPYKTYPbI

Cone

AKAHUEC

26

1

O030p ynpaBiaenus  ILlentpom  OOpaGorkum  JlaHHBIX

npeanpusatua. 063op LOJ npeanpustus. O0630p KOMIIOHEHT
System Center 2012 R2

IlianupoBanue M peajau3alMs CTPAaTerud BUPTYAJTH3ALUU
cepBepoB. IImanupoBanue pa3BepPTHIBAHUS JUcTIeTYepa
BUpTyalibHbIX MamuH (VMM). IlnanupoBanue u peanusaiius
CEpPBEPHON BUPTyaIN3ALINH.

IlnanupoBanue M peanu3anusi cereBoil MHPPACTPYKTYpPbI U
CHUCTEM XpaHEHHMs JAHHBIX AJId BUpPTyaau3auuu. [tanuposanue
CUCTEM XpaHEHMs Uil BHpTyanu3anuuu. Peammsanus cucrem
XpaHeHus1 g BUpTyaiIn3auuu. [lnaHupoBaHne w peanuzanus
CeTeBOl MH(PACTPYKTYyphl AJid BUpTyanu3auuu. [Inanupoanue u
peanu3anus BUpTyaau3aluu CeTU

IlianupoBanue M pa3BepTbIBaAHME BHPTYAJbHBIX MAaIllIHH.
[ImanupoBanue mapameTpoB BUPTyaJbHbIX MamuH. [loaroroska k
Pa3BEPTHIBAHUID BHUPTYAJIBHBIX MAallMH C  MCIOJb30BAHUEM
aucrietyepa BUpTyanbHbix MamuH (VMM). PaspeprthiBaHue
BUPTYAJIbHBIX MalvH. [lnanupoBanume W peanu3anusi PEIrIMKU

Hyper-V

IlnanupoBanue " peanuzaums pelieHus o
aJMMHUCTPUPOBAHMIO BHUpTyagu3auuu. [lnaHupoBanue wu
peanu3anysi aBTOMAaTH3alMu ¢ Hcnosib3oBaHueM System Center
2012 R2. [MnanupoBanune u peanmsanus Microsoft System Center
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Administration. [InanupoBanume u peanuzanus Self-Service c
ucnonp3oBanueM System Center 2012 R2. IlnanupoBanue wu
peanuzanus  yCTAaHOBKM  OOHOBJIEHUH B  HHPPACTPYKType
CEpPBEPHON BUPTYyaJIU3aIlUU

I[lnanupoBaHue W peaju3anusi CTPaATerHd MOHHUTOPHUHIA
cepBepoB. [Inanupoanne mornutopunra B Windows Server 2012
R2. O630p System Center Operations Manager. [InanupoBanue u
HacTpOMKa KOMIIOHEHT MOHUTOpHHTra. HacTporika B3anMoaeiCcTBUSA
¢ VMM

IlianupoBanue W peaju3alus  pelleHUl  BBICOKOM
HOCTYNMHOCTH I  (pailJIOBBIX CIOY:;K0 M NPWIOKEHHH.
[InanupoBanne u peanmzauust Storage Spaces. IlnanupoBanue u
peanuzaiust DFS. [1nanupoBanne u peanmzanus NLB

IlianMpoBanue W peaju3alus  pelIeHU  BBICOKOH
AOCTYIIHOCTH  Ha  OCHOBe  KJacTtepoB. IlnanupoBanue
UHQPACTPYKTYpbl OTKa30yCTOMYMBBIX KJacTepoB. BHenpenue
OTKa30yCTOMYMBOro Kiacrepa. llnmanupoBanme wu peanuzanus
CUCTEMBbl YCTAHOBKM OOHOBJIGHHW JUIsI  OTKAa30yCTOMYHMBOIO
kjmacrepa. WHTerpanus — OTKa30yCTOMYMBBIX  KJIACTEPOB U
BUPTYyaJIU3al1H. [TnanupoBanue pacnpenenéHHbIX
OTKa30yCTOWYUBBIX KJIACTEPOB

IlnanupoBanue u peanusanusi crpaTterun Oecmnepe0oiiHOM
pa6otrbl (Business Continuity Strategy). O030p cTpareruu
OecniepeOoitHO paboThl. [lnaHupoBanue U peanusaius CTpaTeruit
pe3epBHOrO  KomupoBaHusl. IlnanupoBanne u  peanuzanus
BOCCTaHOBJICHUS. [lmaHnupoBaHme © peanusanusi Pe3epPBHOIO
KOIMPOBAHUSI U BOCCTAHOBJICHUS] BUPTYaJIbHBIX MAIINH

10

IlnanupoBanue u peanuzanuss HHPPACTPYKTYPbl OTKPBITHIX
Kia4Ye. [lnanupoBanue u pa3BEpTHIBAHUE YIOCTOBEPSIIONINX
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1eHTpoB. [InanupoBanue U peanuzanus madbJIOHOB CEPTUHUKATOB.
[InaHupoBaHWe W peanM3alus BbIJIAYd W OT3bIBA CEPTHU(HUKATOB.
[ImanupoBaHWe W peanu3alusi apXuBalldd M BOCCTAaHOBJICHUS
KJIroueu

11

IlnanupoBanue u paspeprsiBanue AD FS. IlnanupoBanue u
peanm3anus  uHppacTpykryper AD FS. [IlmamwpoBanume wu
peammzanus  AD FS  ClaimProviders wu  RelyingParties.
[TnanupoBanne u peammzamuss AD FS Claims u ClaimRules.
[InanupoBanue u peanuzanus WebApplicationProxy

12

IlianupoBanue M peajam3anMsi [J0CTYNAa K JAaHHBIM LISl
noJb3oBareneil u ycrpoucrB. I[lLmanupoBanue u peanusanus
DAC. IlnanupoBaHue TOJKIIOYEHHS K pabodueMy MecCTy
(WorkplaceJoin). ITnanuposanue padounx namnok (WorkFolders)

13

IlnaHupoBaHue U peanu3anus CJIy:KObl yIPaBJIeHUS NPABAMMU.
0630p AD RMS. IlnanupoBanue u peanuzamnus kiacrepa AD
RMS. [IInanupoBanue u BHeapeHue madimoHoB AD RMS wu
nomutuk AD RMS. IlnmanupoBanue w peanusanusi BHEIIHETO
noctyna k AD RMS. [IlnanmpoBanne u  peanusanus
B3aumoJiericTBust AD RMS u DynamicAccessControl.

JlabopaTopHble 3aHATUA

12

17

OcymecTBieHrne KOHGUTYPUPOBAHUS POTPAMMHOTO 00ECTIEYSHUS
Ha cepBepax U pabOUMX CTAHIUSIX

18

YcraHOBKa MpaB JOCTyNa M KOHTPOJb HCIOJIb30BaHUS CETEBBIX
pecypcoB

19

AJIMUHUCTPUPOBAHUE CEPBEPOB

20

Pacuér croumoctu cereBoro oOOpYyIAOBaHUS W MPOrPaAMMHOTO
oOecrieyeHus

21

Perucrpanus nonbp3oBaTesiei JIOKaJbHOW CETH

22

Ocy1iecTBI€HHEe AHTUBUPYCHOM 3aIIUThHI

NN N IN DN
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CamocrosiTesibHas pa0d0Ta 00y4YAKIIMXCSH 8
0O0630p System Center Operations Manager 2
[TnanupoBanue u peanuzanus uagpactpykrypsl AD FS 2
[InanupoBanue u peannszanus kiacrepa AD RMS 2
[ToaroroBka K TECTUPOBAHUIO MO TeMe «Peanuzanus npoaBUHYTOU 2
cepBepHON HHOPACTPYKTYPHI»
3aueTHbIE 3aHATHS 2
Y4eOHasi NpaKTHKA Conepkanue yueOHON NPAKTHKHA 108
Buabi pador 1 | Ycra"oBka u HaCTpoMKa ONepallMOHHON CUCTEMBI CepBepa 6
2 | Hacrpoiika cepBepa u pabouux CTaHIMN JIsi 0€30MacHON TIepeaadn 2
uH(popmaImn
3 | Hacrpoiika ceTeBbIX CIy»KO0, YIaICHHOTO JTOCTYTIA, 4
OTKa30yCTOWYUBEIX KiactepoB, Hyper-V u ESX
4 | Opranu3zanus JOCTyIa K JIOKaJbHBIM ceTsM U MIHTepHeTy 4
5 | Peanuzanus 6€30mMacHOro JOCTYIA K IAHHBIM 6
6 | IlpoexTupoBaHue cTpaTernu aBTOMATUYECKON YCTAHOBKH CEPBEPOB 4
7 Y cTaHOBKa 1 CONMPOBOXKICHUE CETEBBIX CEPBUCOB 4
8 | YmpaBieHne XpaHWUIHIIEM JTaHHBIX 6
9 | Pa3zpaboTka 1 aIMUHUCTPUPOBAHNE PEIICHUS TI0 yrpaBieHuto |P- 6
azpecaMu
10 | Pac4€t cTouMOCTH CETeBOr0 00OpYAOBAHUS M MPOTPAMMHOIO 2
obecrnieuyeHus
11 | IlpoekTupoBanue cxem caiitoB Active Directory 4
12 | TIpoextupoBanue u peanusanus pernieHuit VPN 6
13 | IlpumeHeHune MacITabUpPyeMbIX pelIeHUH AJi YAAIEHHOTO JOCTyIa 6
14 | Opranuzaiys 10CTyna K JOKAJIbHBIM U TJI00AJIBHBIM CETSIM 6
15 | ConpoBoXxAEHUE U KOHTPOJIb UCTIOJIB30BAHUSI IOYTOBOTO CEPBEPA, 6
SQL-ceppepa
16 | Buenpenne nHPPACTPYKTYPhl OTKPHITHIX KIFOUEH 6
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17 | COoop gaHHBIX AJI aHAIU3a UCTIOIb30BaHUS POTPAMMHO-
TEXHUYECKUX CPEJICTB KOMITbIOTEPHBIX CETE

18 | Opranu3zaiys u NpoBeJIeHNE MOHUTOPUHTA U MOJCP>KKH CEPBEPOB

»

19 | [IpoekTrpoBaHUE CTpPATETHH pa3perieHus nMeH u Bueapenne DHCP
CEPBHCOB

»

20 | IlpoexTupoBaHue MOJIENIHN pa3pelIeHU s CITy>KObI KaTaJoros

21 | OcymiectBienue cOopa JaHHBIX JIJIsl aHATN3a

22 | Hactpoiika cioyx0 KaTajaoron

Ao

IIpousBoacTBeHHASI MPAKTHKA

Buawbi pabor:

1. VYcraHoBka Ha cepBepbl U padOYKe CTAHIIUU: ONIEPAIIMOHHBIE CUCTEMBI U HEOOXOAUMOE JIJIsl pabOThI
MIpOrpaMMHOE 0OECIICUCHHE.

2. Tlommepkka B pabOTOCTIOCOOHOM COCTOSTHUHM MPOTPaMMHOE 00ECTICUeHHE CEPBEPOB M padOUNX
CTaHIIUH.

3. Perucrparus nosp3oBaTeield JOKaTLHOW CETH U TTIOYTOBOTO CEPBEPA, Ha3HAYAET UACHTU(OUKATOPHI U
MapoJIN.

4. OOecrieueHrE CBOEBPEMEHHOTO KOTUPOBAHMS, ApXUBUPOBAHUS U PE3CPBUPOBAHMSI TAHHBIX.

5. IlpunsiTue Mep 1Mo BOCCTAHOBIICHHIO PAOOTOCIIOCOOHOCTH JIOKAIBHOM CETH MIPU COOSIX U BBIXOJE U3
CTpOsI CeTEeBOT0 000pyI0BaHUs. BhISBICHHE OMIMOOK MOJIh30BaTEICH U MPOrPAMMHOTO 00CCTICUCHHUSI U
MPUHSTHE MEP 110 UX UCTIPABIICHUIO.

6. IIpoBeneHre MOHUTOPUHTA CETH, pa3padaThIBATh MPEAJIOKEHUS 10 PA3BUTHIO HHPPACTPYKTYPHI CETH.
7. ObecnieyeHne ceTeBOM 0€30MaCHOCTH (3AIIUTY OT HECAHKITMOHUPOBAHHOTO JTOCTYTA K HH(POPMAIINH,
MPOCMOTpa WIIM U3MEHEHUSI CUCTEMHBIX (DaiiJIOB M TaHHBIX ), 0€30MACHOCTh MEXCETEBOTO B3aUMO/ICHCTBUA.
8. OcymiecTBieHHE aHTUBUPYCHOM 3aITUTHI JJOKATHHOU BHIYUCIUTEIILHON CETH, CEPBEPOB U pabOUMX
CTaHIIUH.

9. JlokyMeHTUpOBaHUE BCEX MPOU3BEACHHBIX JICHCTBUM.

180

IIpome:kyTouHasi aTTecTanus (IK3aMeH)

18

Bcero

790
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3  ydJaoBus PEAJIM3ALINN IHPOI'PAMMBbI
HPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 s peanusauud  NporpaMMbl  NPO(ecCHOHATBHOIO  MOIYJIA
MpeayCMOTPEHBI CJIeAYIOlHe CTieliaTbHbIe MOMeIeHHUsI:

Peanuzanus nporpaMMbl MOAyJIsi TpeOyeT HAIU4Us J1abOpaToOpuu OpraHU3aliu
U TPUHLUIOB TIOCTPOCHUS KOMIIBIOTEPHBIX CHCTEM,  KaOHHETa MPOrpaMMHOIO
oOecreyeHnss KOMITBIOTEPHBIX CeTeH, MpOrpaMMHUpPOBAHHUS u 0a3 JaHHBIX,
Mactepckoit mo kommereHIMH «CeTeBOoe M CHCTEMHOE aIMUHHCTPHUPOBAHUEY,
MacTEpCKON MOHTa)a M HaCTPOUKH OOBEKTOB CETEBOU HHPPACTPYKTYPHI.

JIaGopatopus OpraHu3alyy U MPUHIUIIOB TOCTPOCHUS KOMITBIOTEPHBIX CUCTEM,
OCHaIllecHHasi OOOpyIOBaHUEM U TEXHUYECKMMHU cpeacTBamMu oOydenus: Cron
IpernojaBaresis Ha MeTaulokapkace -lmr., kpecino HOmurep -2mrT., cTou
KOMIIBIOTEPHBIA HA METAJUIOKapKace JIEBbIM- 4IT., CTOJN KOMIBIOTEPHBIA Ha
MeTaJuIoKapkace mpasblid -10mrT., cTton Ha Metaimokapkace- lmr., cryn CM-9I'TI-
l4mr., Tabyper CM-31- 14mr., Tenexxka MOA CHUCTEMHBbINM Oynok- lmT., pabouee
mecto npenoaasarens — [1K -1 mr: Monutop 19” TFT LG Flatron L1942SE-BF -1
mr., Foxconn TSAA-700 (Kopmyc)-1 mmT., ASRock H67DE3 (MarepuHckas
wiara)-1 mr., Intel HD Graphics (Buaeokapra)-1 mr., Realtek PCle GBE (CeteBas
wiara)-1 mr., Realtek HDA (3BykoBas miata)-1 ., Intel Core i3 2120 3.3GHz
(ITpoueccop)-1 m., 4XDDR [l 2Gb Samsung (O3Y)-1 mr., D-Link DGE-528T
(CereBas mata)-1 mrt, WD (500Gb) SATA Il (Kectkuii muck)-1 mir.,paboune
mecta ooy4aronuxcst — [1K 14 mr.; monurop 19” TFT LG Flatron L1942SE-BF - 14
mr, Foxconn TSAA-700 (Kopmyc)- 14 mt,ASRock H67DE3 (MarepuHcKas 1iara)-
14 wmr, Intel HD Graphics (Bugeokapra)- 14 mr, Realtek PCle GBE (CereBas
mwiara)- 14 mwr, Realtek HDA (3BykoBas miara)- 14 mr, Intel Core i3 2120 3.3GHz
(ITpoueccop)- 14 mr, 4xDDR Il 2Gb Samsung (O3Y)- 14 wr,D-Link DGE-528T
(CereBas tumara) - 14 mr, WD (500Gb) SATA Il (Kectkuii auck)- 14 mrT,
mynpTuMeauna-poekrop (Epson EB-X12) - lmr., sxpan (Screen Media GoldView
MW)- 1 mmr.,, yueOHas mocka -lmr., Mapmpytuzarop D-Link Dir-320-1mir.,
mapiipytuzarop D-Link DSR-500N-1mrt., mapmpytuzatop D-link DFL-800- 1rmr.,
kommytatop D-Link DGS-3312SR — 2mr., kommytatop D-Link DES-3528 — 8mur.,
CTOMKa JIJI1 MOHTa)Xa CETEBOI0 00OpYAOBaHUS — 2 IIT., MaTY-MIAHENb — 2IIT., KJISITH
00XXUMHBIE — 8IIT., pO3eTKHU pacupenenuTenbubie moa RJ-45 — 4mt., konekTopsl RJ-
45 —50mr. IIporpammuoe obGecmeuenue: MS Windows Server 2008 R2, MS
Windows Server 2012 R2, MS Windows Server 2016, OpenVAS 8, LibreOffice 6,
OC Ubuntu Linux 14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Cepsep
oonoBnennit WSUS, Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2,
IredMail 0.9.9, PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL
Workbench 6.3, Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Kabuner MIPOrPAMMHOTO obecrnieueHust KOMITBIOTEPHBIX cere,
pOrpaMMHUPOBaHus U 0a3 JaHHBIX, OCHAIICHHBIM 000PYIOBAaHUEM U TEXHUYECKUMHU
cpenctBamu  obOydenusi: gocka JIA-40 — 1 mr., CTON KOMIBIOTEPHBIM Ha

MeTajiokapkace — 15 mr., cron gt cymok — 1 wr., ctynbs — 30 wr., [1IK - 1 mr.:



moruTop 19”7 TFT NEC MultiSync LCD1970NXp, cucremusiii 6ok (Colorsit
L8011/GA-B85M-D3H/Intel Pentium G3220 3.0GHz/DDR Il 4Gb/GeForce
210/WD 500Gb SATA I11/Gigabit Lan), IIK - 14 mr.: morutop 17” TFT Samsung
Sync Master 740N, cucremusiii 6ok (HP Compaq dx7400/MS 7352/Intel Pentium
E2160 1.8GHz/DDR Il 4Gb/Seagate 160Gb SATA 11/Gigabit Lan), mynpTumeana-
npoekrop Mitsubishi XD490U, skpan Draper Luma, yueOHast 1ocKa, IporpaMMHOE
obecnieuenne: MS Windows XP, LibreOffice 5, CASE-cpeacTBO IpOeKTHPOBAHUS
0a3 mamaeix MySQL Workbench; waGop muctpubyruBoB miast BeG-pa3paboTKu
Denwer, wuHTEerpHpoBaHHas cpena pa3pabOTKH IMPOrPaMMHOTO  00ECIICUCHHS
Microsoft Visual Studio 2010, wHTEerpHpOBaHHas cpeaa pa3pabOTKU MPOTPaMMHOTO
obecnieuenns Python IDLE 3.4, MathCAD 2014, CPU-Z 1.87, 6pay3ep Google
Chrome, o6payzep MS Internet Explorer 8, KoncymnbranT+, TEKCTOBBI PENaKTOP
Notepad++ 7.4.1, Foxit Reader 7, Free Pascal 3.0.2, nokanpHasi ceTh C JOCTYIIOM K
9bC u CHO.

Mactepckas mo xkommereHIn «CeTeBoe W CUCTEMHOE aJIMUHHCTPHPOBAHHECY,
MacTepckasi MOHTaXa M HACTPOHKM OOBCKTOB CETEBOW WHEOPACTPYKTYPHI
OCHAIllcHHasi O00OPYJOBaHMEM U TEXHUYECKHMMH CPEICTBaMU OOydYeHUS: JIOCKa
KjlaccHas — 1 1IT., CTOJA KOMIbIOTEepHbIA — 11 mT., cTtom — 8§ T, CTy1
(perynupyemslid 110 BBICOTE) — 16 IIT., CTYJI KOMIBIOTEPHBIA — 14 IIT., CHCTEMHBII
ook (AMD Ryzen 5 3600, DDR4 -16 I'6, AMD Radeon RX 550, SSD 512 I'6, M.2,
1000BASE-T — 4 mr.) — 13 mr., morutop (23.8" Asus TUF Gaming VG249Q
[90LMO5EO0-B01170]) — 23 mr., kmaBuatypa (OKlick 530S) — 13 mit., MbImmb s
kommbiorepa (Defender OPTICAL MB-160) — 13 mr., uctouynuk OecriepeOoitHOro
nutanus (CyberPower UT1100EG) — 13 mT., M®VY (Xerox B205) — 1 mrT., cepsep
(SuperMicro CSE-113AC2-R706WB2 2x750W black) — 1 mr., mapmpyrusarop
(Cisco ISR 4321 2GE,2NIM,4G FLASH,4G DRAM,IPB)- 18 mr., kommyTatop (L2
Cisco Catalist 2960-X 24) — 18 mir., kommyTtatop (L3 Cisco Catalist 3650), moaynb
(NIM 2T)- 10 mt.; moayis (NIM-ES2-4) — 10 ., mexxceTeBoii sxpan (ASA 5506-
X)— 20 mwrr., kommyraTop (MES2324 Eltex 24 nopra 1G 4 mopra 10G) — 1 mwr.,
mkad TenekommyHukanuonubeiii (Cabeus SH-05F-16 U60/35)— 10 mr., croiika
nByxpamHas (ctk-24.2-9005 nmo) — 1 mr., 610k po3etok Ha 8 rHE3q — 10 miT.,
MPOTHBOIIYMOBbIC HaymHUKU - 10 mmit., mpoekrop (Epson EB-WO05) — 1 mir., skpan
s npoektopa (SAKURA CINEMA WALLSCREEN) — 1 mr. IP-tenedon (Cisco
CP-7942G) — 10 mr., 6ok nutanus (IP Phone power transformer for the 7900 phone
series CP-PWR-CUBE-3)-10mrt., xonmonka(Acury as 10t), TeneBH30p Ha CTOWKE
(hyundai H-led 55es 5001); VMware Workstation 15 Professional — 10 mir.,
oducHslif maket Microsoft Office Professional 2016 - 13 mr; OC Microsoft Windows
10 - 13 mr.

3.2 HudopmanmoHHoe odecnevyeHUue peain3anumu NnporpamMmmel

3.2.1. OcHOBHbIE U NIeYaTHbIE JJIEKTPOHHbIE U3IaHUS

1. BacunskoB, A.B. be3onacHocTh W yImpaBlieHHME  JOCTYIOM B
nHpopMaMOHHBIX cucTeMax: yuyeOHoe mnocodue s CIIO /A.B.Bacuibkos,
N.A.BacuibKoB. - MockBa: ®OPYM, 2019. -URL.:
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https://znanium.com/catalog/product/987224. — Pexum goctyma: IO IOIITUCKE. -
TEeKCT : BIEKTPOHHBIM.

2. BBenenne B MH()OKOMMYHHUKAIITMOHHBIE TEXHOJIOTHHU: y4ueOHOE Mocooue /
JL.I'.I'arapuna, A.M.baun, I'.A.Ky3neunoB[u np.]; mox pen. JL.I'.I'arapunoii. -
Mockaa: OOPYM: NHO®OPA-M, 2019.- URL.:
https://znanium.com/catalog/product/1018534. — PexxuM AocTyma: MO TMOAMMCKE. -
TEeKCT : BIEKTPOHHBIM.

3. Hcauenko, O. B. IIporpammuoe oOecnedyeHrHe KOMITBIOTEPHBIX CETeH :
yuebHoe nocodue / O.B. Ucauenko. — 2-e u3z., uctp. u gon. — Mocksa : UTHOPA-
M, 2023. — 158 ¢. — (Cpennee npodeccuonaibHoe obpazoBanmue). - ISBN 978-5-
16-015447-3. - URL: https://znanium.com/catalog/product/1933141 — Pexum
JOCTYTIA: TIO MOAIHKCKE. - TEKCT : JIIEKTPOHHBIN.

4. Kysun, A. B. Kommneiotepnsie cetu : yuebHoe nmocobue / A. B. Kysumn, /1. A.
Ky3un. — 4-e u3n., nepepad. u gon. — Mocksa : ®OPYM : UHOPA-M, 2020. —
190 ¢. — (Cpennee npodeccuonanpsHoe oopazoBanue). - ISBN 978-5-16-103935-9. -
URL: https://znanium.com/catalog/product/1088380 — Pexum pgoctyma: mis
3apErucCTp. MOJb30BaTeNe. — TEKCT : 3JIEKTPOHHBIM.

5. MakcumoB, H. B. Kommnwiorepubie cetu : ydyebnoe mocodbue / H.B.
MakcumoB, U.U. TlonoB. — 6-e u3m., mepepab. u gon. — Mocka : ®DOPYM
NH®PA-M, 2023. — 464 c. — (Cpenunee npodeccuonanbuoe oopazopanue). - ISBN
978-5-00091-454-0. - URL: https://znanium.com/catalog/product/1921406 — Pexum
JTOCTyIIA: MO0 MOAMUCKE. - TEKCT : 3JIEKTPOHHBIN.

6. Omudep, B. I'. Kommerotepubie cetu. [IpuHITUTIBI, TEXHOIOTHH, TTPOTOKOJIBIL:
KO6uneiinoe uznanue. / B. I'. Omudep, H. A. Onudep. — [utep, 2020.

7. Omnepanuonnsie cuctembl. OcHoBbl UNIX: yuyeOHOe mocoOuenysi CTyI.
yupexn. CIIO/A.b.Baspentok, O.K.Kypeimesa, C.B.Kyrenos [u np.]. - Mocksa:
NH®PA-M, 2019.- URL: https://znanium.com/catalog/product/1018904.®enoposa,
I""H. OcHOBBI TIpoeKkTUpOBaHKS 0a3 JaHHBIX (4-¢ m31., mepepad.) : yueOnuk. / I.H.
®enopoBa. — Akaaemusa, 2020. — Pexum pgocrtyna: mno mnopmucke. - Tekct :
3JIEKTPOHHBIN.

8. Opranuzaius ceTeBOro aiMUHUCTpUpoBanus: yueOHuk / A.W. bapaHuukos,
IT.A. bapanuukos, A.JO. I'pomos, O.A. JlomteBa. — Mocksa : KYPC : UHDOPA-M,
2020. — 384 C. - ISBN 978-5-906818-34-8. - URL:
https://znanium.com/catalog/product/1069157 — Pexxum nocTyma: 1o TOJITUCKE. -
TeKCT : JIIEKTPOHHBIN.

9. ®enopora, I'.H. PazpaboTka, aiMUHUCTPUPOBAHWE U 3aluTa 0a3 JTaHHBIX
(4-e u3n., crep.) . yueonuk / I'H. denoposa. - Akanemus, 2020.

3.2.2. JlomoJHUTeIbHbIe HCTOUYHUKH

1. Hazapo, A. B. Dxkcmnyaramusi 0OBEKTOB CETEBON HHPPACTPYKTYpHI :
yueOnuk / A.B. Hazapos, A.H. Earansiues, B.I1. MensaukoB. — Mocksa : KYPC :
NH®PA-M, 2022. — 360 c¢. — (Cpennee npodeccruonanpHoe odpazopanue). - ISBN
978-5-906923-06-6. - URL.: https://znanium.com/catalog/product/1860128 — Pexum
JNOCTYIIA: IO HOAMUCKE. - TEKCT : 3JIEKTPOHHBIN.
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2. Jlucwes, I'. A. IlporpammHoe oOecrieueHHE KOMIBIOTEPHBIX ceTeil u web-
cepBepoB : yueb. mocodue / I'. A. Jlucees, Il. FO. Pomanos, 10. U. Ackepko. —

MockBa : HNH®PA-M, 2020. — 145 c¢. — (Cpennee mnpodeccroHaabHOe
oOpa3oBaHue). - ISBN 978-5-16-014514-3. - URL:
https://znanium.com/catalog/product/1069176 — Pexum  pgoctyma: s

3apETUCTPHUP.TIOJIB30BATENECH.— T E€KCT : SIEKTPOHHBIMN.

3. Xopes, II. b. IIporpammHo-anmnapartHas 3amura HHQOpMaMH : ydeOHOE
nocobue / I1.b. XopeB. — 2-¢ uzn., ucnp. u non. — Mocksa : ®OPYM : UHDPA-
M, 2021. — 352 ¢. — (Cpennee npodeccuonaibHoe obpazoBanme). - ISBN 978-5-
00091-557-8. - URL: https://znanium.com/catalog/product/1189341 — Pexum
JOCTYIIA: MO NOAMUCKE. - TEKCT : 3JIEKTPOHHBIMN.

3.2.3. DJIeKTpPOHHbIE pecypchl

3. bubnuoreka yueOHbIX KypcoB/ MHTepHET-YHHUBEpCUTET MHGOPMAIIMOHHBIX
texHonorut - Mutyutr (HauuonanbHbii OTKPBITHIM YHUBEPCUTET) [DIIEKTPOHHBIM
pecypc]. - Pexxum nocryna: https://www.intuit.ru/studies/courses/, CBOOO HBIH.
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4 KOHTPOJIb MW OILEHKA

HPOPECCHUOHAJIBHOI'O MOAYJIA

PE3YJBTATOB OCBOEHUA

Koa n HaumeHnoBanune

npo¢ecCuOHAIbHBIX U

00IMX KOMIIETEeHIUM,
¢dopmupyembIx B
paMKax MoJayJis

Kpurepuu oueHku

MeToabl OLIEHKH

[K 2.1.
AJMUHHACTPUPOBATH
JIOKaJIbHbIE
BBIUHCIIUTENbHBIE CETU U
IPUHUMATH MEPBHI 10
YCTPaHEHHIO BO3MOXKHBIX
cboeB

Omnenka «OTJTHYHOY -
TEXHUYIECKOE 3a/laHue
MPOaHAIU3UPOBAHO, AJITOPUTM
paspaboTaH, COOTBETCTBYET
TEXHHYECKOMY  3aJaHUI0 W
oopMJIEH B COOTBETCTBHHU CO
CTaHJapTaMU, TOSICHEHbI €ro
OCHOBHBIE CTPYKTYPBHI.

OrneHKa «X0poIIo» - arOpuT™M
pazpabotaH, o¢GoOpMIIEH B

COOTBCTCTBHUU CO CTaHAApTaMH

U COOTBETCTBYET  3aJIaHHUIO,
MMOSICHEHBI ero OCHOBHBIE
CTPYKTYpHI.

Orenka

«Y/OBJIETBOPHUTEIHLHOY -
aNrOpuT™M pa3paboTran u
COOTBETCTBYET 33JIaHUIO.

— TECTUPOBAHHC;

— MUCBMEHHBIN OIIPOC
rmo remam 1.1 - 1,3;
2,1; 3,1-3.3;;

- OIIEHKA pe3yJIbTaTOB
BBITIOJIHEHUS
n1abopaTopHBIX paboT
o Teme 1.1-1.3
NoNel-42;

- OIIEHKA Pe3yJIbTaTOB
BBITIOJTHCHUS
71a00paTOPHBIX pabOT
o Teme 2.1 NoNel1-19;
- OIIEHKA Pe3yIhbTaTOB
BBITIOJTHCHUS
71a00paTOPHBIX pabOT
o Teme 3.1-3.3
NoNel-22;

— DKCMEPTHOE
HaOJII0ICHHE
BBITIOJIHCHUS
1abopaTopHBIX pabdoT,
— DKCMEPTHOE
HaOJII0IEHNE
BBITIOJTHCHUS
IPaKTUYECKUX padoT,
— OIICHKA PeIICHUS
CUTYaIIMOHHBIX 3a/1a4,
— OIlEHKa TpoIecca u
pe3ynbTaTOB
BBITIOJIHEHUS ~ BHJIOB
paboT Ha TTPAKTUKE
—9K3aMeH

[1K 2.2.
AJIMUHUCTPUPOBATH
CETEBBIE PECYPCHI B
MH(OPMAIMOHHBIX

O11eHKa «OTJIMYHO) -
TEXHUYECKOE 3aJ]aHe
MIPOaHaIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET

— TECTUPOBAHHUE;

— MIUCbMEHHBIN OMPOC
mo temam 1.1 - 1,3;
2,1; 3,1-3.3;;
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CHCTEMAX

TEXHUUYECKOMY 3aJIaHUIO U
oopmIleH B COOTBETCTBUH CO
CTaHJIapTaMH, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

O1ieHKa «XOPOII0» - aAITOPUTM
paspaboTtaH, oopMIICH B
COOTBETCTBHH CO CTaHIAPTAMHU
¥ COOTBETCTBYET 3aJJaHUIO,
MOSICHCHBI €70 OCHOBHBIC
CTPYKTYPBHI.

Ouenka
«Y/IOBJIETBOPHUTEIHLHOY -
QITOPUTM  pa3paboTaH |
COOTBETCTBYET 3aJJaHUIO.

- OIICHKA PEe3yJIbTaTOB
BBITIOJTHEHUS
71a00paTOPHBIX pabOT
o Teme 1.1-1.3
NoNel-42;

- OIIEHKA Pe3yIhbTaTOB
BBITIOJTHCHUS
1abopaTopHBIX paboT
o Teme 2.1 NeNel-19;
- OIIEHKA PEe3yIhbTaTOB
BBITIOJTHCHUS
71a00paTOPHBIX PabOT
no Teme 3.1-3.3
NoNel-22;

— DKCIIEPTHOE
HaOJII0ICHHE
BBITIOJIHEHUS
1abopaTopHBIX paboT,
— DKCMEPTHOE
HaOJII0IeHNE
BBITIOJTHCHUS
IPaKTUYECKUX paloT,
— OIICHKA PeIICHUS
CUTYaIIMOHHBIX 33/1a4,
— OIIGHKa Tpolecca u
pe3ynbTaToOB
BBITIOJIHEHUS ~ BHJIOB
paboT Ha MIPaKTUKE
—9IK3aMeH

[1K 2.3. OGecrnieunBaTh
cOOp JaHHBIX JJISI
aHaju3a UCMOJIb30BaHUS
U (QYHKIITMOHUPOBAHUS
POrpaMMHO-
TEXHUYECKUX CPEJICTB
KOMITBIOTEPHBIX CETEN

OueHka «OTJIUYHO) -
TEXHUYECKOE 3aJ]aHue
MPOaHAIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 3aJJaHUI0 U
0(OpMJIEH B COOTBETCTBUH CO
CTaHJapTaMHU, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYpHI.

OlneHKa «XOpouIo» - aJrOpUTM
paspaboTtaH, oopMIICH B
COOTBETCTBHH CO CTaHAApTAMU
Y COOTBETCTBYET 33JJaHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

Ouenka
«YAOBJIETBOPUTEJIHLHOY -

— TECTUPOBAHWE;
— MUCHMEHHBIN OITPOC
rmo remam 1.1 —1,3;
2,1; 3,1-3.3;;

- OIIEHKA Pe3yIbTaTOB
BBITIOJTHCHUS
1abopaToOpHBIX paboT
o Teme 1.1-1.3
NoNel-42;

- OIIEHKA Pe3yJIbTaTOB
BBITIOJTHCHUS
1abopaTopHBIX paboT
mo Teme 2.1 NeNel-19;
- OIIEHKA Pe3yIhbTaTOB
BBITIOJTHCHHUS
J1a00paTOPHBIX PabOT
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ITOPUTM paszpaboTtan u
COOTBETCTBYET 33JIaHUIO.

o Teme 3.1-3.3
NoNel-22;

— 3KCIIEPTHOE
HaOJII0IEHIE
BBIOJIHEHUS
1abopaTopHBIX paboT,
— DKCMEPTHOE
HaOII0ICHIE
BBIIIOJTHEHUS
MPaKTHYECKUX padoT,
— OIICHKA PeIICHUS
CUTYaIIMOHHBIX 3a/1a4,
— OIIGHKa TIpoliecca u
pe3yJbTaToB
BBIIIOJIHEHUS ~ BHJIOB
paboT Ha MPAKTHUKE
—DdK3aMeH

I1IK 2.4.
B3aumopnercTBoBaTh CO
CIIeMAIUCTaMU
CMEXHOTO IpoduiIsa npu
pa3paboTKe METOOB,
CPEJIICTB U TEXHOJIOTH
pUMEHEHUS! 00 BEKTOB
npodeccuoHaIbHON
NEeSATeTLHOCTH

OreHKa «OTJIAMYHO -
TEXHUYIECKOE 3aJ]aHue
MIPOAHATTN3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYICCKOMY 3a/TaHHIO U
o(OopMJIEH B COOTBETCTBUH CO
CTaHJapTaMH, TTOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

OlLeHKa «XOpouIo» - aJrOpUTM
pa3paboTtaH, oopMIIEH B
COOTBETCTBHH CO CTaHAapTaMU
U COOTBETCTBYET 33JIaHUIO,
MOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBHL.

Ouenka
«Y/A0BJIETBOPHUTEJIbHOY -
aIrOpUTM pa3zpaboTaH u
COOTBETCTBYET 33JIaHUIO.

— TECTUPOBAHWC;
— MUCBMEHHBIN OIIPOC
mo temam 1.1 - 1,3;
2,1; 3,1-3.3;;

- OIIEHKA Pe3yIhbTaTOB
BBITIOJIHEHUS
1abopaTopHBIX paboT
o Teme 1.1-1.3
NoNel-42;

- OIIEHKA Pe3yJIbTaTOB
BBITIOJIHCHUS
71a00paTOPHBIX pabOT
o Teme 2.1 NeNel-19;
- OIIEHKA Pe3yIbTaTOB
BBITIOJTHCHUS
71a00paTOPHBIX PadOT
o Teme 3.1-3.3
NeNel-22:

— DKCMEPTHOE
HaOJIOICHHE
BBITIOJTHCHUS
1abopaTopHBIX paboT,
— DKCMEPTHOE
HaOJIOICHHE
BBITIOJTHCHHUS
IPaKTUYECKUX paloT,
— OIICHKA PeIIeHUs
CUTYaIIMOHHBIX 3a/1a4,
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— OIIGHKa Tpolecca u
pe3ynbTaTOB
BBINIOJIHEHUS ~ BHJIOB
paboT Ha MIpaKTUKE
—9IK3aMeH

OK 1. Boibupats
CIIOCOOBI peIIeHUs 3a1a4
npodeccruonanTbHON
JeSITeTbHOCTH,
IPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM

— 000CHOBaHHOCTh ITOCTAHOBKH
€)M, BEIOOpA U IPUMEHEHUS
METOJIOB M CIIOCOOOB PEIICHUS
npohecCHOHABHBIX 3a]1aY;

- aJIcKBaTHAas OIICHKA U
caMmoolieHKa 3 (HEKTUBHOCTH U
KaueCTBa BBIITOJIHEHUS
po(hecCHOHANTBHBIX 3a7a4

OK 2. OcymiectBasiTh
MIOWCK, aHAIN3 U
WHTEPIPETAIIUIO
uHdopmaIu,
HEO0OXOTUMOM IS
BBITIOJIHEHUS 334

- HCTIOJIH30BAHUEC PA3TUIHBIX
HMCTOYHHUKOB, BKITIOUAs
DIIEKTPOHHBIE PECYPCHI,
Meauapecypcsl, UHTepHeT-
peCypChl, MEpUOANIECKUE
W3JIaHUS 110 CTIEIUATIBHOCTH

npo¢eccuoHaIbHON JUISL pEeIIEeHUs

JESITEIbHOCTH npo(hecCHOHATIBHBIX 3a7a4

OK 3. [ImannpoBarts u - IEMOHCTpALMS
peann30BbIBATh OTBETCTBEHHOCTH 3a MPHUHSTHIE
cOOCTBEHHOE peLIeHMS,;

npo¢eCCUOHANIBHOE U - 000CHOBAHHOCTH

JIMYHOCTHOC PAa3BHUTHC

camMoOaHa n3a U KOPPEKIIHs
pe3yJabTaTOB COOCTBEHHOM

paboTHI
OK 4. Paborarts B - B3aUMOJICUCTBUE C
KOJUICKTHBE U KOMaH/e, | OOyJaromMuMHCH,

b HexTUBHO
B3aMMOJICCTBOBATH C
KOJIJIETaMH,
PYKOBOJACTBOM,
KJIMEHTaMH

IpernoaaBaTesiMu 1
MacTepamu B XoJie 00y4eHHs, ¢
PYKOBOAMUTENSAMHU YU4ECOHOH U
IIPOU3BOJICTBEHHOM ITPAKTHK;

- 000CHOBAHHOCTb aHAJIN3a
paboTHI YJICHOB KOMAaH IblI
(MOJYMHEHHBIX )

OK 5. OcyuiecTBisTh
YCTHYIO ¥ TTICHMEHHYO
KOMMYHHKAIIHIO Ha
TOCYIapCTBEHHOM SI3BIKE
C YYETOM 0COOCHHOCTEH
COLIMAIBHOTO U
KYJIbTYPHOT'O KOHTCKCTa

-TPaMOTHOCTb YCTHOHN U
MMICbMEHHOM peYHu;

- ICHOCTb (DOPMYyIIMPOBAHUS U
W3J105KEHUSI MBICIIEN
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HNuTepnperanus
pe3yJbTaToOB
HaOJIIOIEHUN 3a
NEATEIbHOCThIO
oOyuarorierocs B
MPOIIECCE OCBOCHUS
00pazoBaTeIbHOM
IPOrPAMMEBI.

DKCHepTHOE
HaOJII0/ICHUE U OIICHKA
Ha J1abopaTOPHBIX
3aHATHSX, TIPU
BBITIOJTHEHUH PabOT 1O
y4eOHOU U
MPOU3BOJACTBEHHOM
IIPaKTHUKAM.

DK3aMeH




OK 6. ITposiBsTh
IpaXKaaHCKO-
NaTPUOTUYECKYIO
MO3UILIUIO,
JEMOHCTPUPOBATH
OCO3HAHHOE IOBEJICHUE
Ha OCHOBE

- co0JI0ICHNE HOPM TTOBEACHUS
BO BpeMs yueOHBIX 3aHATUN U
MPOXOXKJICHUS Y4eOHOU U
MPOU3BOICTBEHHOM MPAKTHUK

TPaJUIIMOHHBIX

00I1eYeI0BeUeCKUX

LIEHHOCTEW, IPUMEHSATH

CTaHapThI

AHTUKOPPYIIIUOHHOTO

MOBEACHUS

OK 7. ConeiicTBOBaTh - 9(ppeKTUBHOCTH BBHITOTHEHUS

COXPAHEHUIO npaBui Th Bo Bpems yueOHBIX

OKpY>KaloIlen Cpeibl, 3aHATHH, IPU TTPOXOKICHUN

pecypcocOepekeHHIO, y4eOHOM ¥ MPOU3BOJACTBEHHOM

3¢ pexTUBHO IIPAKTHK;

JIeICTBOBATH B - 3HAHHUE U UCTIOJIH30BaHUE

Ype3BbIUANHBIX pecypcocOeperarommx

CUTYaIMIX TEXHOJOTHIA B 00JIaCTH
TEJIEKOMMYHUKAIUN

OK 8. Ucnonr30BaTh
cpenctBa pu3NUECKOU
KYJBTYPBI JIJIs
COXpaHCHUS U
YKPETUICHUS 3/T0POBbS B

- 3((PEeKTUBHO UCTIOJIB30BATh
cpencTBa pu3nyecKon
KyJbTYPHI JIJISl COXpaHEHUS U
YKPEIUICHUS 3/J0POBbS B
nporiecce mpoPecCHoHATbHON

npoiecce NESITEIbHOCTH U TIOJIZIepKaHUE

npodeccuoHanbHON HE00XOAMMOr0 YPOBHS

JeSITEIbHOCTH U buznyeckoit

TOJIZIepKaHHE MOJIFOTOBJICHHOCTH

HEO0OXOAMMOT0 YPOBHS

busnueckon

1OJIFOTOBJIEHHOCTH

OK 9. Ucnonb30BaTh - 9(ppeKkTUBHOCTH

uH(GOpPMaIIMOHHbIE UCIIOJIb30BaHUs

TEXHOJIOTHH B uH(GOPMaILMOHHO-

npohecCuoHaTbHON KOMMYHHKAITMOHHBIX

JeSITEIIBHOCTH TEXHOJIOTH B
npodeccuoHaATbHON

JEATEIIBHOCTH COTJIACHO
bopMHUpYyEMBbIM YMEHHSIM U
MOJIy4Ya€MOMY MTPAKTUYECKOMY
OIIBITY;
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OK 10. ITonws3oBaThes - 3 (hEeKTUBHOCTh
npodeccuoHanbHON UCITIOJIb30BAHUS B
JOKyMEHTaIel Ha npodeccuoHaNTbHON
roCyapCTBEHHOM U JeSATETbHOCTH HEOOXO0UMOi
MHOCTPAHHOM $I3bIKaX TEXHUYECKOHN TOKYMEHTAaIlUU, B
TOM YHCJIE HA AaHTJIUHUCKOM
SI3BIKE.
OK 11. Ucnons3oBath - 3¢ pexTHUBHO MITAaHUPOBATH
3HaHMS 0 (UHAHCOBOW | IPEANPUHUMATEITBCKYIO
I'PaMOTHOCTH, JeSTEeILHOCTD B
IJIaHUPOBATH npodeccruoHanbHOM cdepe npu
MPEANPUHUMATENIBCKYIO | IPOBEICHUU PabOT MO
JesTEIbHOCTD B KOHCTPYUPOBAHHUIO CETEBOU
npo¢eccCuoHaIbHON UHOPACTPYKTYPHI
chepe

IIpomexyTOUHAN ATTECTALMA:

M/JK.02.01 — ---, nu¢pepeHIITUPOBAHHBIIH 3a4eT
M/JK.02.02 - nuddepenunpoBaHHblii 3a4eT
M/JK.02.03 - nuddepenunpoBaHHblii 3a4eT
VII.02 - nuddepeHunpoBaHHBII 3aUeT

II1.02 - nuddepeHunpPoOBaHHBII 3aUeT

I1M.02 - 3x3amMeH M0 MOIYJTI0
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