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1 OBLIAA XAPAKTEPUCTHKA J
YYEBHOU UCIUIIYIMHBI OI1.04 OCHOBbBI HH®OPMAILIMOHHOH

BE3OITACHOCTHA

PABOUYEN

1.1 MecTo IMCHUILIHUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl:

VYuebnas puctuiimHa «OCHOBBI HMH(POPMAIIMOHHOM O€30MaCHOCTUY» SBIISICTCS
00s13aTeIPHON YaCThIO 00IIePOodheCCHOHATBHOTO IUKIa 00pa30BaTEIbHOMN MPOTPAMMBI
B cootBeTcTBUU ¢ PI'OC no cnenuanbHoctr 10.02.04 Obecneuenne nHPOpMAITMOHHOM

0e301acHOCTH TCICKOMMYHHUKAIINOHHBIX CHUCTCM.

1.2 Tlnanupyemble pe3yabTaThl OCBOCHHS TUCHHILINHBI

B pamkax mnporpamMmbl y4yeOHOW MHUCHUIUIMHBI OOYYarOIIMMUCS OCBAaUBAIOTCS

YMCHUS U 3HAHUS.

HK,I(C)OI?, P YMmenus 3HaHuA

OK 03 Knaccuduiuponars CylHOCTb U MOHATHE

OK 06 3amuiaeMyo uHbopmaiuio | uHGOpMaIMOHHOM O€30IaCHOCTH,
OK 09 0 BUJIaM TalHbI U CTETICHSM | XapaKTEPUCTUKY €€

OK 10 CEKPETHOCTH. COCTaBIISIIOIIHUX.

IK 2.1

JIP 1, JIP 7, Knaccudunuposatsb Mecto nndopmarmoHHOM

JIP 13, JIP 14, | ocHOBHBIE yTpO3bI 0€30MacHOCTH B CUCTEME

JIP 15, JIP19- | 6e3onacHOCTH HHPOpMAITUU. | HAIMOHAJILHOW 0€30MacHOCTH
JIP22, JIP 24, CTpaHBI.

JIP 25

Bubl, ICTOYHUKH U HOCUTEIH
3amuiaeMoi HGoOpMaIiH.

Ncrounnku yrpo3 6e3omacHoCTH
uHGOPMAITUU U MEPHI TI0 UX
IPEI0TBPAIICHUIO.

DaxkTOpbl, BO3ICHCTBYIOIIME Ha
uH(pOopMaIIo IIpHu ee 00padoTKe B
ABTOMAaTU3HPOBAHHBIX
(MH(pOPMALIMOHHBIX) CUCTEMAX.

JKu3HeHHbIe IUKITBI HH(OOPMAITUU
OTPaHUYCHHOTO JIOCTYIIA B
Iporiecce ee Co3Ianms, 00padoTKH,
nepeaavm.

INPOI'PAMMUbI




CoBpeMeHHbIE CpeICTBA U
CIocoObl obecreueHus
uH(pOpMaIIMOHHOM 06€30TaCHOCTH.

OCHOBHBIE METOIMKH aHAJIN3Aa
yIrpo3 U PUCKOB MH(GOPMAITMOHHOMN
0€30IacHOCTH.




2 CTPYKTYPA U COJAEPKXAHHUE YUEBHOM JJUCHUTLTAHBI

2.1 O0bem yuyeOHOH TUCHUNIMHBLI U BUIbI Y4eOHOH padoThl

. O0bem
Bun yueOHoii padoThI
4acoB
O0beM 00pa3oBaTe/IbHON NPOrpaMMbl Y4eOHOH THCHHUIIJIMHBI 64
CamocrosiTesibHas padora 16
CymmapHas y4yeOHasi Harpy3ka BO B3aHUMOJACHCTBHH C 48
npenojaBareyemM
B TOM YHCJIE:
TEOpETUUECKOe 00yueHue 28
MPaKTUYECKHE 3aHATUS 18
3a4ETHBIC 3aHATHS 2

IIpome:xyroynas arrecranus B popme nudpdepeHMPOBAHHOIO 3a4eTa




2.2 TemaTuyeckmii IJIaH W cojep:kamue yde6Hoii aucuunauasl OIL04 OCHOBBI MH®OPMAIIMOHHOM

BE3OITACHOCTH
HaumeHoBaHue Conep:xaHue yueOHOro MmaTtepuajia u popmMbl oOpraHu3annu O0bem Koabl komneTeHuuii u
pa3esioB U TeM AeSITeIbHOCTH 00YYAKOIIHXCS YacoB | JJMYHOCTHBIX Pe3yJIbTATOB,
(popMHUPOBAHUIO KOTOPBIX
CIOCOOCTBYET JIEMEHT
NMPOrpaMMbl
1 2 3 4
Pazgea 1. TeopeTrndeckue 0CHOBbI HH(POPMAITMOHHOM 0€30MIACHOCTH 36
Tema 1.1. Conep:kanue y4e0OHOr0 MaTepuaja 6 OK 03, OK 06,
OCHOBHBIE IOHATHS [Tonsitue nudopmaruu 1 HHGOPMAIMOHHON 0€30MACHOCTH. OK 09, IIK.2.1
U 337241 1 Nudopmarius, coobiienus, ”HGOPMaIIMOHHBIE TTPOIIECCHI 9 JIP 1, JIP 7, JIP 13,
nH(}OpMaAITMOHHOM Kak 00beKThl HH(MOpMaIIMOHHON Oe3onmacHoCcTH. O030p JIP 14, JIP 15, JIP19-JIP22,
0e30MacHOCTH 3aIUATIAEMBIX 0OBEKTOB M CHCTEM. JIP 24, JIP 25
[Tonsitue «yrposa undopmanumy. Ilondarue «pucka
2 nHpopMarimonHou 6e3onacHocTy. [Ipumepsr 2
npectyrieHu# B cepe nHbpopmau 1 HHPOPMaUOHHBIX
TEXHOJIOTUH.
CymHoCTh (PYHKITMOHHUPOBAHUS CUCTEMBI 3aITUTHI
3 uHdopmaIuu. 3aimTa 4eI0BeKa OT OIMmacHO! nHpopMaIuu 1 5
OT HEe MH()DOPMUPOBAHHOCTHU B 00J1acTH MH(DOPMAITMOHHON
0€30I1aCHOCTH.
Tema 1.2. OcuoBbl  |CopaepskaHue y4eOHOr0 MaTepuaJia 6 OK 03, OK 06,
3aIIUThHI 1 [{enoCcTHOCTD, JOCTYIMHOCTh U KOH(UICHIINATBLHOCTh OK 09, TIK 2.1
nHpopMaru uHpopmaruu. Knaccudukarus nuapopmaiuu mo Bujiam 9 JIP 1, JIP 7, JIP 13,

TalHbI ¥ CTETCHIM KOHbUaeHTnaabHOoCTH. [loHsTHS
roCyapCTBEHHOW TalHbI M KOHPUACHITMAIBHON

7

JIP 14, JIP 15, JIP19-JIP22,
JIP 24, JIP 25




nHpopMaruu.

JKv3HEeHHBIC IUKITBI KOH(PHUICHITHATBHON HHPOPMAIIIH B
nporiecce ee co3aanus, 0opadboTku, nepenaun. Lenn n
3aja4n 3amuThl HHGopManuu. OCHOBHBIC IIOHATHUS B
00J1aCTH 3anUThl HH()OpPMAITHH.

DneMeHTsl nponecca MmeHemxmenta b, Moaenb
MHTErpaluu UHPOPMAIMOHHOM 0€30MaCHOCTH B OCHOBHYIO
nesaTenbHoCTh opranusanuu. [lonstue [omtuku
0€30MacHOCTH.

IIpakTHYeCcKHe 3aHATHS

1

Pabota ¢ toxymeHTamu B 00J1acT MH()OPMATUOHHON
6e3onacHoctu PO no onpeneneHno 0ObEKTUB 3aIIUThI U
KJ1accuuKauu TailH

2

OmnpeneneHue 00bEKTOB 3aIIUTHI HA TATIOBOM OOBEKTE
uH(pOpMaTH3aLIUN.

3

Knaccuduxkanus 3anuiiaeMoi HHGOpMAaIUU 10 BUIaM
TalHBI U CTETICHSM KOH(PUICHIIMAIHHOCTH.

CamocrosiTesibHAst pa00Ta 00yYAKIINXCS

1

Brimonnenune noucka nHGopMauu B JI0KyMEHTax B 001acTu
MH(OPMAIIMOHHOW 0€30MaCHOCTH, CBSI3AHHOM C
KyaccuduKalyen TaiiH KacaTeJbHOM

2

AHanu3 cocTaBa TUIIOBBIX 00bEKTUB MH(OpMaTH3aALUU

3

AHaJIN3 yCTPOUCTB AJ1s1 00ECIICUCHUS ONPeIeTIEHHBIX
KJIACCOB 3aIUIIICHHOW MH(pOpMaIIUU

N

Tema 1.3. Yrpo3sl
0€30I1acHOCTH
3aIAIIaeMON

Conepxanue yueOHOro MmarepuaJjia

1

[TonsiTue yrpossl 6e3onacHocty nHGopmanru CucteMHas
KJaccudukaiys yrpo3 6€30macHoCT UHGOpMaIUH.

N

OK 03, OK 06,
OK 09, [1IK.2.1
JIP 1, JIP 7, JIP 13,




uHopMarmm.

Kanamns! 1 METOIbI HECAaHKITMOHUPOBAHHOTO JIOCTYTIA K
2 | uapopmanmu Y I3BUMOCTH. METOIbI OLIEHKH YSI3BUMOCTH
nHpopmaruu

IIpakTH4eckoe 3aHsATHE

4 | PaboTa ¢ TOKyMEHTaMH KJIacCHU(PHUKAIIUN YTPO3 U METOI0B
OTpe/IeNICHNs YA3BUMOCTEH 00BEKTOB HHPOpPMATH3AIIH

N

Omnpenenenue yrpo3 o0bekTa HHYOPMATU3ANH U UX

5
Kiaccuukanus

CamocrosiTesibHAst pa00Ta 00y4YAKIINXCS

4 | Pabora ¢ cuctemoit knaccudukaiuu yrpo3 CVE

5 | [loctpoenue BekTopa aTak

NN DN

JIP 14, JIP 15, JIP19-JIP22,
JIP 24, JIP 25

Pasznes 2. MeTogosiorus 3aliuThl HHGOPpMaNMu

Tema 2.1.
MeTog0JI0TUYECKHE
MMOAXO/bI K 3aIlUTE
uH(popmMauu

Conepxanue yueOHOIro MaTepuaJjia

K 3amure nHopmanuu. [lapameTpsl 3amuniaemMoit

1 | uadopmainum 1 oueHKa (pakTOpOB, BIUAIOMINX Ha
TpeOyeMbIil ypOBEHb 3aIUThI HHPpopMauu. Buasl Mep u
OCHOBHBI€ TPUHIIMIIBI 3aIIUTHI HH)OPMALIHH.

AHanu3 cyniecTBYIOUIMX METOIUK ONpeeeHus TpeOOBAHMIMA

OK 03, OK 06,
OK 09, ITK 2.1
JIP 1, JIP 7, JIP 13,
JIP 14, JIP 15, JIP19-JIP22,
JIP 24, JIP 25

Tema 2.2.
Hopmartusho
IIPaBOBOE
pEryJaupoBaHue
3aIIUATHI
uH(popmanuu

Copepxanue yuye0OHOro marepuaJjia

OpranuzanoHHasi CTPYKTypa CUCTEMBI 3aIIUThI
1 | undopmanuu 3akoHOJATEILHBIC AKThl B 00JIaCTH 3aIlUThI
uH(hopManuu.

uHbOpMaIuu

Poccniickne n MEXIyHapOAHBIE CTAaHAAPTHI, ONIPEACIISIIOIINE
TpeboBaHus K 3amute nHpopmanuu.Cucrema cepTudukanuu
2 | P® B obnactu 3amuTsl nHMGopmaimu. OCHOBHbBIE ITpaBuia U

JIOKYMEHTHI cucTeMbl cepTudukanui PO B 061acTy 3a1UThI

IIpakTHYeckoe 3aHATHE

6 ‘ PaboTa B cipaBOYHO-IIPABOBOM CUCTEME C HOPMATHBHBIMU U

N

9

OK 03, OK 06,
OK 09, OK 10, IIK 2.1
JIP 1, JIP 7, JIP 13,
JIP 14, JIP 15, JIP19-JIP22,
JIP 24, JIP 25




IIPaBOBBIMH JIOKYMEHTAaMH 10 HH(OPMAIIMOHHOMN
oezonacHoctu PO

PaboTa B cipaBOYHO-IIPaBOBOM CUCTEME C HOPMATUBHBIMU U
MPaBOBBIMU JIOKYMEHTaMH 110 MH(GOPMAIIMIOHHON
6e3omacHOCTH MexXayHapOIHbBIX

CamocrosiTesibHasi padoTa 00y4aroImnxcs

6 | CocraBnenue TpeOOBaHUil MO 3anUTe HH(OOPMALIUK O0BEKTA
uH(GOpPMaTU3ALIMU COTJIACHO TPEOOBAHUN HOPMATHUBHBIMU U
MIPaBOBBIMH IOKYMEHTaMH 110 HHGOPMAITMOHHOMN
oe3onacHoctu PO

7 | CocraBnenue TpeOOBaHUH 1O 3aIUTE HHPOPMALIUA 00BEKTA

nH()OPMATH3AINH COTJIACHO TPeOOBAaHUN HOPMATHBHBIMH U
IIPaBOBBIMH JIOKYMEHTaMH 10 HH(GOPMAITHOHHOMH
oezonacHoctu P

Tema 2.3. 3ammura
uH(popmanuu B
aBTOMAaTU3HPOBAHH
BIX
(MHpOPMALIMOHHBIX )
cUcTeMax

Copepxanue y4e0HOro MmarepuaJjia

1

OcHOBHBIE MEXaHU3MBI 3alIUTHl HH(popMaruu. Cucrtema
3aIUThl HHPOopMauu. Mepsl 3alUThl THGOPMALIHH,
peanu3yemMble B aBTOMATHU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CUCTEMAX.

[TporpaMMHBI€ U TPOrPaMMHO-AIIIapaTHBIE CPEACTBA
3anuThl HHGopMaruu. HKeHepHas 3aiuTa 1 TeXHIIecKast
oxpaHa 00BbEKTOB MH(OPMATU3ALINH.

OpranuzaiMoHHO-pacopsAUTeNbHAS 3aluTa UHPOPMAIUH.
PaboTa ¢ kaapaMu U BHyTpHU OOBEKTOBBIN PEXKUM.
[TpuHIMIIBI TOCTPOEHUS OPTraHU3aIMOHHO-
pacnopsiAUTEIILHON CUCTEMBI.

IIpakTHYeCcKoOe 3aHATHE

8

Br16op Mep 3aIIUTHI uH(bopMaIuu TUTSt
aBTOMATHU3MPOBAHHOTO pabOYEro MecTa

10

OK 03, OK 06,
OK 09, OK 10, TTK 2.1
JIP 1, JIP 7, JIP 13,
JIP 14, JIP 15, JIP19-JIP22,
JIP 24, JIP 25




9 CocraBneHue ImacCiiopTa 3allMUIICHHOI'O

aBTOMAaTH3UPOBAHHOTO pab0Yero MecTa 2
CamocrosiTesibHas pa0d0Ta 00y4YAKIIMXCSH 2
8 | Beibop mporpaMMHO—ammapaTHBIX CPEACTB ISl 3alllUThI 2
aBTOMATH3UPOBAHHOTO MECTa
3ayeTHbBIC 3AHATHSA 2 OK 03, OK 06,
OK 09, OK 10, IIK 2.1
JIP 1, JIP 7, JIP 13,
JIP 14, JIP 15, JIP19-JIP22,

JIP 24, JIP 25

Bcero 64

11




3 VCJOBHUSI PEAJM3ALMKA TIPOTPAMMBI  YUEBHOWM
JUCHUILIAHBI

3.1 Jlns peanu3zanuu nNporpaMmbl y4eOHO# TMCUMILIMHBI PeTyCMOTPEHbI
cjieayoye crenuaJibHble MOMeIleHNs:

Kabuner unpopmaiimonHoit 0€30MaCHOCTH, OCHAIEHHBI 000pYy/IOBaHUEM U
TEXHUYECKMUMU CpeACTBaMU OOy4yeHus: Jocka KkiaccHas — 1 1T, CTOJd
KOMITbIOTepHBIH— 13 mT., cTyn — 13 1mT.,, KOMIObIOTEpHBIE Kpecina — 13 miT.,
cucteMuslil 6510k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'Gaiit
(16 I'6aiit) mamsatu DDR4, 2 666 MI'n, 6e3 ECC; TBepnoTeabHbIi HakomuTelb M.2
PCle NVMe, 512 I'Gaiit, xiacc 35) — 13 mr., morutop (Asus 2378) — 13 miT.,
knaBuarypa (Oklick 530S) — 14 mT., e q1s kommbeioTepa (Defender OPTICAL
MB-160) — 14 mT., uctoynuk OecriepeboriHOoro mutanuss — 13 mrT., mpoekrop — 1
IIT., aKTUBHAs KOJIOHKa - 11T., opucHbIi maker Microsoft Office Professional 2016 -
13 mT, BUpTyanbHBIM MEKCETEBOM 3KpaH cieayromiero nokojenus Cisco Firepower B
coctae ¢ FMC- 10 mT., OC Microsoft Windows Server - 1 mT., OC Microsoft
Windows 10 - 13 mr., cepBep SuperMicro CSE-113AC2-R706WB2 2x750W black
Intel Xeon Silver 4216 256 I'b O3Y, 960 GB SSD - 1 mir., monuTop 23,6 — 1 mr.,
MCTOYHUK OecriepeOOMHOro MUTaHUs IS cepBepa - 1 1IT., cTolKa JByXpaMHas (CTK-
24.2-9005 umo) — 1 mr., TeneBu3op Ha croiike (huawei 55”) — 1 mT., sKkpaH mns
npoektopa (SAKURA CINEMA WALLSCREEN) — 1 mt., MOV (Xerox B205) — 1
mT., [IAK Arduino - 3 mr.,Ananu3arop cnekrpa [FR 2398 - 1 mr.,D5neKTpoHHBIMI
ocummtorpad IBIS-1 — 1mrr.,Co6oms 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mr .,Bumgeo
peructparop jassun jsr-HO0415mini - 1 wr.,Buneo perucrpatop vesta VDRV-5004M
- 1 mr.,Kommyrarop Alcatel OmniStack LS 6224 - 5 wr . IIporpamMHubie
MEKCeTeBbIe dKpaHbl 1 MapiipytuzaTopoB Cisco 1700 (Cisco 1721) - 2 mt.,Ctenn
. MyJbT 3alIUThl omenieHnii — 1 wr.,CTeHa: uccneqoBaHue yTeuku uHpopmanuu
M0 3BYKOBBIM KaHajgaMm — | IIT., CTOMKHU JIJI1 MOHTaka CETEBOTO 00OpYyIOBaHUS - 2
wT. [Iporpammuoe obecnieuenne: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, CepBep ob6HoBIeHuit WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, lredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunro IIpo.,RedCheck 2.0.,
DevieelLock 8.

Macrepckas, nabopatopus HHPOPMAIMOHHBIX TEXHOJIOTHH,  OCHAI[CHHAs
000pyIOBaHUEM U TEXHUYECKHUMH CPEICTBAMHU OOYUYCHHS: CTOJ HA METaNIOKapKace—
15 mT., CTON y4YeHMUECKM Ha MHTaJJIOKapkace— 8 IIT., CTyJd YYEHHYECKUH Ha
meTayutokapkace— 30 mT., cereBoit kommytarop D-Link DGS-1016D E-net Switch
(16 ports, 10/100/1000Mbps) — 1 wr., [IK - 1 mwr.: mouutop 19” TFT Hyundai
X91D, cucremnsrii 6mok (INWin/GA-H87-HD3/Intel Core i13-4330 3.5GHz/DDR I
4Gb/Seagate 500Gb SATA I11/Gigabit Lan), TIK 14 mr.: monurop 19”7 TFT LG
Flatron L1953S, cucremusiii 650k (Foxconn TLA-397/Asus B85M-G/Intel Core i3-
4170 3.7GHz/DDR 111 4Gb/Seagate 500Gb/Gigabit Lan), wmyiapTHMeaHa-poOSKTOP
(Epson EMP-821), »skpan (Lumien Master Picture 4*3), yueOHas mOcCKa,
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nporpammuoe obecrieuenue: MS Windows 7, MS Office 2007, MS Visio 2007, MS
Visual Studio 2010, MS SQL Server 2008, Eset NOD32, LibreOffice 5, Foxit
Reader 7, Multisim 10.1, MathCAD 2014, Adobe Flash CS3, Any Logic 7, 7-Zip,
HaOop aucTpuOyTHBOB s BeO-paspadbotku Denwer, Koncynbrant+, RAD Studio
Berlin 10.1, 6pay3ep Google Chrome, 6paysep MS Internet Explorer 11, KiCAD
4.0.5, Python 3.6, Free Pascal 3.0.2.0ffice 2013, SQL Server2012, LibreOffice 6,2,
Visual Studio2012, Free Pascal 3.04.JIokaibpHasi ceTh ¢ BBIXOJOM B ceTh VIHTEpHET u
noctynom k ObC u C/O.

HoxymenTtarus PCTOK:

1. COopHUK BpeMEHHBIX METOAMK OLEHKU 3aIUIIEHHOCTH KOH(UICHIINATBHOMI
uH(GOpPMaIIMU OT YTEUKH 10 TEXHUYECKUM KaHaiam, uHB. Ne 2170xcm, 3k3. Ne 1828, 1
KHUIa, JJIs CITy>KEOHOTO MOJIb30BaHUS.

2. TpeboBanus k cucreMaMm OOHapyeHus BTOp>keHu, uHB. No 4457 acm, sk3. Ne
1736, 1 xuura, 115 CIIyKEOHOTO MOJIH30BaHUS.

3. COOpHUK METOJAMYECKUX JOKYMEHTOB IO TEXHUYECKOW 3alIuTe MHPOpMaLUH
OTPaHUYEHHOIO0  JOCTyIla, HE  COJAEpXKalled  CBEIEHUH,  COCTaBIIAIOIIMX
roCyJapCTBEHHYIO TailHy, B BOJIOKOHHO-ONTHYECKHX cucTemax nepenaun (MJl mo
T3 BOCII-K), unB. Ne 4453acnh, sk3. Ne 1630, 1 kHura, mmg ciayxeOHOTro
MOJIb30BaHUSL.

4. PyxoBomsaumii gokymeHT. 3ammta uH(opmanuu. Komruiektyromue
MTOMEXOIMOAABIISIIOIINE HU3JEIHS DJIEKTPOHHOM TEXHUKH, PAJAUOIKPAHUPYIOIIHE U
MOMEXOMOAABISIOIME Marepuanbl. OOHme TexXHUYeckue TpeOoBaHUs, WHB. No
4477 ncn, 3k3. Ne 409, 1 kaura, 17 C1y>kKeO0HOTO MOJIb30BAHUS.

5. TpeOoBaHus K CpeACTBaM aHTUBUPYCHOW 3aiiuThl, MHB. No 4471 ncm, sk3. No
790, 1 xkuura, AJist CJIy,KeOHOTO MOJIb30BaHUSI.

6. CnemnuanbpHble TpPeOOBaHUS W PEKOMEHIAIMU 10 TEXHUYECKOW 3allluTe
koH(punenmmaneuoit uHpopmamuu (CTP-K) (c u3MeHeHWsIMH, BHECEHHBIMU B
cooTBeTcTBUH ¢ M3Bemenussmu o koppektupoBke Ne 1-2005, Ne 1-2006, Ne 1-2008),
uHB. Ne 5210xcr, 5k3. Ne 778, 1 kaura, i ciry>keOHOTO TTOJIH30BaHHMS.

7. TpeOGoBanus B 00JACTH TEXHUYECKOTO PETYJIUPOBAHUA K MPOIYKIIHH,
HCIIOJIb3YEMOM B LEJISIX 3aIIUTHI CBEJECHUM, COCTABJISIONINX TOCYIapCTBEHHYIO TallHY
WJIA OTHOCUMBIX K OXPAaHSEMOM B COOTBETCTBHUM C 3aKOHOAATENLCTBOM Poccuiickon
®denepanuu nHOM MHOpManMKM orpaHuyeHHoro goctyna (TpeGoBaHus K cpeAcTBaM
JoBepeHHOM 3arpy3ku), uHB. No 5288ncr, sk3. Ne 619, 1 kuura, ais ciyxeOHOTO
MOJIb30BAHUS.

8. TpeboBaHusi K CpeacTBaM KOHTPOJII CHhEMHBIX MAIIMHHBIX HOCHUTENEH
uHpopmanuu, uHB. Ne 55507acm, 5k3. Ne 542, 1 knura, 11l ClIyKe€OHOTO MOIb30BaHUS.

3.2 HudopmanmoHHoe odecnevyeHue pean3anumu NnporpamMmmel

3.2.1. OcHoBHbIe IeYaTHbIE U JIEKTPOHHbIE U3TAHUS .
1. Bapanosa, E. K. OcHoBbsl nnpopmarmonHoit 6e3onacuocty : yueobnnk / E.K.

bapanoBa, A.B. bab6am. — Mocksa : PUOP : UH®PA-M, 2022. — 202 c. —
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(Cpennee npodeccruoHansHOe oOpasoBaHue). — DOI:
https://doi.org/10.29039/01806-4. - ISBN  978-5-369-01806-4. - URL:
https://znanium.com/catalog/product/1860126 —  Pexum JOCTYyTIA: TUIs
3apETUCTPUP.TOIB30BaTENCH. - TeKCT : AIeKTPOHHBIH.

2. byonoB, A.A. OcHoBbl HHpOpMaLMOHHOW Oe3omacHocTH (3-¢ u37.) :
yueOHuK / A.A. byoHoB. - MockBa: Akanemus, 2020.

3. by6noB, A.A. TexHuueckas 3amura wuHOOPMAIUK B OOBEKTaX
uH(pOpMalMOHHON MHGPACTPYKTYpHI (1-€ u3a.) : yuebuuk / byoHos, A.A. - Mocksa:
Axanemust, 2019.

4. Wneun, M.E. Kpunrorpaduueckas 3amura HHPOpMAIMH B OOBEKTaX
uH(pOpMaMOHHON UHPPACTPYKTYpHI (1-€ u31.) : yuebnuk. / M.E. Unbun. - Mocksa:
Axanemust, 2020.

5. Hmeiinos, B. fI. OcHoBHBIEC MTON0XEHUST WHOOPMAITMOHHONW 0€30TIaCHOCTH :
yue0. nocobue / B.S. Umeiinos, M.B. Menatynsin. — Mocksa : ®OPYM : UHDPA -
M, 2018. — 208 c. — (Cpennee npodeccuonaiboe obpazopanue). - ISBN 978-5-
00091-489-2. - URL: https://znanium.com/catalog/product/927190 — Pexum
JOCTYMA: JUIsl 3apErUCTPUp.Moyb3oBareneil. - TEeKCT : 3JeKTPOHHBIM.

3.2.2. lonojiHUTEIbHbI€ HCTOYHUKM:

1. BacunbkoB, A. B. be3omacHocTh U yIpaBi€HUE JIOCTYIOM B
nH(QOpMAMOHHBIX cHUcTeMax : YyudeOHoe mocooue / A.B. Bacuibkon, W.A.
BacunpkoB. — MockBa : ®OPYM : UHOPA-M, 2020. — 368 c. — (Cpennee
npodeccuonanmpHoe  oOpazoBanue). - ISBN  978-5-91134-360-6. - URL:
https://znanium.com/catalog/product/1082470  —  Pexxum  mocryma: ISt
3apErucTPUp.MOab30BaTeNieil. - TEKCT : ANEKTPOHHBIM.

2. 3BepeBa, B. I1. Opranuszaius u T€XHOJIOTHSI pabOThl ¢ KOHPUACHITUATHHBIMU
nokymenTtamu : yueOnuk / B. II. 3BepeBa, A. B. HazapoB. — Mocksa : KYPC :
NH®PA-M, 2020. - 320 c. - (Cpennee npodeccuonaibHoe obpazoBanue). - ISBN
978-5-906818-96-6. - URL: https://znanium.com/catalog/product/1078083 — Pexum
JNOCTyIIA: ISl 3aPETUCTPUP.II0JIB30BATENEHN. - TEKCT : JIEKTPOHHBIM.
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4 KOHTPOJIb MW OILEHKA

YYEBHOM JUCIHUATIIMHBI

PE3YJBTATOB OCBOEHUA

Pe3yabTaThl 00yyeHus

Kpurtepuu oneHku

MeToabl OLIEHKH

[Iepeuenpb 3HAHUM,
OCBaMBAaEMbIX B paMKax
JTUCHUILINHBI:

- CYIIHOCTbH U TIOHSTHE
UH(pOpPMAITMOHHOM
0€e30I1acCHOCTH,
XapaKTEPUCTUKY €€
COCTAaBJISIONINUX;

- MECTO
UH(OPMAIMOHHOU
0€30MMacHOCTH B CHUCTEME
HaAIlMOHAJILHOM
0€30MacHOCTH CTPaHbI;

- BUJIBI, ICTOYHUKH H
HOCHTEIIU 3allUIIaeMOMN
uHdopmaIuu;

- UICTOYHUKHU yTPO3
0e30macHOCTH
uH(bOpMAIUU U MEPHI TI0
UX MPEOTBPAIIECHUIO;

- (pakTopHI,
BO3/CHCTBYIOIINE HA
MH(pOpMAIHUIO TIPH €€
00paboTKe B
aBTOMATHU3UPOBAHHBIX
(nH(pOPMAITMOHHBIX )
CHUCTEMax;

- JKU3HEHHBIE LUKJIBI
uHbopMaIuu
OTPaHUYEHHOTO JJOCTYTIA
B IIPOLIECCE €€ CO3aHMs,
00paboTKH, epeaaun;

XapaKTepUCTUKHU
JEMOHCTPUPYEMBIX 3HAHUU

OrueHka 3HaHUI
OCYIICCTBIISETCS T10
MATUOAIBHOM IIKAJIE.

— TECTUPOBAHHE;
— MMIUCBbMEHHBIN OIPOC;

— YCTHBIH ONPOC;

- YCTHOE coOeceqoBaHue

1 () TEOPETHUECCKOMY
MaTepHany;

— OIICHKa pe3yJbTaTOB
BBITIOJTHCHHS
MPaKTUICCKUX pabot
NoNel-9;

— muddepeHInpoBaHHbBIN
3a4eT
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- COBpEMEHHBIE CPEJICTBA
1 CIIOCOOBI 00eCTICUCHUS
UH(pOpMAITMOHHOM
0€30I1aCHOCTH;

- OCHOBHBIE MCTOJIMKHU
aHaJIM3a yrpo3 U PUCKOB
UHPOPMAITMOHHON
0€30MMacHOCTH.

[lepeuenb ymenun,
OCBaMBAaEMbIX B paMKax
JUCIUIINHBL

- KJ1acCu(PUIIMPOBATH
3alIUIIAEMYIO
uH(pOpMAIUIO TIO0 BHUIAM
TalHbl U CTEMNeHsIM
CEKPETHOCTH;

- KJIIacCU(pUIMPOBATH
OCHOBHBIE YTPO3BI
0e30MacHOCTH
uH(pOopManuu.

XapaKTepUCTUKHU
JEMOHCTPUPYEMBIX YMEHUI

OueHka ymMmeHHU
OCYILIECTBIISETCS 10
nATUOAIIBHOM TIKaJIe.

— OIlEHKa pe3yJIbTaTOB
BBITIOJIHEHHUS
MPaKTUYECKUX
NoNel-9;

— OIICHKA PE3yJIbTaTOB
BBITIOJIHCHHUS
CaMOCTOSITEJIbHOU
paboTHI;

— nuddepeHIupPOBAHHBIN
3a4ger

pabot

JIP 1, JIP 7, JIP 13,
JIP 14, JIP 15, JIP19-
JIP22, JIP 24, JIP 25

Y4uTHIBalOTCS B XOJI€ OLICHWBAHUS 3HAHUM U YMEHUM

1o Y4eOHOU TUCITUTIIMHE.
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