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1 OBIIASI XAPAKTEPUCTHUKA PABOYEW TIPOT'PAMMBI
IMPOPECCHUOHAJBHOI'O MOAYJIA IIM.03 SJAIIIMTA
NHO®POPMAIIMN B NHO®OPMAIINMOHHO-
TEJEKOMMYHUKAINIMOHHBIX CHUCTEMAX MU CETIAX C
NCITOJBb30BAHUEM TEXHHUYECKHUX CPEJICTB 3AIIINUTHI

1.1 O6aacTb npuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mporpamMma mnpodecCHoHaTBLHOTO MOIYJS — SBJSIETCS YacThbiO
MpOrpaMMbl MOJATOTOBKU CIELMATMCTOB cpeaHero 38eHa B coorBeTcTBUU ¢ PI'OC no
cnenpanbHocT  CITO 10.02.04 OO6ecnieuenue WHPOPMAIIMOHHOW O€30MaCHOCTH
TEJIEKOMMYHUKAITUOHHBIX CUCTEM.

1.2  Heap u miaHupyemblie pe3yJbTaTbl 0CBOeHHs NMPodecCHOHATHHOIO
MOAYJIS

B pesynbrare uzydenus npoeccuoOHAIBHOTO MOAYJISA CTYACHT JOJIKEH OCBOUTH
BH/T TeATENHHOCTH «3amura uHbOpMaIuu B nH(pOpMaITMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CHCTEMax M CETAX C HCIOIb30BAHUEM TEXHUYECCKUX
CpPEICTB  3allUTB» W  COOTBETCTBYIONIME €My OOIHMEe KOMIETEHIMU U
npo¢eCCUOHANIbHBIC KOMIIETEHIIUHN:

1.2.1 Tlepeyerr OOMMX KOMIIETCHIIMA W JIMYHOCTHBIX  PE3yJIbTaTOB
peanu3aiy TporpaMMbl BOCTIMTaHUS

Kon HanmMenoBanue o0IMX KOMIIETEHIIUNA ¥ JIMYHOCTHBIX PE3YJIbTaTOB

OK 01 | BeiOupaTs criocoOsl perieHus 3aaad npoheccuoHaIbHON 1eITeTbHOCTH
IPUMEHUTENIHHO K PA3IMYHBIM KOHTEKCTaM

OK 02 | Hcmonp30oBaTh COBpPEMEHHBIE  CpEACTBA  IOWCKA, aHajuu3a W
WHTepHpeTanuu WHpopMaruu ¥ WHPOPMAIMOHHBIE TEXHOJOTHH IS
BBITIOJTHCHHUS 321249 MTPO(PECCHOHATBEHOMN JCSITCIIBHOCTH.

OK 03 | IlmanupoBaTh M pealM30BbIBaTh COOCTBEHHOE MNPO(ECCUOHATBHOE H
JUYHOCTHOE pa3BUTHE, TNPEANPUHUMATEIBCKYIO JEATEILHOCTh B
npodeCCHOHAIBHOM cdepe, HCIOJIB30BaTh 3HAHUSA IO TIPABOBOM H
(MHAHCOBOU TPAMOTHOCTH B PA3IUYHBIX )KU3HEHHBIX CUTYAITUsX.

OK 04 D¢ hHeKTUBHO B3aMMOJICHCTBOBATh M pab0OTaTh B KOJUICKTUBE H KOMaH/IC.

OK 05 |OcymectBisiTh YCTHYIlO M  NUCBMEHHYIO KOMMYHHKAalUIO Ha
rocyiapcTBeHHOM  s3bike  Poccuiickor  ®enpepanun ¢ y4eTOM
0COOEHHOCTEM COIMAILHOTO U KYJIBTYPHOI'O KOHTEKCTA.

OK 06 | IIposBasTh rpaskqaHCKO-MIATPUOTUYECKYIO MO3UIINIO, TEMOHCTPUPOBATH
OCO3HAHHOE TIOBEJEHHE Ha OCHOBE TPAAULMOHHBIX POCCUMCKUX
NyXOBHO-HPAaBCTBEHHBIX IIEHHOCTEW, B TOM 4YHMCJIE C Y4YE€TOM
rapMOHHU3ALMN MEXHALMOHAIBHBIX W MEKPEIUTHO3HBIX OTHOILLICHMH,
IIPUMEHATH CTAaHAAPThl AHTUKOPPYILIMOHHOI'O IOBEACHHUS.
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OK 07

ConeilicTBOBaThH COXpaHEHUIO OKpY Karolen Cpelbl,
pecypcocOepexeHnto, MPUMEHSTh 3HaHUS OO0 H3MEHEHUHW KIIUMATa,
NPUHIUIBL OEPEeXIIMBOrO MPOU3BOACTBA, P(HEKTUBHO AEUCTBOBATH B
Ype3BbIYANHBIX CUTYaIIUIX

JIP 1- JIP 4, JIP 8- JIP10, JIP 13- JIP 26.

1.2.2 Ilepeuenp npodeccuoHaTIbHBIX KOMITETCHITUI

Kon

HaumeHoBaHue BUI0B JAeSITEJIbHOCTH U PO(PecCHOHATBHBIX
KOMIIeTeHII NI

BJI 3

3amura nHpopmanuu B HUHGOPMALMOHHO-
TEJIEKOMMYHUKALMOHHBIX CHCTEMAX H CeTHAX C MCIO0JIb30BAHUEM
TEXHHUYECKHX CPEACTB 3aIUHUThI

K 3.1

[Ipon3BOUTH,  YCTAHOBKY, MOHTaX, HACTPOMKY W  MCIBITAHUS
TEXHUYECKUX CPEICTB 3alllUThl HWHMOpPMAIMU OT YTEUKH IO
TEXHUYECKUM KaHalaM B HH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
CHUCTEMAX U CETAX

I1IK 3.2

HpOBOI[I/ITI) TCXHHUYCCKOC 06CJIY)KHB3HHG, AUArHOCTHUKY, YCTPAHCHHUC
HGI/ICHpaBHOCTeﬁ N PCMOHT TCXHHUYCCKUX CPCIACTB 3allIUTHI HH(i)OpMaI_II/II/I
HCIIOJIB3YCMEBIX B I/IH(l)OpMaI_[I/IOHHO-TCJ'ICKOMMyHI/IKaLII/IOHHBIX CHUCTCEMaAxX
H CCTAX

[1K 3.3

OcyiiecTBiIATh 3aIUTy HMHPOPMALMH OT YTEUYKH MO TEXHUYECKUM
KaHaJlaM B MH(GOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CHCTEMAX H
CEeTAX C HCIOJb30BAaHMEM TEXHMYECKHMX CPEACTB  3AlHUTHI B
COOTBETCTBHUHU C MPEABSABISIEMbIMH TPEOOBAaHUSIMU

I1IK 3.4

[IpoBoauTh OTACHBHBIC PAOOTHI MO (PU3UYECCKON 3aIUTE JUHUN CBSI3H
UH()OPMAITMOHHO-TEICKOMMYHUKAITMOHHBIX CUCTEM U CETCH.

1.2.3 B pesynbrare 0cBOEHUS MPOPECCHOHATBHOTO MOAYJIS CTYJIEHT JOJIKEH:

HNmeTs npakTU4ecKuil | - YCTAaHOBKHM, MOHTa)ka, HACTPOMKM W HCIBITAHUU

OIIBIT

TEXHUYCCKUX CPEJICTB 3aIIUTH HHPOPMAIIMH OT YTCUKH 10
TEXHUYCCKUM KaHaJIaM;

- 3amUThl MHPOPMAIIMM OT YTEUKH IO TEXHUYCCKHUM
KaHaJlaM C UCIIOJIb30BAaHUEM TEXHHYECKUX CPEICTB
3allUTBI B COOTBETCTBHM  C  TMPEAbIBISIEMBIMHU
TpeOOBAHUSIMU;

- TIPOBEICHMSI OTAEIBHBIX PabOT Mo (PU3NYECKON 3aIuTe
JUHUN CBS3U WH(GOPMAIIMOHHO-TEICKOMMYHHUKAITMOHHBIX
CHUCTEM U CETEM.

YMETh

-  TOpPOBOJUTH YCTAHOBKY, MOHTaX, HACTPOWKY H
UCIIBITAaHUE TEXHUYECKUX CPEICTB 3alllUThl MH(OpMAIUU
OT YTEUKHU N0 TEXHUYECKUM KaHaJlaMm;

- MPOBOJHUTH TEXHUYECKOE OOCITY>KMBAHHE, YCTpPAHEHHE

5




HEUCTIPABHOCTEH U PEMOHT TEXHUYECKHUX CPEJICTB 3aIUThHI
“H(pOpMAIUU OT YTEUKH IO TEXHUYECKUM KaHaJlaM;

- TIPOBOJIMTH U3MEPEHUE MapaMeTpoB (POHOBBIX IIYMOB U
[I59MMUH, coznaBaembix obopynoBanuem UTKC;

- TIPOBOJIMTH U3MEPEHUE MapaMeTPOB SJICKTPOMArHUTHBIX
M3JIydEHHUH M TOKOB, CO37aBa€MbIX TEXHUUYECKUMU
CpeACTBaMM 3alllUThl MH(OpMAIMU OT YTEUKU IO
TEXHHYSCKUM KaHaJlaM;

- HWCIOJB30BaTh CpPeACTBA (DM3WYECCKOW 3alIUThl JIHHHM
cs3u UTKC;

- NPUMEHSATH HOPMATHUBHBIE MPABOBBIE aKThl U
HOPMATUBHBIE METOJIMUECKHE JOKYMEHThl B 00JacTu
3aIUThl HHPOPMAITUH.

3HaTb

- cmocoObl 3amuThl  MHGOPMAIMK OT YTEYKH TI0
TEXHUYECKUM KaHajaM C HUCIOJIb30BAaHUEM TEXHUYECKHUX
CPEJICTB 3allIUTHI;

- OCHOBHBIC€ THUIIBI TEXHUYECKUX CPEJCTB 3aIUTHI
uH(MOpPMAIUHU OT YTEUKHU M0 TEXHUYECKUM KaHaJlaM;

- METOOWKH HW3MEPCHHS  TMapaMeTpoB  MOOOYHBIX
AIIEKTPOMArHUTHBIX M3JIYYCHHH H HaBOAOK (mamee —
[IOMHWH), a Ttakxe napamMeTpoB (POHOBBIX ILIYMOB U
GU3MYECKUX  TIOJICH,  CO3MaBaeMbIX  TEXHHUYECKHUMHU
CpeIcTBaMM  3alUThl  WHMOpPMAIMU OT YTEYKH TIO0
TEXHUYCCKUM KaHaJIaM;

- OpraHu3aldi0 ¥  COJEpXKaHUE  TEXHUYECKOTO
0OCTY>KMBaHUS U PEMOHTA TEXHUYECKUX CPEJCTB 3aIUTHI
uH(MOpPMAIUU OT YTEUKHU N0 TEXHUYECKUM KaHaJIaMm;

- TOPAIOK ¥ TIpaBWia BEIEHUSA DKCIUTyaTallMOHHOM
JIOKyMEHTAIlMd Ha TEXHUYECKHUE CPEACTBA  3alllUThI
uH(MOpPMAIUU OT YTEUKHU 10 TEXHUYECKUM MPUINHAM;

- CcoJepKaHUE M OPraHU3AINMI0 PadOT MO (HUIMIECKOU
3ammte nuHui cBsizu UTKC;

- TPUHIUIBI JCHCTBUS M OCHOBHBIC XapaKTCPUCTUKH
TEXHUYCCKUX CPEICTB (DU3UICCKOM 3aIUTHI;

- 3aKOHOJATENHCTBO B 00JIaCTH  HMHQPOPMAIIMOHHOM
0€30MacHOCTH, CTPYKTYpPY TOCYJapCTBEHHON CHCTEMBI
3aUTHl WH()OPMAIMK, HOPMATHBHBIX IPABOBHIX AaKTOB
YIOJHOMOYCHHBIX OPraHOB HCIOJHUTEIHHON BIIACTH,
HAIlMOHAIBHBIX CTAHJAPTOB M JPYTUX METOJUYCCKUX
JIOKyMEHTOB B 00J1aCTH HH(POPMAITMOHHOMN 0€30MacHOCTH;
- TPUHIOWOBI W METOJAbl OPTaHW3AIMOHHOW 3aIUTHI
uHdopmaIuy, OpPraHU3allMOHHOTO o0ecrnieueHus
nH()OPMAITMOHHON O€30MTaCHOCTH B OPTaHHU3AIUSIX.




1.3 Koau4yecTBO 4YacoB, OTBOJHMOE HAa OCBOeHHE MPOGecCHOHATHHOIO
MOYJIst

Bcero wacoB — 732

B TOM 4HCJe B (popMe NMPaKTUIECKOU MOATOTOBKH — 432.

N3 Hux

Ha ocBoeHue MJIK.03.01 — 257 gacoB, B TOM 4HcClie caMOCTOsITeIbHAs paboTa —
49 gacos.

MJIK.03.02 —169 gacoB, B TOM 4ncIie cCaMOCTOSTENIbHAs padoTa — 25 9acoB.

Ha TmpakTukun —288 wacoB, B Tom umcie ydeOHyro — 108 wacoB w
npousBoacTBeHHYI0 — 180 yacos.

[IpomexxyTounas arrecranus — 18 gacos.



2 CTPYKTYPA U COAEPKAHUE NPO®ECCHUOHAJIBHOI'O MOAYJISA

2.1 Ctpykrypa npogeccuoHATBHOI0 MOIYJIA

O6beM nmpodeccuoHanTbpHOTrO MOAYJIS, aK. Yac.

" Czll)vf v Pabota oOyuaromuxcst BO B3auMOACHCTBUM € IIPENoaBaTesieM
OB HanMeHOBaHUs pa3ieNnoB | HBIH O06yuenne no MJIK _ | TIpomesxy
P O(beCCgOHaHBH HpO(I)eCCI/IOHaJII)bHIOLFO 06beM B Tom umcie Hpaxran iﬁgﬁb TouHad
BIX, OOIIHX
KOMITCTCHIINH MOZYIIA HATPY | Beero | JlaGopatopubix | Kypcosbix 3adeTHEIE Vet llpouss | g aTTeZTaHH
3KH, U MPAKTUYECKUX pabort atATHA e OACTBEH | pagora (5k3amen)
Hac. 3aHATUH (TIpOeKTOB) Had Had
IIK 3.1-1IK.3.4 | Pa3nen 1. 3amura
OKO01-OKO07 | uapopmarnuu B
MH(OpPMaLMOHHO-
TENICKOMMYRHMKAMORHBIX | op 208 74 5 i ) 49 )
CHCTEMAX U CETIAX C
HCIIOJIb30BaHHEM
TEXHHYECKUX CPEICTB -
3aIIUTHI
IIK 3.5 Pa3znen 2. dusumueckas
OK 01 - OK 07 3alIuTa JIMHUH ~ CBSI3U
UH(OPMAITMOHHO- 169 144 70 2 - - 25 -
TEJIEKOMMYHHKAITHOHHBIX
CHCTEM U CeTel
gi (3)11-_12;[((3(; VYyeOHas mpakTHKa 108 108 - - -
IIK 3.1-TIK.3 .4 I
OK 01 - OK 07 POUSBOACTBCHHAA 180 180 - -
MIPAKTHKA
[IK 3.1-TIK.3.4 | IIpomexyTouHas 18 i i 18
OK 01 -OKO07 | arrecranus (3k3aMeH)
Bcezo: 732 | 352 | 144 | - | 4 | 108 180 74 18




2.2 TemaTH4YecKHUil VIaH U coJep:kaHue nmpodeccuoHaIbLHOro moay.as (IIM)

HaumenoBanue pa3iejioB u
TeM NpodecCHOHAIBHOIO

Conepsxkanue yueOHOro MaTepuaJia,

moayJs (ITM), JIa0OpPATOPHBbIE M MPAKTUYECKHE 3aHATHS, CAMOCTOATEIbHAsA yueOHass | O0beM B yacax
MEKIMCIUTIIHHAPHBIX pabora o0yuarommxcs, KypcoBasi padora (IIpoeKr)
kypcoB (M/IK)
Pazgea 1. 3ammura nagpopmanun B U'TKC ¢ ucnosib30BaHNeM TEXHHYECKUX CPEACTB 3allIUThI 257
M/K.03.01. 3amura undopmaunu B UTKC ¢ ucnonb3oBaHueM TEXHHYECKHX CPEACTB 3ALUThI 257
Coaep:xanue 8
1 | 3ammmaemas nrdopmamis 1 HEGOPMAIHOHHBIE pecypchl. OGBEKTHI
2
uH(pOopMaTH3aLNUU, UX KIacCUPUKAIIMSI U XapaKTePUCTHUKA.
2 | OCHOBHBIE MOHSTHS TEPMUHBI W OTPEICICHAS B 0OIACTH TEXHUIECKOI
Tema 1.1 TIpenMer u 3amaun 3%H_II/ITBI uHpopmanuu. Mecto T?I(/SI B CUCTEME Mepgg)pnﬂmn o 2
TeXHIIECKOM SAMATEL oOecrieyeHnto HHPopMaMoHHOU Oe3omacHocTH B PO.
uH(pOPMAIIH 3 |[llpeamer w®  3amauyd  TEXHMYECKOW  3alUTHl  HWH(POPMAIIUH.
XapakTepucTuka MHXEHEPHO-TEXHUUYECKOW 3allUThl MHPOpMALUU Kak 2
o0nacTu MHGOPMAITMOHHON 6€30MacHOCTH.
4 | CucTeMHBIM MOAXOA MpH PELICHUH 33Jad HHXEHEPHO-TEXHUYECKOH
3amuThl  uHGopMaru. OCHOBHBIE MapaMeTpbl CHCTEMbl 3alllUThI 2
uHdopMaIuu.
Coaep:xkanue 4
Tema 1.2 OOmue monoKeHUs P
1 | 3amaum u TpeboBaHUA K crioco0aM M CPEACTBAM 3aIlUThl HHGOPMAIIHH
3aIIUTHI uHbopMaIuu
TEXHUYECKMMHU cpeacTtBamu. Kriaccudukanuss cnocoOOB U CpeICcTB 2
TEXHUYECKUMU CPEICTBAMU
3alUThl HHPOPMALIUH.




HpI/IHHI/Il'[I)I CHUCTCMHOI'O aHaJIn3a HpO6HCM I/IH}KeHepHO-TCXHI/IIIGCKOﬁ

3alUThl HH(POPMAIIUH. 2
Conep:xaHue 8

1 | Ocobennoctn wHpoOpMaruu Kak TnpenMera 3ammTbl. (CBOHCTBa
uHbpopManmu. Buapl, HMCTOYHMKHM W  HOCHUTEIH  3al[UIAeMOM 9

uHpopmaruu. [lemackupyromuye Tpu3HAKH OOBEKTOB HAOIOICHUS,

CUTHAJIOB U BEIIECTB.

2 | [lonsitue 06 onacHoM curHazie. ICTOYHUKH ONAaCHBIX CUTHAJIOB. 2
3 | OcHOBHBIE U BCTIOMOTATEIbHBIE TEXHUIECKHE CPEICTBA U CUCTEMBI. 2

4 | OCHOBHbBIEC PYKOBOJSIINE, HOPMATUBHBIE U METOJIMYECKHUE JOKYMEHTHI
10 3aIlKMTe UHPOPMAIMK U TPOTUBOIECUCTBUIO TEXHUUECKOHN pa3BeJIKe. 2
Tema 1.3 Nudopmarnus kak IIpakTHYeCcKHe 3aHATHS 2
HPCAMET 3alIUThL 1 | Pa3spaGoTKa KOHIENIIMH HEDKEHEPHOI 3aIUThl HHpOPMAIH 2
JlabopaTopHble 3aHATUA 4
1 | 3anuce HHPOpPMALIUK ¢ HOCUTEINS HHPOpMalUU 2
2 | Cpem uHpOpManuy ¢ HOCUTENS HHPOpMaIUU 2
CamocrosiTeibHasi padoTa 00y4arOMXCH. 10
1 | BoisiBieHre OTNIBITHBIM MyTE€M XapaKTePUCTHUK OMACHOTO CUTHAJIA. 2
2 | VI3yuenune 1eMacKUPYOMIMX TPU3HAKOB CUTHAJIOB. 2
3 | 3yuenune neMacKupyonmx Npru3HaKOB 00BEKTOB. 2
4 | 3y4yeHne BUJIOB TEXHUYECKHE CPEJICTB U CUCTEM. 2
5 | [IpoTuBAeiicTBHE TEXHUUECKON pa3BeJIKe. 2
Tema 1.4 TexHnueckue KaHaJbl Conepaanne 6
1 | Ionstue u ocobernHoctr yreuku nHbopmanmu. CTpyKTypa KaHaia 2

yTeuku uHbopMaIum

yTeuku nHpopmaii. XapakKTepucTUKa KaHaJIOB YTeUKU HH(opMauu.
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Knaccudukanus cymecTByromux (U3MUECKUX TMOJIeH U TEXHUYECKUX
KaHaJOB  yTeuku  uHPopManuu. OnTuyeckue, aKyCTHYECKUE,

PaIUO3TIEKTPOHHBIE W MaTepUATbHO-BEIIECTBEHHBIE KAaHANBI YTEUKU 4
uH(pOpMaIUH, UX XapaKTEePUCTUKA.
IIpakTHyeckue 3aHATHUS 2
2 \ [TocTpoeHue MaTpuIibl yrpo3 00bEKTa 2
CamocrosiTesibHasi padoTa 00y4aroImnxcs 4
6 ‘ W3yyeHnue BUIOB KaHAJIOB YT€YKH HHPOPMALIUU U UX XapaKTEPUCTUK 4
Conep:xanue 8
1 | Kiaccudukanus TEXHUYECKUX CPEJICTB pa3Beiku. MeTobl U cpecTBa 2
TEXHUYECKOUN pa3BEIKU.
2 | CpencTBa HECAaHKITMOHUPOBAHHOTO JOCTYIA K HH(POpMAITHH. 2
3 | CpenctBa 1 BO3MOYKHOCTH ONITHYECKOU Pa3BEIKH. 2
4 | CpencrBa JUCTAHIIMOHHOTO CheMa MH(popMaIu. 2
Tema 1.5 Metoxp! 1 cpeacta | IIpakTHYecKHe 3aHATHS 4
TEXHUYECKON pa3BenKu 3 Ananms yYIrpos 0Ee30ITaCHOCTH I/IH(l)OpMaI_[I/II/I 2
4 | PazpaboTka NOJUTUKHY MHKEHEPHOU 3alIMThl HH(OPMALIH 2
CamocrosiTesibHasi padoTa 00y4aIIMXCS 10
7 | I3yueHne cpecTB TEXHUYECKOM pa3BEIKH, MX 0COOSHHOCTEH. 2
8 | MccnenoBanue METO/IOB TEXHUUECKOU Pa3BEIKH. 2
9 | BelsBIeHHE HECAHKITMOHUPOBAHHOTO JI0CTYyNa K HH()OPMAIIHH. 2
10 | MizydeHne cpeacTB ONTUYECKON pa3BEAKH, MX 0COOCHHOCTEH. 2
11 | BeisiBIeHUE TUCTAHIIMOHHOTO CheMa WH(OpMaIuu. 2
Tema 1.6 ®usuyeckue ocuossl | Coaepskanue 12
YTCUKH WH(OPMAITUH TIO 1 | ®usnyeckue OCHOBBI MOOOYHBIX JIEKTPOMATHUTHBIX M3TYyYECHUN U 2
KaHaJlaM MOOOYHBIX HAaBOJIOK.
AIIEKTPOMArHUTHBIX 2 | AKyCTORJIEKTpUIECKUE TTPeoOpa30BaHUS. 2
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U3Ty4YEHUI U HaBOJOK 3 | [lapa3uTHas reHepanus pajanodlJIEKTPOHHBIX CPENICTB. 2
4 | Buspl napa3uTHBIX CBSA3€M U HABOJIOK. 2
5 | ®uznyecKue SBJICHMSI, BBI3bIBAIOLINE YTEUKY HH(OPMALIUU 110 LHENsIM 2
AIIEKTPONUTAHUS U 3a3€MJICHUSI.
6 | Homenkmnarypa u XapakTepucTHKa anmnaparypbl, HCIIOIb3yeMO IS
M3MEpEHHS MapaMeTpOB MOOOUHBIX JIEKTPOMATHUTHBIX U3IIyYeHUN U 2
HABOJIOK, TapaMeTpOoB (DOHOBBIX ITYMOB U (PU3UYECKUX MOJICH.
JlabopaTopHbIe 3aHATUA 4
3 | 3yueHue MeTO/I0B CheMa CUTHAJIA HABOAKHU M €€ SKPaHUPOBAHMSI 2
4 | 3yueHue METONOB  3alllUThl TEXHUYECKUX  KAHAJIOB  YTEUKU 2
uHbopMaIu
IIpakTH4yeckne 3aHATHUS 8
5 | U3yyenue MeToq0B MPENOTBPAILICHUS YTEUKM MH(OpMAIMU MO LEnsIM 2
AIIEKTPONUTAHHUS
6 | M3ydyenune cnocoOOB MpenOTBpAIICHUS YTEUYKH UH(POPMALUU 10 LEMAM 2
AIIEKTPONUTAHHUS
7 | U3ydyeHne METOJ0B MPEIOTBPAIICHUS YTEYKH WHOOpPMAIMHU TIO IHETsIM 2
3a3eMJICHUs
8 | Uzyuenue crnocoOoB mpeaoTBpaiieHus: yTeuku HHGOPMAIMK TI0 TEeTIsIM 2
3a3eMJICHUs
CamocrosiTesqbHasi padora 00y4a0IIMXCH 10
12 | Usydenne BUI0B yTeuek nH(OpMaImu. 2
13 | UccaenoBanmre BOSMOXKHBIX TOCIEACTBUIN YTEUKH HH(DOPMAIIUH. 2
14 | 3yueHue BUJ0OB Napa3UTHBIX CBSI3€H U HABOJIOK. 2
15 | VccnenoBanue MeTO0B ChemMa HH(POPMAITUH. 2
16 | M3zydenue cmocoOOB nMpeaoTBpalieHus: yreuek nHpopmaiuu. 2
Tema 1.7 ®uznuueckue Conepixanne = 8
IPOLICCCHI TIPH MOAARICHHH 1 | CkpbiTue peueBoii nH(MOpPMAIUU B KaHAJIAX CBS3H. 2
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OITaCHBIX CUTHAJIOB

HOI[aBJ'IeHI/Ie OITIACHBIX CUTHAJIOB AKYCTOJJICKTPHUYCCKUX

. 2
npeoOpa3oBaHuU.
3 | DkpaHUpPOBAHUE DIECKTPUUECKUX, MATHUTHBIX U 3JIEKTPOMArHUTHBIX 9
MOJICH.
4 | 3aimrymiieHue ONacHbIX CUTHAJIOB TOMEXAMH. 2
IIpakTHYecKkue 3aHITHUS 4
9 | U3yueHre BO3MOXHOCTEH CpPEACTB HH)KEHEPHO-TEXHUYECKOM 3allUThI 2
uHbOpMaIUU
10 | U3yuenne cmocoOOB BBISIBICHHUS TEXHUYECKHX KaHAJIOB YTEUYKHU 2
uHbopMaIu
JlabopaTopHble 3aHATHA 2
5 |Pa3paborka TaHa  BBOJla  MHXKCHEPHO-TEXHUYECKOM  3aIUTHI 2
nH(popmamu o0ObeKTa
CamocrosiTeqbHasi padora 00y4al0IMXCH 4
17 ‘ BrisiBiienue kaHanoB yreuku HHGOpMaIuu. 4
Conep:xanue 8
1 | Texaudeckue cpeicTBa aKyCTHUECKOM Pa3BE/IKH. 2
2 | HemocpeacTBeHHOE MOCTYIIIMBAHNUE 3BYKOBOM MHGOPMAIIHH. 2
[TpocnymmBanue nHbOpMAaIMKN HAPaBICHHBIMU MUKPOGhOHAMHU.
3 | Cucrema 3aluThl OT YTEUKH MO0 aKyCTUYECKOMY KaHay. 2
Tema 1.8 Cucremsr 3ammthr ot |4 | HOMEHKIaTypa NpUMEHAEMBIX CPEJICTB 3aIUUThl HHPOPMALKH OT 2
yreukn  MHQOPMALMM 1O HECAHKIIMOHUPOBAHHON YTEYKH MO aKyCTHUYECKOMY KaHaITy.
aKyCTHUYECKOMY KaHAIY IIpakTH4YecKkHe 3aHATHS 2
11 | PaboTa ¢ akyCTHUECKUMHU KaHaJaMH YTE€UKH HHPOpMAaIUH 2
CamocrosiTesibHas pad0Ta 00y4YAKOIIMXCH 6
18 | 3yyenue npuHIMIOB U 0COOCHHOCTEN aKyCTHYECKON pa3BEIKH. 2
19 | Cnoco6s!1 noacnymuBanus HHGOOPMAIIHH. 2
20 | [logcnymmBanue nHGOPMAITIN TOCPEACTBOM MUKPO(DOHOB. 2
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Conepxkanue 6
1 | Ilpunaiun padotsel MukpodoHa u TenedoHa. Mcrnoap3oBanue
KOMMYHHKAIIMHA B KAUeCTBE COCTUHUTEILHBIX TTPOBOJIOB. 2
2 | HernmacHas 3anmuchk nHpOpMaIi Ha TUKTOPOHBI. CUCTEMBI 3aIUTHI OT
JTUKTO(OHOB. 2
Tema 1.9 Cucremsi 3amuTsr or | S | HOMCHKIATYpa IPUMEHSCMBIX CPE/CTB 3alllUThl HHYOPMALHH OT 5
yTeukn HHPOPMALIH T10 HECAHKIIMOHUPOBAHHOHN YTEYKH 110 TIPOBOHOMY KaHAIY.
HPOBOTHOMY KaHaTy IIpakTHYecKHne 3aHATHSA
12 | PaGotra co  CpaBHUTEIbHBIMHU  XapaKTEpPUCTUKAMH  METONIOB 2
IPOTUBOAECHCTBHSI MOICTYUTUBAHUIO
13 | PaGora co  CpaBHUTEIbHBIMH  XapaKTEPUCTHKAaMH  CPEICTB 2
POTHUBOJICHCTBHS BTOP>KEHUSIM
JlabopaTopHble 3aHATHSA 2
6 | KOHTpOMb CpeacTB HHKEHEPHO - TEXHUIECKOH 3amuThl HHbOPMAIH 2
Coaep:xaHue 6
1 | DaexTpoHHBIE CTETOCKONBL. JIa3epHble CUCTEMBI TOACTYITUBAHUSI. 9
['upoakycTruueckue mpeodpa3oBaTesu.
Tema 1.10 Cuctemsl 3ammtel | 2 | [IPUHIMI pabOTBI BAOPOAKYCTHUECKOTO KaHaa. CHCTEMBI 3aIlUThI 9
OT YTEeUKH HHPOPMALH 10 UH(GOpPMaIMU OT YTEYKU N0 BUOPALIMOHHOMY KaHaJy.
BHOPAIMOHHOMY KaHAITY 3 | Homenknarypa mpuMeHsIeMBbIX CPEACTB 3aIIUTHl HHOOPMALIUN OT 5
HECAHKIIMOHUPOBAHHOMN YTEUKH MO BUOPAIIMOHHOMY KaHAITy.
IIpakTnyeckne 3aHATHUSA 2
14 | 3ammTa OT YTEUKH 10 BUOPOAKYCTUIECKOMY KaHATy 2
Tema 1.11 CucteMsbl 3alIUTEI Conep:xanue 10
OT YyTeUKH MH(POPMALHH O 1 | IIpocnymmuBanue nHGOpMaAILIUUA OT PAAUOTEICPOHOB. 2
SJICKTPOMArHUTHOMY KaHaJly 2 | [IpocnymuBanue nadopmaiuu ot paboTarole anmapaTyphl. 2
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[IpocnymmBanue nHboOpMaIK OT paano3akiaaok. [IpueMHuku

uH(pOpMAaIUH C paU03aKIIAIOK. 2
4 | IlpocnymvBanue HHPOPMALIMKA OT TACCUBHBIX 3aKIag0K. CUCTEMBI 5
3aIIUATHI OT YTEUKH MO AIEKTPOMATHUTHOMY KaHaIy.
5 | Homenknarypa npuMeHseMbIX CPEACTB 3aIUThl HH()OPMALIUU OT
HECAaHKIIMOHUPOBAHHON YTEUKH MO AIEKTPOMArHUTHOMY KaHAIy. 2
JlabopaTopHble 3aHITHA 4
7 | Onpenenenue kananoB yreuku [ID9MUH 2
8 | 3ammTa OT yTEYKH MO LEMSM IEKTPONUTAHUS U 3236 MJICHUS 2
Conep:xaHue 6
1 | KoHTakTHBINH U OECKOHTAKTHBIN METOJIbI CheMa HH(POPMAIIUU 32 CUET 2
HEMOCPEICTBEHHOTO MOJKIOYEHHs K TeJIe(OHHOM JIMHUU.
2 | Ucions3oBanne MukpodoHa TenedoHHOTo anmapara MpH MOJ0KSHHON 2
tenedoHHOU TpyOKe. YTeuka nHGOpPMAIMU 110 COTOBBIM IIEIISIM CBSI3H.
3 | Homenknarypa mpuMeHsIeMBIX CPEACTB 3aIIUTH HH()OPMAILIUU OT 2
Tema 1.12 Cuctemsl 3a1IUTHI HECAHKIIMOHUPOBAHHOW YTEUYKHU MO TeIe(HOHHOMY KaHaTy.
OT YT€UKH UH(OPMALIUH 110 JlaGoparopHble 3aHATUA 2
Tene)OHHOMY KaHaly 9 | PabGoTta ¢ OCHOBHBIMH XapaKTEPUCTHKAMHU CHUCTEM MPOTUBOJICUCTBUS 2
HAOJIIOIEHUIO
IIpakTnyeckue 3aHATHUS 4
15 | U3yueHne MeTONOB NPUMEHEHUsS Ha IMPAKTHUKE MPOTUBOACHCTBUSA 2
HaOJTIOIEHUIO
16 | I3yueHne METONOB MPOTUBOACHCTBUS HAOIIOAEHUIO B ONTHYECKOM 2
JIMara3oHe U paaruoIOKAIMOHHOMY HAOII0ICHUTO
Conep:kanue 6
Tema 1.13 Cuctempt 3amuThl | 1 | HU3K09aCTOTHOE YCTPOMCTBO CheMa HH()OPMALHH. 2
OT YTEeUKU HHPOPMALIHH IO 2 | BeicokoyacTOTHOE YCTPOMCTBO CheMa MHPOPMAIIUH. 2
SJICKTPOCCTCBOMY KaHaly 3 | HomeHKIaTypa PHUMEHSIEMBIX CPEICTB 3aIlUThl HHPOPMAIIUHK OT 2
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HecaHKHHOHHpOBaHHOﬁ YTCYKHU I10 JJICKTPOCCTCBOMY KaHAJIY.

IpakTHyeckue 3aHATHUS 6
17 | Pabotra  co  CpaBHUTEIbHBIMH  XapaKTEpPUCTUKaMU  CPEICTB 2
IPOTUBOJECHCTBUS MOICTYITUBAHUIO
18 | Pabora  co CPAaBHUTEJIbHBIMA  XapaKTEPUCTUKAMHU  CPEACTB 2
IPOTUBOACHCTBHUSI HECAHKIIMOHUPOBAHHOMY JOCTYITY
19 | Pabora  co CPAaBHUTEJIbHBIMA  XapaKTEPUCTUKAMU  CPEACTB 2
IPOTUBOACHCTBHSI CheMa HHPOpMAINU
Conep:xanue 6
1 | XapakTepucCTHKU ONTUYECKOr0 KaHajla yTeYKHU HHPOpMaInu. 2
Tema 1.14 Cuctemsl 3amurer | 2 | TeneBU3HOHHBIE cucTeMbl HaOmoAeHus. [lpubopel HOUHOTO BUACHHUS. 2
OT yTeUKH MH(OPMALIUHU IO 3 | Cucremsl 3aUTHI HHQOPMAIIMH IO ONTHYECKOMY KaHaITy. 2
ONTHYECKOMY KaHaIly JlaGopaTopHble 3aHATHS 4
10 | CpaBHeHHE TapaMeTPOB CPENICTB NEPEXBATA U OXPAHHBIX CUCTEM 2
11 | CpaBHEHHE XapaKTEPUCTUK CPEJICTB IEPEXBATA U OXPAHHBIX CUCTEM 2
Conep:xanue 14
1 | Texuuueckue cpeacTBa il YHUUTOKEHUS HHPOPMAIIUU U HOCUTEEH 2
uH(bOpMalny, MOPSI0K MPUMEHEHHUS.
2 | Ilopsmok mprUMEHEeHHs TEXHUUECKUX CPEACTB 3aIUThl HH()OpMAINU B 4
YCIIOBUSIX IPUMEHEHUSI MOOMIIBHBIX YCTPOMCTB 00pabOTKU U Nepeaaun
Tema 1.15 IIpumenenue JaHHBIX.
TEXHUYCCKUX CPEICTB 3AIUTHI 3 HpOBe,Z[eHHe I/IBMepeHI/Iﬁ ImapamMCTpoOB IMOOOYHBIX QJICKTPOMAIrHUTHBIX 4
UHpOpPMAaIIH U3yYEHUI U HaBOJOK, CO3aBaEMbIX TEXHUUECKUMHU CPEJICTBAMU
3alUThl UHOPMALIUK, IPU MPOBEACHUN aTTECTAlUU OOBEKTOB.
4 | [IpoBeaeHue uaMepeHui napameTpoB (POHOBBIX ITYMOB U (PU3UUECKUX 4
noJieH, CO3/JaBaeMbIX TEXHUYECKUMU CPEACTBAMHU 3allUTHI
uHdOopMaIuu.
JlabopaTopHble 3aHATHSA 4
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12 | Obecnedenue 3amuThl THGOPMAILIUU OT YIPO3 BO3JIEHCTBHUS 2
13 | O6ecneuenue 3amuThl THGOPMAILIUU OT YIPO3 YTEUKH HH(POPMAIIUU 2
IpakTHyeckue 3aHATHUS 4
20 | YnpaBneHue cuiamMu U CpPEeICTBAMU CUCTEMbI MHKEHEPHO-TEXHUYECKON 2
3a1uThl HHGOPMAITIH
21 | YnpaBneHue cpencTBaMH CHCTEMbl MHKEHEPHO-TEXHUYECKOW 3alllUThI 2
uH(pOpMaIuu
CamocrosiTesibHAs padoTa 00y4alIIuXCcs 5
21 | VI3yuenue BUJIOB YHUUTOXKEHUSI HOCUTENCH HHGPOpMAIIUU. 2
22 | VccnenoBaHye NPUHIMIIOB aTTECTalMsg 00bEKTOB MH(OpMaTHU3aIuu. 3
Conep:xkanue 16
1 | Dtamsl SKCIUTyaTaliii TEXHUYECKUX CPEICTB 3aIUThI HH()OPMAITHH. 2
2 | Bugsl, conepxaHue 1 MOPSAI0K MIPOBEICHUS TEXHUYECKOTO 2
00CITy>)KUBaHUS CPEJICTB 3aIUTHI HH(OPMAITUH.
VYcraHoBKa M HACTPOMKA TEXHUYECKUX CPEACTB 3allUThl HHPOPMAIIUH.
JlnarHoctuka, yCTpaHeHHE OTKa30B M BOCCTAHOBIICHUE 2
Tema 1.16 Okcryatarus paboTOCTIOCOOHOCTH TEXHUYECKUX CPEJICTB 3aIIUTH HHGOPMAIIHUH.
TEXHUYCCKUX CPEICTB 3alllUTBl | 5 | OpraHu3anus peMOHTa TEXHUYECKUX CPEJICTB 3aIUThl HH(OPMAITUH. 2
uHpopmaiun 6 | IIpoBenenue aTTecTaruy 00bLEKTOB HHOOPMATH3AINH. 4
JlabopaTopHble 3aHATHSA 6
14 | VIzyuenue MeTo/10B (hU3UYECKOM 3aIUThl HHGOpMaIUuu 2
15 | PaboTra co cpaBHUTEIBHBIMH XapaKTEPUCTUKAMH CPEACTB OOECIICUCHUS 2
dbu3nyecKoi 6€30MacHOCTH 0OBEKTOB
16 | CpaBHUTENBHBINA aHAIW3 THUIIOBBIX PEUICHUN HHKEHEPHO-TEXHUYECKOU 2
3aIUThl HTHPOpMalUU
3aueTHoe 3aHsATHE 2
Paznea 2. ®usuueckas 3anmra auani css3u UTKC 169
MJIK.03.02. ®usnyeckasi 3amurta Juauid csizu UTKC 169
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Conepxkanue 10
1 | XapakTepucCTUKH MOTEHIIMATBHO ONACHBIX 0OBEKTOB. 2
2 Conepxanue 1 3a1a49u PU3HIECKOMN 3aIUThl 00BEKTOB 2
uHpopmaTuzanuu. OCHOBHBIE OHATHS HHKEHEPHO-TEXHUYECKHUX
CpencTB (PM3NYECKOMN 3alUTHI.
3 | KareropupoBanue 00beKTOB HH()OPMATHU3ALINH. 2
4 | Mojenb HapyIIUTENsS U BO3MOKHBIE MYTH U CITOCOOBI €T0 2
MIPOHUKHOBEHUS HA OXPaHsIEMBbIl OOBEKT.
Tema 2.1 Lenu u 3agaun 5 | OcobeHHOCTH 3a/1a4 OXPaHbl PA3IMYHBIX THIIOB 00bEKTOB. 2
(dbuznyeckoit 3anuThl 00bekTOB | IIpakTHYECKUE 3aHATHS 4
uH(popMaTH3aUU 1 | BollloniHeHHE KaTeropupoBaHusi 00beKTa HH(GOPMaTH3AIIUH. 2
2 | CocTaBieHue MOJICIM HAPYIIUTENS JJI OpraHu3aIiu. 2
JlabopaTopHble 3aHATHA 6
1 | VccnenoBanue HaBEACHHOTO MapaMeTpa 0clablIeHHs SKpaHUPOBAHUEM. 2
2 | UccrnenoBanne HaBEJEHHOTO CUTHAJIA OCIa0JICHUs DKPAHUPOBAHUEM. 2
3 | UccnemoBanne »STamoB TMOATOTOBKH K TPOBEACHHUIO CICIIHATBHBIX 9
MCCJIeI0BaHNN OCHOBHBIX TexHHUeCcKuX cpeactB U cucteM (OTCC).
CamocrosiTesibHasi padoTa 00y4aKIIMXCS 5
1 | BeimonmHeHHWe KaTeropupoBaHUs OOBEKTOB HWHGOpPMATHU3AIMH IO 3
MPENITI0KEHHON METOI0IOTHH.
2 | CocraBieHre MOJICITM HAPYIITUTEIS I KOHKPETHOW OpraHU3aIlHH. 2
Conep:xaHue 8
Tema 2.2 O6mue ceenns o | L | OOIIMe NPUHIHUIIBL 0OecedeHUs OE30IaCHOCTH 00BEKTOB. 2
KOMILIEKCAX HHKCHEPHO- JKu3HeHHBIN UK CUCTEMBI (DU3NYECKOM 3aIUTHI.
TEXHUYCCKUX CPEJICTB 2 | IlpyHOMIBI TOCTPOEHUS HHTETPUPOBAHHBIX CHCTEM OXPaHBI. 2
(M3UYECKOM 3aIIUThI Krnaccudukanys u cocTaB HHTETPUPOBAHHBIX CHUCTEM OXPaHBI.
3 | TpeGoBaHus K HH)KEHEPHBIM CPEJICTBAM (PU3NUYECKOM 3aIUTHI. 2
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4 | UnkeHepHble KOHCTPYKIIMHU, TPUMEHSIEMBbIE JIJIs1 TPEIOTBPAIICHUS 2
IPOHUKHOBEHUS 3JI0YMBIIINICHHUKA K UCTOYHUKAM MH(GOPMAIIHH.
IlpakTHYecKkue 3aHITHUS 6
3 | UccnemoBanne CHEKTpalIbHBIX XapaKTEPUCTHUK TECTOBBIX CHUTHAJIOB 5
[IOMU1H
4 | UccnenoBaHue JMHAMMYECKUX XapaKTEPUCTHUK CUTHajla B KaHalle 9
yTeuKH UHPOpMAITUU
5 | UccnenoBanre MpOTOKOJIIOB CTEHAOBBIX CIEIHAIBHBIX UCCIEAOBAaHUNA U 9
npeanucanns Ha skcruryaraiuio CBT
CamocrosiTesqbHasi padora 00y4al0IMXCH 4
3 | Bydyenne kaHaIoB yTeuKH HH(OPMAITHH. 2
4 | UccnenoBanne moOOYHBIX AJIEKTPOMATHUTHBIX U3JIYYEHUN 1 HABOJIOK. 2
Conep:xanue 10
1 | UadbopmarimoHHble OCHOBBI TOCTPOEHUSI CUCTEMbI OXPAHHOU 2
CUTHAJIM3AIIIH.
2 | Haznauenue, kinaccuukanys TEXHUYECKUX CPEJICTB OOHAPYKCHHUSI. 2
3 | [locTpoenue cucreM obecrieueHns 0€30MaCHOCTH OOBEKTA. 2
4 | [lepumeTpoBBIe CpeaCTBA OOHAPYKEHUS: HA3HAYEHHE, YCTPOMCTBO, 2
Tema 2.3 Cucrema NPHHLIAI JCHCTBHA. v
5 | OOBEKTOBBIE CpE/ICTBA OOHAPYKEHUS: HA3HAUCHUE, YCTPONCTBO, 2
OoOHapyXeHUsI KOMILJIEKCa .
WHXEHEPHO-TEXHUICCKUX HPUHIHIT ACHCTBHA.
CpenCcTB (PU3NYECKON 3aAIUTHI JlaboparopHbie saHATHS — - 6
4 | MoHTax TaTYuKOB MOKAPHOW U OXPaHHOM CUTHAIU3AIIUU 2
5 | UccnenoBanue MHCTpyMEHTAIbHOrO KOHTpous 3amuineHHoctu OTCC,
oOpabarbiBaromux MUGPOBYI0 WHPOPMAITUIO, TTPEICTABICHHYIO B BUJIC 2
DIIEKTPUYECKUX CUTHAJIOB B d(prpe
6 HccnenoBanne mHCTpyMEHTaIbHOrO KOHTpouis 3anuieHHoctu OTCC,
oOpabaThiBaromux HUQPPoByr0 HHGOPMAIUIO, MPEICTABICHHYIO B BU/IE 2

QJICKTPUUCCKHUX CUTHAJIOB B JIMHUAX
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CamocrosiTesibHAs padoTa 00y4aIIuXcs

1 | H3ydeHuwe mOCIENOBAaTEIIbHOCTH MOHTaXa JIAaTYUKOB  TOXKAPHOMU 9
CUTHAJIU3AIUH.

2 | M3ydyeHwe TOCIENOBaTeIbHOCTA MOHTa)ka JaTYUKOB  OXPaHHOM 9
CUTHAJIN3aI1H.

3 | Buasl cpenctB oOHapyKEHUSI M MX XapaKTEPUCTUKH. 2

Conep:xkanue 18

1 | Mecto cuctembl KOHTpOJIs U yripaBieHus goctynom (CKVY /) B 9
cucreMme obecrieueHus1 THOOPMAIMOHHON 0€30MMacHOCTH.

2 | Ocobennoctu noctpoenus u pazmemenus CKY 1. 2

3 | Crpykrypa u coctaB CKVY /1. 2

4 | Ilepudepuiinoe odopynoanue u Hocutenu nHbopmammu B CKVY /. 2

5 | OcHoOBBI IOCTpOeHUS U NpuHIUIbl QyHKIMoHupoBaHust CKY /1. 2

6 | Knaccuduxkanus cpeacTB yrpaBiaeHuUs: JOCTYIIOM. 2

7 CpencrtBa naeHTU(OHUKAIIMKA B ayTCHTH(MUKAINH. 2

Tema 2.4 Cucrema koHTposii M |8 | Metoasl yIocToBepeHHs TMYHOCTH, TpuMensiembie B CKVY /1. 2
YUPABJICHUA TOCTYIIOM 9 | OGHapyXeHUE METAIUIMYECKUX ITPEAMETOB M PAJIUOAKTUBHEIX BEIECTB. 2

JlabopaTopHble 3aHATUSA 2

7 | U3MepeHue nmapamMeTpoB CUTHAIA TPU BHEITHEM 3JIEKTPOMATHUTHOM 2
3alTyMJICHUH

IIpakTnyeckune 3aHATHUS 4

6 | PaccMoTpeHne NpUHIMIIOB YCTPOKUCTBA, paOOTHI M PUMEHEHHUS 5
anmapaTHBIX CPEJICTB ayTCHTU(UKAIINH MOJTb30BaTEIs

7 | PaccMoTpeHre IPUHIIMIIOB YCTPOKUCTBA, pabOTHI M MPUMEHEHUS 5
CPEICTB KOHTPOJISI AOCTYTa

CamocrosiTesibHas pad0Ta 00yYAKO LM XCH 6

1 | MccrenoBaHue crcTeM KOHTPOIIS U YIPABICHHS JOCTYIIOM, HACTPOKa 2

20




N SKCILTyaTalu:d.

2 N3ydenne BUIOB CUCTEM HACHTU(DUKAIINH. 2
3 | M3ydyenue BUIOB CUCTEM ayTEeHTU(DUKAINY. 2
Conep:xanue 6
1 | AnanoroBbie U IM(PPOBBIC CUCTEMBI BUICOHAOIIOCHNS. 2
2 | HaznadyeHme CUCTEMBI TEICBU3MOHHOTO HaOmoAeHHsI. COCTaB CUCTEMBI 2
TEJICBU3MOHHOT'O HAOIIOACHHUSI.
3 | Bugeokamepsl. O0bekTuBBI. TepMokoxyxu. [IoBOpOTHBIE CHCTEMBI. 2
HNudpakpacubie ocBeTuTeN!. [IeTEKTOPHI ABUKECHUSI.
IIpakTH4yeckne 3aHATHUS 8
8 | PaccmoTpenmne NpUHIMIIOB YCTPOKWCTBA, paOOTHI i MPUMEHEHHS CPECTB 9
BUAE€OHAOJIIOICHHS.
Tema 2.5 Cucrema 9 |Boibop pasMemienus (yTOYHEHHE) TOYEK KOHTPOIS IOKA3aTels
TENEBU3NOHHOTO HAOO/ICHHUS 3QIMIIEHHOCTH B d¢upe. Opranusainus TECTOBLIX PEKMMOB PabOTHI 2
pH OLIeHKE 3(DPEKTUBHOCTU AaKTUBHBIX CPEJICTB
10 | Beibop pasMemenuss (yTOYHEHHE) TOUYEK KOHTPOJS IOKa3aress
3aIlUIIEHHOCTH B JUHUAX. OpraHu3aiusi TeCTOBBIX PEKUMOB PaOOTHI 2
pH OlleHKe d(HPEKTUBHOCTH aKTUBHBIX CPEJICTB 3AIIUTHI
11 | [TocTpoeHne KOHTPOIUPYEMOM 30HBI BBIEIEHHOTO NOMEIICHUSI. 2
CamocrosiTesqibHAsi padoTa 00y4aK0IMXCH 4
1 | M3yueHne 0COOCHHOCTEW  aHAJOTOBOIO  CUTHala,  BBIJCIICHHE 5
JIOCTOMHCTB M HEJTOCTATKOB.
2 | I3yuenne ocobeHHOCTEHN 1TU(POBOTO CUTHAJA, BBIJCICHUE JOCTOMHCTB 9
Y HEJIOCTATKOB.
Tewma 2.6 Cucrema coopa, Conep:xkanue 2
00paboTKH, 0TOOpaXKEHUS U 1 | Knaccudukamus cuctemsl cOopa u 06padotku nHpopmarmu. Cxema 9

JOKYMCHTHPOBAHUA

GyHKIIMOHUPOBAHUS CUCTEMBI cOOpa 1 00pabOTKN MHGOPMAIIHH.
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uHdopMaru

BapuaHTBI CTPYKTYp TOCTPOSHUS CUCTEMBI cO0pa u 00paboTKH
uHpopmaiuu. YCTpoicTBa OTOOPAKEHUS U TOKYMEHTUPOBAHUS
nHGopmaruu.

IpakTHyeckue 3aHATHUS 2
12 | PaccMOTpeHME NPUHIIMIIOB YCTPOKUCTBA, paOOTHI U MPUMEHEHHUS 2
CUCTEMBI cOOpa 1 00pabOTKN MHGOPMAIIHH.
JlabopaTopHbIe 3aHATUA
8 | MccnemoBanue mapaMeTpoOB aKyCTHMUECKOTO CHUTHAlla B YCJIOBHSIX 9
s dexTa aKyCTUUIEeCKOro MaCKUPOBaHUS
9 | UccnenoBanue mapaMeTpPOB aKyCTHMUECKOTO CHUTHalIa B YCIOBHUSX 9
3aIyMJICHHUS
10 | MccrnenoBanue CekTpaabHBIX XapakTepucTuk curHaioB CBT 2
Conep:xkanue 2
1 | Ha3znauenwue u KraccupuKams TEXHHIECKUX CPEIICTB BO3ICHCTBUS. 2
OcCHOBHBIE TIOKA3aTENIN TEXHUIECKUX CPEICTB BO3JICHCTBUSI.
JlaGopaTropHble 3aHATUA 6
Tema 2.7 CrcTena 11 | UccnenoBanne XapaKTEPUCTUK IIYMOBBIX CUTHAJIOB aKTUBHBIX CPE/ICTB 5
BO3IEHCTRHS 3amuThl HHGOPMaIUU
12 | UccnenoBanue peanbHOTO 3aTyXaHUs TECTOBBIX U IIYMOBBIX CHUTHAJIOB
CpeIncTB 3ammThl HHPOpMAlMM HAa OO0bEeKTe WH(MOpMaTU3AIUU 0 2
BBIOPAHHBIX TOUYCK BO3MOXKHOTO BEICHUSI PA3BEIKU
13 | UccrnenoBanre mapamMeTpoOB CHUTHalIa TepexBaTa Y3KOHAIPaBICHHOTO 9
AHTEHHOTO MPUEMHHKA
Conep:kanue 6
Tema 2.8 TpnveHenne 1 | IlepumeTpoBbie M OOBEKTOBBIE CPEICTBA OOHAPYKEHUS, TIOPSTIOK
npumeHeHuss. OCOOCHHOCTH OpraHU3alUK MPOITYCKHOTO PEeXUMa Ha 2
WHXEHEPHO-TEXHUICCKUX KTIIT
CpencTB PU3NUECKON 3aIIUTHI : v
2 | Pabora ¢ nepudepuitHbiM 000pyI0BaHHEM CUCTEMBI KOHTPOJIS U 9
yIpaBIEHUS TOCTYIIOM.
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3

YHpaBJIGHI/IC CHUCTEMOH TEJIICBU3MOHHOT'O Ha6JIIO,ZIeHI/I$I C

aBTOMATU3UPOBAHHOTO pabOYEro MecTa. 2
IIpakTHYecKkue 3aHITHUS 4
13 | Opranu3anusi NporyCKHOTO peKUMa JJI1 OpraHu3aIiu. 2
14 | CocraBienue MaTpuIlbl JOCTYyTA. 2
JlabopaTopHble 3aHITHA 8
14 | UccnenoBaHue MOHTa)Xa OJKCIUTyaTallMOHHBIX MapaMeTpOB OXPAaHHOU 9
CUCTEMBI
15 | MccnenoBanue HKCIUTyaTallMOHHBIX XapPAKTEPUCTUK OXPAHHOU CUCTEMBI 2
16 | UccnenoBaHue 3TanoB 3KCIUTyaTallMOHHBIX XapaKTEPUCTHK OXPaHHOM 2
CUCTEMBI
17 | ViccnenoBaHue 3KCILTyaTallMOHHBIX IAPAMETPOB OXPAHHON CUCTEMBbI 2
Conep:xanue 10
1 | Dramsl SKCIUTyaTalui UHKEHEPHO-TEXHUYECKUX CPEJICTB (PU3UUYECKOM 2
3aIUTHIL.
2 | Bumsl, conepkanue U MOPsIOK MPOBECHUS TEXHUIECKOTO 2
00CITy)KUBaHUSI UHKEHEPHO-TEXHUUYECKUX CPEACTB (PU3UUECKOM
3aIUTHI.
3 | YcraHoBKa U HACTPOHKA MEPUMETPOBBIX M OOBEKTOBBIX TEXHUYECKUX 2
Tema 2.9 DOkcruryaranus 9
CPEICTB OOHApYX)EHUs, IEPUPEPUITHOTO 000PYTOBAHUS CHCTEMBI
HHKCHCPHOTTCX HIHCCKUX TEJIEBU3MOHHOTO HAOIIOACHHUSL.
CPEJICTE (PH3MMECKOH 3aIMTEI 4 | JlnuarHocTuka, ycTpaHeHHEe OTKa30B U BOCCTAHOBJICHUE 2
paboTOCTIOCOOHOCTH TEXHUYECKUX CPEJCTB (PU3MUECKOMN 3aIUTHI.
5 | Opranu3zauusi peMOHTa TEXHUYECKUX CPENICTB (PU3NYECKOM 3alUTHI. 2
IIpakTHYeCcKHe 3aHATHS 2
15 | Pacuet TpeOyeMbIx moKa3aTesae 3alMIIeHHOCTH (TToKa3aTess J). 2

OdopmiieHne MPOTOKOJIOB OLIEHKH 3(P(HEKTUBHOCTH CPEACTB 3aALUTHI
nH(OpMaIU U NPENMCAHUS Ha IKCILTyaTaluio 00beKTa
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| uHdopMaTH3aluU

JlabopaTopHble 3aHITHA 6
18 | YcraHOBKA TEXHUYECKUX CPEJCTB (PM3MUECKOM 3aIIMTHI. 2
19 | HacTtpoiika TeXHMYECKUX CPEACTB (PU3UUECKON 3alTUTHI. 2
20 | /ImarHOCTHKA TEXHUYECKUX CPENICTB (DU3MUECKOM 3aIUTHI. 2
3adeTHOE 3aHsITHE 2
Y4eOHasi NpaKkTHKA Conepxkanue y4eOHOI NPAKTHUKH 108
Buabl pador 1 | U3ydeHue BUIOB JaTYMKOB OXPAaHHOHN U MOKaApPHOU CUCTEM 6
CUTHAJIM3aluu. 3ydeHne 1ocien0BaTeIbHOCTH MOHTAKa JaTYNKOB
OXpaHHOW U MOKAPHOM CUCTEM CUTHAJIM3ALUH.
2 | MoHTaxX JaTYNKOB OXPAHHOW CHCTEMbI CUTHATH3AIIH. 6
3 | MoHTaX JaTYMKOB MOKaPHOW CUCTEMBI CUTHAJIM3AIIH. 6
4 | [IpoexTupoBaHUE YCTAHOBKH CHUCTEMBI MOKAPHO-OXPAHHOM 6
CUTHAJIM3AIMH 10 3a/IaHHIO.
5 | Peasninzauust cripo€KTHPOBAHHOM CHCTEMBI IMOKAPHO-OXPaHHOM 6
CUTHAJIA3ALUH.
6 | [IpumeHeHUE MPOMBIILIEHHBIX OCIIUILIOTPadOB SISl 3aIUTHI 6
uHdOopMaIuu
7 | IlpumeHeHue IpOMBIIUIEHHBIX YaCTOTOMEPOB JJIs 3aIlUThI 6
uH(popmaImn
8 | IlpuMeHeHue MpOMBIIIIIEHHBIX TEHEPATOPOB IS 3aIIMTHI HH(OpMALIUU 6
9 | PaccmoTpeHune cucTeMbl KOHTPOJIS U YIIPABJICHUS JJOCTYTIOM 6
10 | IlpoexkTupoBaHue U peau3aIusi CUCTEMbI KOHTPOJISI M YIIPaBICHUS 6
JOCTYIIOM 1O 3aJaHHMIO.
11 | PaccMoTpeHune nNpuHIMIIOB pabOThl CUCTEMBI BUICOHAOTIOACHUS U €€ 6
IIPOEKTUPOBAHHE
12 | PaccMoTpeHHe JaTYMKOB NEPUMETPA, UX MPUHILUIIOB PAOOTHI 6
13 | BeinmosHeHne 3ByKOU30JISIIIMY TTOMEIIEHUN CUCTEMBI 3alllyMJICHUS 6
14 | IlpoekTrpoBaHre CUCTEMBI 3aUTUTHI OT YTEUKHU MO LM 6
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AJIEKTPOINUTAHUS U 3a3EMJICHUS
15 | Peanu3anus cripoOeKTUPOBAHHOW CUCTEMBI 3aLTUTHI OT YTEUKH IO IENsIM 6
AJIEKTPOINUTAHUS U 3a3EMJICHUS
16 | Pa3zpaboTka opraHu3alliOHHBIX MEPOTIPUITHH IO 3a]JaHUI0 6
npenoaaBaTess
17 | Pa3paboTka TEXHMUECKHX MEPONPUITUIN IO 3a/IaHUIO MTpenoaBaTes 6
18 | Pa3paboTka OCHOBHOM JOKYMEHTAIMH 110 HHKEHEPHO-TEXHUYECKOM 6
3amuTe nHpopmManuu
IIpousBoacTBeHHAS ConepkaHue Npou3BOJACTBEHHON PAKTHUKH 180
NpaKkTHuKa 1 | MoHTax, ycTaHOBKa, HACTPOWKA U MIPOBEICHUE UCTIBITAHUS TEXHUUECKUX CPEACTB 3allUThI
Buasi pador uH(pOpMaIlMU OT YTeYKU N0 TexHnueckuM Ka"ainam B U'TKC

2 | [IpoBeneHre TEXHUIECKOTO OOCITYKUBAaHUSA, JUATHOCTUKH, YCTPAHEHHE HEUCITPABHOCTEH U
PEMOHT TEXHUYECKUX cpelIcTB 3ammThl nHGopmaru B UTKC

3 | OcymecTBiieHHE 3aUTHl HHGOPMAITUHN OT YTEUKH 10 TexHudeckuM karaam B UTKC ¢
MCMOJIb30BaHUEM TEXHUYECKUX CPEJICTB 3AIIUTHI B COOTBETCTBUU C MPEAbIBIIEMBIMU

TpeOOBaHUSIMU
4 | [IpoBegeHue oTaenbHBIX padOT Mo dhusndeckoit 3anmre aunauii cBsizu UTKC
IIpomexxkyTouHasi arrectanus (IK3aMeH) 18

Bcero 732
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3  ydJaoBus PEAJIM3ALINN IHPOI'PAMMBbI
INPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 s peanusauud  NporpaMMbl  NPO(ecCHOHATBHOIO  MOIYJIA
MpeayCMOTPEHBI CJIeAYIOlHe CTieliaTbHbIe MOMeIeHHUsI:

Peanu3anus nporpaMMbl MOAYIISL TpeOYeT HAIMYHUS JTA00OPATOPHU POTPAMMHBIX
¥ TIPOTPaMMHO-aIMapaTHBIX CPEJCTB 3aIIUThl MH(POPMAIIUH, JTA00OPATOPHU 3aIUTHI
HHQOpMAIIMKM OT YTEYKHM MO TEXHUYECKUM KaHajaM, KaOMHET WH(OpMAIMOHHOW
0€30MMacHOCTH, MAaCTEPCKOM JTabopaTOpUU HHPOPMAITMOHHBIX TEXHOJIOTHUH.

JlabGopaTopusi TpOrpaMMHBIX U MPOrPAMMHO-AIIAPATHBIX CPEJICTB 3alllUThI
uHdopmaiuu,  MacTepckas — jabopatopusi ~ MHOOPMAIIMOHHBIX  TEXHOJIOTHH,
OCHAIllEHHAass O0OpYyJOBAHMEM M TEXHUYECKUMU CpeACTBAaMU OOydYeHHs: JOCKa
KJaccHass — 1 mT., CTOJ KOMIBIOTEPHBIN— 13 mT., cTya — 13 mIT., KOMIIBIOTEPHBIC
kpecia — 13 mrT., cucremusii Onok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'0aiit) mamstu DDR4, 2 666 MI'1,
0e3 ECC; tBepnorenbHbiii Hakormutedb M.2 PCle NVMe, 512 I'6aiit, ki1acc 35) — 13
mT., MoHUTOP (ASUS 23”8) — 13 mT., knaBuatypa (Oklick 530S) — 14 ., Mbiib 1
kommbiorepa (Defender OPTICAL MB-160) — 14 mr., uctouynuk OecriepeOoitHOro
nutaHus — 13 wr., npoekTop — 1 MWT., aKTUBHAsA KOJIOHKA - 11IT., OPHUCHBIN MaKeT
Microsoft Office Professional 2016 - 13 wr, OC Microsoft Windows Server - 1 mir.,
OC Microsoft Windows 10 - 13 mr., cepep SuperMicro CSE-113AC2-R706WB2
2x750W black Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 mr., MOoHHTOp
23,6 — 1 mT., ucrouHuk OecriepeOOMHOTO MUTAaHUS JiS cepBepa - | IIT., cTolKa
nByxpamHas (ctk-24.2-9005 nmo) — 1 mr., TeneBuzop Ha ctoiike (huawei 557) — 1
wT., 3KpaH ansa npoektopa (SAKURA CINEMA WALLSCREEN) — 1 mt.,, MOY
(Xerox B205) — 1 mr., I[TAK Arduino - 3 mr.,Ananm3arop crektpa IFR 2398 - 1
mt., nekTponnbiid ociiorpad IBIS-1 — Tmr.,Cobone 3.0 kb-sobol 3.0 k1 v1-
SP1Y - 2 mr .,Buneo peructparop jassun jsr-H0415mini - 1 mr.,Buneo perucrparop
vesta VDRV-5004M - 1 mt.,Kommyratop Alcatel OmniStack LS 6224 - 5 wr .,
CTeHI : TynbT 3alIUThl TMOMEMIEHWH — 1 INT.,CTeHI: HWCCIEAOBaHUE YTCUKH
nH(OpMAIMK 10 3BYKOBBIM KaHajaM — | IIT., CTOMKH JUIsI MOHTa)ka CETEBOTO
000Opy0BaHUs - 2 WIT..

ITporpammuoe obecnieuenne: MS Windows Server 2008 R2, OS Debian Linux
9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, CepBep ob6HoBineHuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.

JlabopaTopusi 3amuMThl MHPOPMALMKA OT YTEUYKHM MO TEXHUYECKUM KaHalaM,
OCHAILIEHHass O00OpYIOBAHUEM U TEXHUYECKUMHU CpPEACTBAMH OOY4YEHHUS. CTOIN
npernojaBarenss Ha Metauiokapkace -lmt., kpecno IOnurtep -2mir., cron



KOMITBIOTEPHBIA Ha METaJIOKapKace JIEeBbli- 4IT., CTOJ KOMIBIOTEPHBIM Ha
MeTaiokapkace npasbiid -10mT., cron Ha metamokapkace- lmr., ctyn CM-9ITI-
14mT., Tabyper CM-31- 14mmT., Tenexka 1moj; CUCTeMHbIN 0J10K- luit., pabodee MecTo
npenogasarenss — [IK -1 mT: Monurtop 19” TFT LG Flatron L1942SE-BF -1 mir.,
Foxconn TSAA-700 (Kopmyc)-1 mr., ASRock H67DE3 (Martepunckas miara)-1 mir.,
Intel HD Graphics (Buneokapta)-1 wir., Realtek PCle GBE (CereBas miata)-1 mir.,
Realtek HDA (3BykoBas miara)-1 mr., Intel Core i3 2120 3.3GHz (IIporeccop)-1
mit., 4XDDR I 2Gb Samsung (O3VY)-1 mr., D-Link DGE-528T (CeteBas miata)-1
mr, WD (500Gb) SATA 1l (Kectkuit auck)-1 mit.,pabodre Mecta 00yJaroIuxcs —
[1IK 14 mr: Monutop 19” TFT LG Flatron L1942SE-BF - 14 mt, Foxconn TSAA-
700 (Kopmyc)- 14 mt,ASRock H67DE3 (Marepunckas tuiata)- 14 mr, Intel HD
Graphics (Buneokapra)- 14 mr, Realtek PCle GBE (CereBas mmara)- 14 T,
Realtek HDA (3BykoBas 1miara)- 14 mr, Intel Core i3 2120 3.3GHz (Ilponeccop)- 14
mr, 4XDDR I 2Gb Samsung (O3Y)- 14 mt,D-Link DGE-528T (CereBas 1iata) -
14 mwr, WD (500Gb) SATA Il (OKectkuii muck)- 14 mT, MyJbTUMeIUa-MPOSKTOP
(Epson EB-X12),- lmT, skpan (Screen Media GoldView MW),- 1 mr, y4ycOHas
nocka -1mr., mapmpytusatop D-Link Dir-320-1mrt., mapmpyrtusarop D-Link DSR-
500N-1mrt., mapmpytuzarop D-link DFL-800- lmt., xkommyratop D-Link DGS-
3312SR — 2mr., kommyrtatop D-Link DES-3528 — 8mit., croiika mas MOHTa)ka
CETEeBOT0 00OpYyAOBaHUS — 2 IIT., MATY-MAHENb — 2IIT., KU 00XUMHbIe — 8IIT.,
po3eTku pacnpeaenutenbabie moa RJ-45 — 4mr., konektops! RJ-45 —50mT.

[Mporpammuoe obecrieuenue: MS Windows Server 2008 R2, MS Windows
Server 2012 R2, MS Windows Server 2016, OpenVVAS 8, LibreOffice 6, OC Ubuntu
Linux 14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Cepsep obnosnennii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2, IredMail 0.9.9,
PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL Workbench 6.3,
Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Kabuner wnbopmaiimonHoir 0€30MacHOCTH, OCHAIEHHBIM 000pYy/IOBaHUEM U
TEXHHYECKUMHU CpelICcTBaMH OOydYeHHWs: Jocka KimaccHas — 1 1T, CTOX
KOMIbIOTEpHBIH— 13 1T, cTtyn — 13 mT., KOoMIblOTepHble Kpecia — 13 mir.,
cuctemubiii 6110k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'Gaiit
(16 I'caiit) mamstu DDR4, 2 666 MI'1, 6e3 ECC; tBepmoTenbHblii HakonuTeas M.2
PCle NVMe, 512 I'Gaiit, kiacc 35) — 13 wr., mouutop (Asus 2378) — 13 mir.,
knaBuatypa (Oklick 530S) — 14 wrr., meis s kommetotepa (Defender OPTICAL
MB-160) — 14 mrT., uctoyHuk OecriepeboitHoro muranuss — 13 mrT., mpoekrop — 1
IIT., aKTUBHAs KOJIOHKa - 11T., opucHbIit maker Microsoft Office Professional 2016 -
13 i, OC Microsoft Windows Server - 1 wr., OC Microsoft Windows 10 - 13 .,
cepsep SuperMicro CSE-113AC2-R706WB2 2x750W black Intel Xeon Silver 4216
256 IT'b O3y, 960 GB SSD - 1 mr., mMouutop 23,6 — 1 mT., HCTOYHHUK
Oecniepe0oOiHOTO TIUTaHUs s cepBepa - 1 mrT., croiika nByxpamHas (ctk-24.2-9005
o) — 1 mT., TeneBu3op Ha ctoiike (huawei 55”) — 1 mT., 3KpaH JJIs MPOEKTOpa
(SAKURA CINEMA WALLSCREEN) — 1 mT., M®VY (Xerox B205) — 1 mr., [TAK
Arduino - 3 mr., Amnamm3atop cmekrpa IFR 2398 - 1 mr., DnexTpoHHBIH
ocmmiorpad 1BIS-1 lmr.,Co6ois 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 wr ., Buneo
peructpatop jassun jsr-H0415mini - 1 mr.,Buneo peructpatop vesta VDRV-5004M

27




- 1 . K ommyratop Alcatel OmniStack LS 6224 - 5 it ., CTeHa : myJbT 3aIIUATHI
HOMGHIGHI/II\/'I — 1 mT.,CTCHA. HCCJIICJOBAHUEC YTCUKU I/IH(i)OpMaHI/II/I I1I0 3BYKOBBIM
Kagaiam — 1 IIT., CTOUKH JJISL MOHTAXKa CETEBOT'O 060py,Z[OBaHI/IH - 2 IT..

[Tporpammuoe obecneuenue: MS Windows Server 2008 R2, OS Debian Linux
9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep obnoBnenuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5., Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.

3.2 HUundopmaunonHoe odecnedeHHne peajsu3aluu NporpaMmbl

3.2.1. OcHOBHbIE NeYATHbIE M IJIEKTPOHHbIE U3IAHMS:

1. bybnoB, A. A. OcHoBbl uH(pOpManMOHHOW Oe3omacHocTH (3-€ u3M.)
yueOHuk / A.A. ByOHOoB. - MockBa: Akanemus, 2020.

2. BacmmbkoB, A. B. besonmacHocTh ®  ympaBiIeHHE JIOCTYIIOM B

nH(pOpMAMOHHBIX cHUcTeMax : YyudeOHoe mocooue / A.B. Bacuibkon, W.A.
BacunpkoB. — MockBa : ®OPYM : UHOPA-M, 2022. — 368 c. — (Cpennee
npodeccuonanpHoe oOpazoBanme). - ISBN 978-5-01134-360-6. -- Teker :
anektpoHubi. - URL: https://znanium.ru/catalog/product/1836631 -  Pexwum

JIOCTYyMA: JUIsl 3aPETUCTP. MOJIb30BaTEIEeH.

3. 3enkos, A. B. OcHOBbI HH(MOPMAITMOHHON O€30MAaCHOCTH : Y4eOHOe mocodue
/ A. B. 3enkoB. - Mockga ; Bonorna : Uudpa-Umkenepus, 2022. - 104 ¢. - ISBN
978-5-9729-0864-6. - Tekct : AIEKTPOHHBII. - URL:
https://znanium.com/catalog/product/1902587 — Pexxum mocTyma: 1o Mo mrucKe.

4. 3BepeBa, B. Il. YuacTtue B MIaHMPOBAaHMM M OpraHU3aIUU PabOT TIO
oOecrneueHunto 3auThl 00bekTa : yueOHuk / B.11. 3BepeBa, A.B. HazapoB. — Mocksa
: KYPC : UH®PA-M, 2023. — 320 c. - ISBN 978-5-906818-92-8. - TekcT :
anektporubii. -  URL: https://znanium.com/catalog/product/2002607— Pexum
JOCTYyIA: MO MOJIIUCKE.

5. Kpunrorpaduueckas 3ammra uHbopmamuu : ydebHoe mnocodue / C.O.
Kpamapos, O.FO. Murscosa, C.B. Cokonos [u np.] ; nox pea. C.O. Kpamaposa. —
Mocksa : PUOP : UHOPA-M, 2025. — 321 c¢. — (Boicuiee obpaszoBanue). — DOI:
https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. - TekcT : 3J€KTPOHHBIA.
- URL: https://znanium.ru/catalog/product/2169480  — Pexum pgoctyma: 10
MOJIITUCKE.

6. [Mapteika, T. JI. Uadopmanmonnas 6e3omacHocTh : yaeOHoe nocodue / T.JI.
[Tapteika, .M. TlomoB. — 5-e¢ wu3n., mepepad. u gom. — MockBa : ®OPYM :
NH®PA-M, 2021. — 432 ¢. — (Cpennee npodeccuonanpHoe odpazopanue). - ISBN
978-5-00091-473-1. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1189328 — Pexxum mocTyrma: 1o moamnucKe.

7. Ilonos, U. B. Madopmannonnas 6e3onacHocts : npaktukyMm / U. B. Tlomnos,
H. 1. Ynenneesa. - Camapa : Camapckuii ropuauueckuii uactutyt ®CHUH Poccuwn,
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https://znanium.com/catalog/product/1902587

2022. - 90 c. - ISBN 978-5-91612-375-3. - Tekct : osnextponHsii. - URL:
https://znanium.com/catalog/product/2016193 — Pexxum gocTyna: o moamucKe.

8. llanprun, B. ®. MadopmaiinonHas 6€30MacHOCTb KOMITBIOTEPHBIX CUCTEM U
cerelt : yuebHoe mocobue / B.®. lllanbrun. — Mocksa : POPYM : UHOPA-M,
2024. — 416 c. — (Cpennee npodeccuonanbHoe oopazoanue). - ISBN 978-5-8199-
0754-2. - Tekcr : anekTponHbiid. - URL: https://znanium.ru/catalog/product/2130242—
Pexxum noctyma: 1o moJnumcke.

3.2.2. /lonoJiHUTEIbHBIE HCTOYHUKH:

1. bapanosa, E. K. Undopmarmonnas 6€30macHOCTh U 3aluTa HHPOPMAIIUHA :
yaeOnoe mocooue / E.K. bapanosa, A.B. babdam. — 4-¢ u3a., nepepad. u mom. —
Mocksa : PUOP : UH®PA-M, 2022. — 336 ¢. — (Bricmee obpazosanue). — DOI:
https://doi.org/10.29039/1761-6. - ISBN 978-5-369-01761-6. - TekcT : 371€KTPOHHBIN.
- URL.: https://znanium.ru/catalog/product/1861657 — Pesxum gocTyna: 1mo mojarnucke.

2. I'puminna, H. B. OcHoBbl uH(OpMamoHHONW 0€30MaCHOCTH MPEINPUSTUS :
yueOHoe nocodbue / H.B. I'pumnna. — Mocksa : UHOPA-M, 2024. — 216 ¢. —
(Beiciiee oOpazoBanue: Cnenumanurer). - ISBN 978-5-16-016534-9. - Tekcr :
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4 KOHTPOJIb MW OILEHKA

INPOPECCHUOHAJIBHOI'O MOAYJIA

PE3YJBTATOB OCBOEHUA

Koa u nanmenoBanue
npo¢ecCHOHAJIBHBIX U
00IMX KOMIIETEeHIUM,
(popmupyembIx B paMmKax
MOTYJISI

Kpurtepuu oneHku

MeToabl OLIEHKH

1K 3.1 IlpousBoauth
YCTaHOBKY, MOHTaXK,
HACTPOWKY U UCIIBITAaHUS
TEXHUYECKUX CPEJICTB
3aIUThl THHOPMALIMH OT
YTEUKH M0 TEXHUYECKUM
KaHajaM B
uH(OPMAITMOHHO —
TEJIEKOMMYHHUKAIIMOHHBIX
CHUCTEMaXx M CETSIX

- NPOBOAUTH  YCTAHOBKY,
MOHTaX, HaCTPOUKY u
VICIIBITAHHE TEXHUYECKUX
CPEICTB 3aILUTHI
uHpOpMalMu OT YTEYKU IO
TEXHUYECKUM KaHajaMm;

- IPUMEHATb HOPMATHUBHBIE

IIPAaBOBLIC AKThI )51
HOPMATUBHBIC MCTOIHUYCCKHC
JOKYMCHTBI B o0nactn

3aIUTH HHPOPMALINH;

[1K 3.2 [TpoBOAUTH
TEXHUYECKOE
00cCITy)KUBaHHE,
JMAarHOCTUKY, yCTPAHEHHE
HEHUCTIPABHOCTEN U PEMOHT
TEXHUYECKUX CPEJCTB
3aIIUThl THPOPMALIUH,
UCIIOJIb3YEMBIX B
MH(OPMAIMOHHO —
TEJIEKOMMYHHUKAIIMOHHBIX
CUCTEMax M CETSX

- TPOBOJUTH  YCTaHOBKY,
MOHTaX, HaCTPOMKY u
UCITBITaHUE TEXHUYECKUX
CPEICTB 3alUThI
uHOpMAIIUU OT YTEYKU TIO0
TEXHUYECKUM KaHajam;

-  TOPOBOJUTH TEXHUYECKOE
oOCIy’>KMBaHUE, YCTpPAHECHHE
HEHUCNIPABHOCTEH M PEMOHT
TEXHUYECKUX CPEJICTB 3aIlHUThI
uH(pOpMaAIUU OT YTEYKU IO
TEXHUYECKUM KaHaJlaM;

- TPUMEHSTh HOPMAaTUBHBIE

MIPaBOBBIC aKTBI U
HOPMATHBHBIE METOIUYCCKUE
JIOKYMEHTBI B obnactu

3aIuThl HHPOPMAIINH;

[1K 3.3 OcyuiecTBiasiTh
3auTy HHGOPMALIMK OT
YTEUKH 110 TEXHUYECKUM
KaHaJlaM B
WH()OPMAITMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX

- TMPOBOJWUTH  H3MEPCHHE
napaMeTpoB ()OHOBBIX IIIYMOB
n IIDMHWH, co3gaBaeMbIx
o6opynoBanuem UTKC;

- TPOBOJUTH  HM3MEpPECHHUE
napaMeTpoB
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— OILICHKA
PE3yIBTaTOB
BBITIOJTHCHHUSI
71a60paTOPHBIX
pabor

o MJIK 03.01
NoNel-16;

o MJIK 03.02
NoNel-20;

- OLICHKa
PE3yIBTaTOB
BBITIOJTHCHHUS
MPAKTUICCKUX
paboT

o MJIK 03.01
NeNe31-21;

no MJIK 03.02 Ne
Nel-15;

- OlICHKa
pPE3yNbTATOB
BBITIOJTHCHHUS
CaMOCTOSITEIIbHOU
paboTHI;

— OIIEHKa TMpoliecca
u pe3yabTaTOB
BBITIOJTHCHHSI BHJIOB
paboT Ha PAKTHUKE;
—3K3aMeH.




CHCTEMax U CETSX C
UCIIOJIb30BaHUEM
TEXHUYECKHUX CPEJICTB
3aIUThl B COOTBETCTBUU C
HPEbSBIAEMBIMU
TpeOOBAHUSIMU

SJICKTPOMAIrHUTHBIX

I/I3JIy‘ICHI/Iﬁ u TOKOB,
co3aaBaCMbIX TCXHHYCCKHUMU
cpcacTBaMu 3allIUTHI

uHOpMAIIUU OT YTEUYKU IIO
TEXHUYECKUM KaHajaMm;
- TPUMEHSIThH HOPMATHBHBIC

MIPaBOBBIC aKTBI U
HOPMATHBHBIC METOJAMYCCKUE
JIOKYMEHTBI B obJsactu

3alUThl UHOPMAIUH;

[1K 3.4 ITpoBOoAUTH
OTJIeTIbHBIE PabOTHI IO
(bU3UYECKOM 3aITUTe TUHUN
CBS3U MH(POPMAIIMOHHO —
TEeJIEKOMMYHUKAITMOHHBIX
CHUCTEM U CETEU

- BBISBISATh U OLICHUBATH
yrpo3bl 0e301acHOCTH
unpopmanuu B UTKC;

- HAcTpauBaThb M TPUMEHSTH
CpencTBa 3aIUATHI
uH(popmaIun B
OTIEPAIlMOHHBIX CHUCTEMaxX, B
TOM qucIe CpencTBa
AHTUBUPYCHOM 3aIlIUTHI;

- MIPOBOIUTH
KOH(pUrypupoBanue
MIPOrPaMMHBIX u
MpOrpaMMHO-aMNIapaTHbIX (B
TOM qucIe
Kpunrorpadguuecknx) cpeacTB
3aIUThl HTHPOPMAIINH;

OK. 01 Bsibupath criocoObI
pericHus 3a1a9
npodeccuoHaIbHON
JEATCITLHOCTH
PUMEHUTEIIBHO K
pa3IMYHBIM KOHTEKCTaM

— 000CHOBaHHOCTH
MOCTAaHOBKU 11€JTM, BBIOOpA U
NIPUMEHCHHUS METOJIOB U
CIIOCOOOB pEIICHHS
poheCCHOHANIBHBIX 33/1a4Y;

- aJIcKBaTHAas OIICHKA U
camooI1IeHKa 3P (HEeKTUBHOCTH
Y Ka4eCTBA BBHITIOJTHEHUS
podecCHOHANIbHBIX 3a/1a4

OK.02 Ucnonp30BaTh
COBpPEMEHHBIE CPEJICTBA
TIOMCKa, aHaJIH3a U
WHTEPIPETAINA
uHbOpMaIuu U
nH(OPMAITMOHHBIE
TEXHOJIOTHH JIJIS

- HCIIOJIb30BAHHE PA3ITUYHBIX
VCTOYHUKOB, BKJIIOYast
JIEKTPOHHBIE PECYPCHI, MEAUA
pecypcsl, UHTEpHET-pECypCHI,
IIEPUOANYECKHUE U3AHHUS 110
CHELUATbHOCTH ISl pEeIECHUS
po)eCCHOHANIBHBIX 3a/1a4;
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- DKCIIEpTHOE
HaOIroIeHNE
BBITIOJTHCHHS
71a00paTOPHBIX U
MPAKTUIECKUX
pabor;

— OLIEHKa Ipoliecca
u pPE3yNIbTaTOB
BBITIOJITHCHUSI BHJIOB
paboT HA TIPAKTHUKE;
—9IK3aMeEH.




BBITIOJIHEHUS 3324
npodeccuoHanbHON
JEeSATEIbHOCTH

- 3 (hEeKTUBHOCTh
UCIIOJIb30BaHUS
nH(pOpMaITMOHHO-
KOMMYHUKAIIHOHHBIX
TEXHOJIOTUH B
npodecCuoHaTbHON
JESATETLHOCTH COTJIACHO
bopMHUpPYEMBIM YMEHHSIM U
MOJIy9aeMOMY TTPAKTHIECKOMY
OTIBITY.

OK. 03 [1nanupoBath u
peaTn30BbIBATh
COOCTBEHHOE
npodheCCHOHAIBHOE U
JMYHOCTHOE Pa3BUTHE,
MPEANPUHUMATENHCKYIO
JeSITEIbHOCTD B
npodeccuoHanbHOM cdepe,
MCTIOJIb30BaTh 3HAHUS 110
IpaBOBOM U (PHAHCOBOM
IPAaMOTHOCTH B Pa3TMYHBIX
YKU3HCHHBIX CUTYaIIHSIX

- IEMOHCTpaIHsI
OTBETCTBEHHOCTH 32
IPUHATHIE pEIICHUS

- 000CHOBaHHOCTh
camMOaHaIn3a U KOPPEKIIHs
pe3yJbTaTOB COOCTBEHHOM
padoThI;

-- 3(p(heKTUBHO MJIAHUPOBATH
IpEITPUHUMATEIHCKYTO
JIESITEIBHOCTD B
npodeccuoHanbHOM cdepe

OK.04 D¢ddexTuBHO
B3aMMO/ICMICTBOBATh U
paboTaTh B KOJIJISKTUBE U
KOMaHj1e

- B3aUMO/JIEVCTBHE C
00yJaromuMucs,
MPENnoIaBaTeIs MU U
MacTepamu B X0Jie O0y4eHHs,
C PYKOBOJUTEISIMU YUEOHOU U
IIPOU3BOJICTBEHHOM ITPAKTHK;
- 000CHOBAHHOCTb aHAJIN3a
paboOTHI YJICHOB KOMAH Ibl
(MOJYMHEHHBIX )

OK.05 OcymecTBisTh
YCTHYIO ¥ TTICHMEHHYO
KOMMYHHKAIIHIO Ha
TOCYIapCTBEHHOM SI3BIKE
Pocculickon ®@eneparnuu ¢
y4eTOM OCOOCHHOCTEMN
COLIMAIBHOTO U
KYJIbTYPHOT'O KOHTCKCTa

- IEMOHCTPUPOBATh
I'PAMOTHOCTb YCTHOU U
MMICbMEHHOM peYH;

- ICHOCTb (DOPMYJIMPOBAHUS U
W3J105KEHUS MBICJIEN.

OK.06 ITposiBisiTh
IpaXKaaHCKO-
NaTPUOTUYECKYIO MO3UIINIO,
JIEMOHCTPUPOBATH
OCO3HaHHOE MOBEJICHUE Ha
OCHOBE TPaJAUIMOHHBIX

- COOJII0JICHNE HOPM
MOBEJICHUS BO BpeMsl YUEOHBIX
3aHATUHI U ITPOXOXKICHUSA
y4eOHOM U
IIPOU3BOJICTBEHHOM ITPAKTHK.
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POCCUICKHX TyXOBHO-
HPaBCTBEHHBIX [ICHHOCTEH,
B TOM YHCJIE C YYETOM
rapMOHU3ALNH
MEXHAIMOHAJIBHBIX U
MEKPETUTUO3HBIX
OTHOILLIEHUH, IPUMEHSATH
CTaHJaPThI
AHTUKOPPYHLUOHHOTO
ITIOBEJICHMS

OK.07 CopeiicTBOBaTH
COXPAHEHUIO OKPYXKAIOIIEH
Cpenbl,
pecypcocOepekeHHIO,
IPUMEHSATH 3HAHUS 00
W3MEHEHUH KJIMMaTa,
MPUHITUITBI OEPEKITUBOTO
IPOU3BOJICTBA, 3PPEKTUBHO
JIEUCTBOBATh B
Ype3BbIYANHBIX CUTYaAIUAX

- 3¢ (heKTUBHOCTH
BBINIOJIHEHUA nipaBui Th BO
BpeMsl yu4eOHBIX 3aHATHH, IPH
MIPOXOXKJICHUN YICOHOM U
MIPOM3BOJICTBEHHON MPaKTHK;
- ICMOHCTpAIIUs 3HAaHUH U
HCTIOJIb30BaHHUE
pecypcocOeperarommx
TEXHOJIOTUH B
npodecCUOHATILHON
JIeSITEILHOCTH

IIpome:xkyTouHasi aTTecTaums:

MJK.03.01 — -, nudgdepeHIUPOBAHHBIN 3a4eT
M/K.03.02 — nud¢epeHUMPOBAHHBIH 3a4eT
VIIL.03 — nuddpepeHIupoBaHHBIN 3aUeT
MI1.03 - tuddepeHIUPOBAHHBIN 3a4eT
IIM.03 - 3x3aMeH 110 MOIYJII0
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