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1 OBIIASI  XAPAKTEPUCTHUKA PABOYENl  ITPOTPAMMEI
MPO®ECCUOHAJBLHOIO MOJYJISA TM.02 3AIIUTA
NHO®OPMALINU B UH®OPMALIMOHHO-
TEJEKOMMYHUKALIMOHHBIX CHCTEMAX M CETAX C
NUCHOJL30BAHUEM TIPOTPAMMHBIX M TIPOTPAMMHO-
ATIIAPATHBIX, B TOM YHCJE KPHUITOTPA®UUYECKHUX
CPEJICTB 3ALIIMTHI

1.1 O6aacTb npuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mporpamma mnpodecCHOHATBLHOTO MOJYJA — SBISETCS YacThbiO
IPOrpaMMbI MOJTOTOBKH CIEIMATMCTOB cpeHero 3BeHa B cooTBercTBUM ¢ PI'OC 110
cnenuanbHoct CITO 10.02.04 Ob6ecneuenve uHDOPMAIMOHHONW OE€30MACHOCTU
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM.

1.2  Heap u miaHupyemble pe3yJibTaThl 0CBOeHHS NMPOGecCHOHATHHOIO
MOAYJIst

B pesynbpTraTe nzydeHus: npopecCuOHAIBHOIO MOYJIA CTYAEHT AOJIKEH OCBOUTH
BU/I NeSATENbHOCTU «3amura uH(popManuu B MH(pOpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMAaX M CETSIX C HMCIOJb30BAaHUEM MPOIPAMMHBIX M
POrPaMMHO-AMIAPATHBIX, B TOM YHUCJIE KPUNTOTrpaUyeCKUX CPEACTB 3AIIUTHD H
COOTBETCTBYIOILIME €My OOLIME KOMIIETEHIIUU U TPO(PECCHOHATIbHBIE KOMIIETEHIUU:

1.2.1 Tlepeyerr OOMMX KOMIIETCHIIMA W JIMYHOCTHBIX  PE3yJIbTaTOB
peanu3aiy TporpaMMbl BOCTIMTaHUS

Kon HanmMenoBanue o0IMX KOMIIETEHIIUNA U JTJMYHOCTHBIX PE3YJIbTaTOB

OK.01 Bri6upath ciocoOs! pemienust 3aaa4 npoPpecCUuOHAIBHON e TENbHOCTH
PUMEHUTEIIBHO K Pa3IMYHBIM KOHTCKCTaM.

OK.02 | Ucnonb30oBaTh  COBPEMEHHBIE  CpEICTBAa  IIOMCKa, aHaiuu3a |
UHTEpIpeTanuu WHOOpPMAIMU ¥ HHPOPMAIIMOHHBIC TEXHOJOTHH IS
BBITIOJTHCHHUS 321249 MTPO(PECCHOHAIBHOMN JESITCIIBHOCTH.

OK.03 [InanupoBaTh M peaTnM30BBIBATH COOCTBEHHOE MPOQPECCHOHAILHOE U
JUYHOCTHOE pa3BUTHE, NPEANPUHUMATEIHCKYIO JEATETbHOCTh B
npodecCuoHabHON c(epe, HCMONB30BaTh 3HAHUS 10 MPABOBOM U
(MHAHCOBOU TPAMOTHOCTH B PA3IUYHBIX )KM3HEHHBIX CUTYaITUsX.

OK.04 D¢ hHeKTUBHO B3aMMOJICHCTBOBATh M pa00OTaTh B KOJJICKTUBE U KOMaH/IE.

OK.09 | Ilonb3oBatTbest npodeccuoHanbHON JOKyMEHTaINel Ha
rOCyJapCTBEHHOM W MHOCTPAHHOM SI3BbIKaX.
JIP 1- JIP 4, JIP 10, JIP 13- JIP 26.




1.2.2 Tlepeuens npodecCHOHATBHBIX KOMIIETEHIIUN

Kon

HaumeHoBaHuMe BUIOB JAeSITEJIbHOCTH U MPO(PecCHOHATBHBIX
KOMIIeTeHII NI

B 2

3amura UHpOpMaALIUH B HH(OpPMALMOHHO-
TeJIeKOMMYHUKAIMOHHBIX CHCTEMAaX M CeTAX C HCIOJIb30BaHHMEM
NPOrpaMMHBIX M NPOrpaMMHO-ANNAPATHbIX, B TOM 4YHCJe
KPUNTOrpa@uyecKux CPpeacTB 3alUThI

IIK 2.1

[Ipou3BOANTH YCTAaHOBKY, HACTPOMKY, UCIIBITAHUSL U KOH(PUTypUpOBaHUE
OpPOrpaMMHBIX W [POrpaMMHO-alNaparHbIX, B  TOM  YHCIIE
KpUnTorpahuyecKux CpENCTB 3aIlHTHI uHdopMaIu oT
HECAHKIMOHUPOBAHHOIO JIOCTylla W CHEUUAIbHBIX BO3JICUCTBUU B
obopynoBanue HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHUCTEM U
ceTel.

[IK 2.2

[lognepxuBath 6eciepeOoitHyI0 padOTy MPOrpaMMHBIX U MTPOTrPaAMMHO-
anmapaTHBIX, B TOM WYHCJE KPUNTOTpaUUECKUX CPEACTB 3alIUTHI
uHpopMaluu B WH(GOPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CHCTEMAX U
CeTsX.

I[IK 2.3

OcymiecTBiATh  3amuTy HUHGOPMALMU OT HECAHKIIMOHUPOBAHHBIX
NEUCTBUN W CICNHANBHBIX BO3JCUCTBUNM B HWH(DPOPMAIIMOHHO —
TEJICKOMMYHUKAIIMOHHBIX CHUCTEMaX MW CETSAX C MCIOJIb30BAaHUEM
NpPOrPaMMHBIX W IPOTPaMMHO-aNNapaTHbBIX, B  TOM  YHUCJE
Kpunrorpaduueckux CpeJCTB B COOTBETCTBHH C IIPEABSIBICHHBIMH
TpeOOBaHUSIMU

1.2.3 B pesynbrare ocBOeHUS MPOPECCHOHATTEHOTO MOAYJIS CTYJEHT JOJIKEH:

NmeTs npakTnuecku | - YCTaHOBKH, HaCTPOMKH, WCTIBITAHU 51

OIIBIT

KOH(DUTYpHpOBaHUS TPOTPAMMHBIX W MPOTPAMMHO-
amnmapaTHbIX, B TOM YHCJIe KPUNTOrpaduIeCKUX CPENICTB
3amuThl nHGOpMaIUK B 000py10BaHUN MH(HOPMAIIHOHHO-
TEJICKOMMYHUKAIIMOHHBIX CUCTEM U CETEeH;

- mojiepkanus OecriepeOoiHON paboThl MPOTPAMMHBIX U
MIPOTPaMMHO-AMIAPATHBIX, B TOM qrClie
KpUnrorpa@uuecknx CpeACTB 3amuThl HHPOPMAIMH B
WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHUCTEMax |
CeTHX;

- samuTtel uH@opmarmu ot HCJl u cnenuanbHBIX
Boszaeiicteuii B UTKC ¢ ucnonp3oBaHueM IMpOrpaMMHBIX
u IPOrpaMMHO-AIIMAPATHBIX, B TOM qucie
KpUINTOrpaduuecKnuX CpeACTB 3aLIUThl B COOTBETCTBUU C
PEABIBISIEMbIMA TPEOOBAHUSIMHU.

YMETH

- BBUIBISITh M OLEHUBAaTh Yrpo3bl 0O€30MacHOCTU
unpopmanuu B U'TKC;
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- HacTpaWBaTb W IPUMEHATh CPEACTBA  3AlLUTHI
uH(pOpMallMU B ONEPALMOHHBIX CHCTEMAax, B TOM YHCIE
CpEICTBa aHTUBUPYCHOM 3aLUTHI;

- MPOBOJUTH YCTAHOBKY M HACTPOWKY IPOTPAMMHBIX U
OpOrpaMMHO -  almapaTHbIX, B  TOM  YHCJE
KpUNTOrpapuuecKux CpeAcTB 3allUThl HH)OPMALIIY;

- TpPOBOIUTH KOH(MUTYPUPOBAHUE TMPOTPAMMHBIX U
IPOrpPaMMHO-AMNIaAPaTHBIX, B TOM qrcie
KpUnTOrpauueckux CpeAcTB 3alIUThl HHDOpMALINH;

- INpPOBOAUTH KOHTPOJIb IIOKa3arelaeil M Ipolecca
(YHKIIMOHUPOBAHUA TMPOTPAMMHBIX W IPOrpPaMMHO-
anmapaTHBIX, B TOM 4YHCIE KPUMNTOTpadhUIeCKUX CPE/ICTB
3alUThl UHPOpPMALUY;

- TIPOBOJMUTH YCTAaHOBJIEHHE IIpollecca U TMapaMeTpoB
(YHKIIMOHUPOBAHUS MPOTPAMMHBIX W IPOrpaMMHO-
anmnapaTHbIX, B TOM 4YHCIE KpUNTOrpaduyecKuX CpesiCTB
3alUThl UHPOpPMALUY;

- MpPOBOAUTH TEXHUYECKOE OOCIYKHBAHME U PEMOHT
IPOrpaMMHO-aMIapaTHbIX, B TOM qucie
KpUNITOTpaUueCcKUX CPEACTB 3aUIUThI HH(DOPMAIUH.

3HaThb

-BO3MOXXHBIE yIpO3bl 0€30MacCHOCTH HMH(POpPMALMK B
NTKC;

- CIOCOOBI 3aIUTHI uH(popManuu oT
HECAHKIIMOHUpPOBaHHOTO  jnoctyna  (manee-HCJ) wu
CHEeIMAJIbHBIX BO3JICHCTBUM Ha HEE;

-TUMOBBIE TPOTPAMMHBIE U TPOTrpaMMHO-aNNapaTHHIE
cpenctBa 3ammThl WHOpMAUU W MHGOPMAIIMOHHO -
TEJICKOMMYHUKAIIMOHHBIX CUCTEMAaX U CETSX;

- Kpunrorpaduyeckue CpelCcTBa 3aluThl HHGOPMAIUH
KOH(DHICHIIMAIEHOTO XapaKTepa, KOTOPbIe MPUMEHSIOTCS
B MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIX CUCTEMAX U
CeTHX;

- TOPSAAOK TECTHPOBAaHUS (PYHKIIMH TIPOrpaMMHBIX H
OporpaMMHO  —  ammapaTHBIX, B  TOM  YHUCJE
KpUnrorpadguyueckux CpeicTB 3alIUThl HH(DOPMAIUY;

- OpraHu3alMio W COJEp)KaHHe  TEXHUYECKOTO
OOCITy’)KMBaHHUS ¥ PEMOHTA MPOTPAMMHO — amiapaTHHIX, B
TOM 4YHUCJIE€ KpUnTorpaduyuecKux CpeACTB  3alUThI
uHdopMaIuu;

- TOPAOK W TIpaBWja BEIEHUSA DKCIUTyaTallMOHHOM
JOKyMEHTAIlMd Ha TMPOTPAaMMHBIE H TPOTPAMMHO —
anmapaTHple, B TOM YHUCJIE€ KpUNTOrpadUIeCcKUX CPENICTB
3aIUThl HHPOPMAIIHH.




1.3 KoaudecTBO 4YacoB, OTBOJHMOE HAa OCBOeHHE MPOGecCHOHATHHOTO
MOYJIst

Bcero gacos — 746

B TOM 4HCJe B (popMe NMpaKTUIECKOU MOAroTOBKH — 398.

N3 Hux

Ha ocBoeHne MJIK.02.01 — 272 gaca, B TOM 4HCJIE€ cCaMOCTOsITeIbHas paboTa —
32 yaca.

M/IK.02.02 —168 gacoB, B TOM 4ucje caMOCTOsiTeIbHas paboTa — 8 yac.

Ha TmpakTuku — 288 wacoB, B Tom umcie ydeOHyro — 108 wacoB u
npousBoacTBeHHYI0 — 180 yacos.

[IpomexxyTounas arrecranus — 18 gacos.



2 CTPYKTYPA U COAEPKAHUE TIPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1 Crpykrypa npogeccHoHAILHOr0 MOIYJIs

O06wem npodeccroHaIbHOTO MOTYJIS, aK. Yac.
Koz Cym- Pabora 00 7
npoheccHo Map- YUAIOIMIMXCS BO B3aUMOCHCTBUY C IIPENoIaBaTeieM Canoct ITpomex
AT HELX HaumenoBanus paznenos Lt O6yuenne no MJIK ’ yTOYHAas
’ PO eCcCHOHATHLHOTO I[TpakThku 01 aTTecTa
001X 00BeM B Tom uncie Tenb-
KOMITIETEHI] MonyJud Harpy3 Bcero | Jlabopatopubix | KypcoBbix | 3aueTHbie Ve6- Tpoms- Hast s
Hit KH, 9ac. W IPAKTUYECKUX pabor 3aHATUA pabota (oK3a-
3aHATUN (IpOEKTOB) Hast | BOJCTBEHHAA MCH)
IIK 2.1-2.3 | Pa3nen 1 IIporpammusie,
OK 01-04, | mporpammHoO-
OK 09 anmnapaTHble METObI
3a1uThl HH(OPMALIUY B 2792 240 66 20 2 - - 32 -
MH(POPMAIMOHHO-
TEJIeKOMMYHUKALMOHHBI
X CUCTEMaXx U CeTAX
K 2.1-2.3 | Paznmen 2
8§ 8;-04, Kpunrorpaduueckue 168 160 44 10 2 i i 8 i
METOJBI 3AIIUTHI
uHpopMauu
[1IK 2.1-2.3 | Y4eOHas npakTHka
OK 01-04, 108 108 - - -
OK 09
I1K 2.1-2.3 | IIpou3BoACTBeHHAS
OK 01-04, MpaKkTHKa 180 180 - -
OK 09
I1IK 2.1-2.3 | IIpomexyTouHas
OK 01-04, | arrecrammus (9K3aMeH) 18 - - 18
OK 09
Bcezo: 746 | 400 | 110 | 30 | 4 | 108 180 40 18




2.2 TemaTHYecKHii IVIAH U coJep:kaHue NpodeccuoHaibHOro moay.as (IIM)

HaumeHoBaHue pa3ie/ioB U TeM Conepsxkanue yueOHOro MmarepuaJia,
npodeccuonanbHoro moayJas (IIM), JIa0OpaTOpPHbIE M MPAKTUYECKHE 3aHATHSA, caMocTosITeJibHAsE | O0beM B yacax
MEKIMCIUITHHAPHBIX KypcoB (M/IK) y4eOHasi padoTa 00y4aImmnxcs, Kypcoasi padora (IIpoeKT)
Paznen IIM 1. TlporpamMmMmHbie, mporpaMMHO-aIapaTHbie METOAbl 3alIUTHI MHPOPMAlUU B MH(POPMALIUOHHO- 452
TEJIEKOMMYHUKAIITMOHHBIX CUCTEMAX M CETAX
MK 02.01. 3amura uHpopManuu B HHPOPMALMOHHO-TETCEKOMMYHUKAIMOHHBIX CHCTEMaX H CeTAX ¢ 457
HCNOJIb30BAHMEM MPOTPAMMHBIX M POTPAMMHO-ANNAPATHBIX CPEACTB 3AIUTHI
Tema 1.1 Oo6ecneuenue 0Oe3omacHoctu | Coaepxxanue yueOHOro MaTepuasia 28
ONePALMOHHBIX CHCTEM 1 [IpoGnembr  obecrnieueHusi OE30MACHOCTH  ONEPALMOHHBIX 9
CUCTEM.
2 [IoTHOCTBIO ~ KOHTPOJMPYEMBIE  CHUCTEMBI.  YacTH4YHO- 9
KOHTPOJIUPYEMBIE CUCTEMBI.
3 | OnepanmoHHbIe cCTeMBI Ha OCHOBE siipa NT. 2
4 OmnepalmoHHBIE CHCTEMbI Ha OCHOBE sipa Linux. 9
OmneparroHHbIe CUCTEMBI Ha ocHOBE sipa QNX,
5 TexHonoruu ayTeHTU(UKALIUHN. AyTteHTuduKaus, 9
aBTOpU3AIUs U AIMUHUCTPUPOBAHUE AEHCTBUI MOJb30BATEIIS.
5 Mertoasl ayrentudukanun. Ilapomu. PIN-xoasl. MeTombl 9
HAJIE’)KHOT'O COCTABJICHUS MTApPOJICH.
Crporas ayrentudukamus. OQHOCTOPOHHSS ayTEeHTU(DUKAITHS.
7 | JAByXCTOpOHHSS ayTeHTU(PUKaLIUS. MHuorodakTopHas 2
ayTeHTU(PUKALIHSL.
AnmnapaTHO-IpOTpaMMHBIE  CPEJICTBAa  WJACHTHUUKAIUA U
8 | ayrentuduxanuu. Tokenbl. Cwmapr-kapThl. BupTyanbHble 2
KJTFOUH.
9 Unentudukarmm u  ayTeHTUGUKAIME ~ OHOMETPHUUYECKUMHU 9
METOJJAMH.




10 | [IporpaMMHO-anmapaTHble MOAYJIH TIOBEPEHHOM 3arpy3KHu. 2

11 3agaun AIIM/I3. Bo3moxxnoctu AIIM/I3. Buasr AIIM/13. 5
ATIM/I3 KpuntoH —3aMOK CUCTEMHBIN aIMUHUCTPATOP.
N3ydeHne HacTpoeK cucTeMHoro agmuuucrparopa AIIM/I3.

12 | ATIMAI3 Kpunton —3amMoOK, HacTpOHKH TOJIB30BATEIS 2
ATIMJI3.
OrpannueHust JNEUCTBUI ToOb30BaTeNsd. VaeHTudukams.

13 | Kypnan peructpamuu coObiTHid. HacTpoWku 1EeTOCTHOCTH 2
cpenst AIIM/I3
CexkTopbl HaKONMUTENEW Ha MarHUTHBIX KECTKUX JUCKaX U

14 | TBepaoTenbHBIX HakonuTenen. Oonacts nmamsaTu. Maiis, mamnka, 2
KaTaJor.

IIpakTyeckue 3aHATHSA 10

1 | HacTpoiika JiokaapHOM moJuTHKH Oe3omacHoctr Windows. 2

2 | Hactpoiika n301upoBaHHON CpeJIb 2
AIIM/I3  KpunroH-3aMOK  HMHUIUAIHA3ALUS  CHCTEMHOIO

3 | aAMHHHCTpATOpa, WHUIMATU3ANMS TOJh30BaTENs, IPOBEpKa 2
L[EJTIOCTHOCTHU CPEbI

4 | HacTtpolika mporpaMMHbIE Cpe/IcTBa mu(poBaHus. 2

5 | BoccranoBnenne nHpopMaluy TUTIOBBIMHU CPEJICTBAMHU 2

JlabopaTopHblie 3aHATHS 4

1 N3yuenue  cpencts  uAeHTU(UKAIMM  ayTEeHTU(HUKAIUU 2
OTIEPAITMOHHBIX CUCTEM

9 UccnenoBanne  anmapaTHOTO — cpeAcTBa  IU(pPOBaHUS 9
HACTPOMKa, KCIUTyaTaIus

CamocrosiTesibHasi padoTa 00y4aroIMXcH 8

1 [IpoGnembr  oOecriedeHus:  OE30MACHOCTH  OTMEPAIMOHHBIX 9
cucrem WindowsXP. Windows 7. Windows8. Linux. QNX.

2 | Ayrentudukanus, apTOpu3alus M aJIMUHUCTPUPOBAHME 2
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I[eﬁCTBI/Iﬁ noab3oBaTelsl. TeXHoJoruu aYTGHTI/I(l)I/IKaHI/II/I.

3 | Tokensl. CmapT-KapThl. BupTyanbHble KIIOYH. 2

4 KomrmuiekcHas cucrema OpraHu3aliu YIPaBICHHUS JTOCTYIIOM. 2
Nuacramusiumsa. Hactporika.

Tema 1.2 Texnonoruu pasrpanndenus | Coxepxxanue y4eOHOro MaTepuaJia 46
AOCTYIA 1 ApXUTEKTypa MOJCUCTEMBI 3alHUTHl ONEPALMOHHON CHCTEMBbI 2

penaxiuu Server. Ocobernoctu OC penakmuu Server.

2 Bo3MoxHOCTH agMuHHCTparopa. Pa3rpaHndeHwe aocTyna K 9
00BEKTaM OIEepPallMOHHON CUCTEMBI.

3 Mopnenmn pocryna. JluckpenuoHHass Monenb. MaHnaTHas 9
Mozenb. Posn.

4 JlokanpHas mosiTUKa Oe3omacHocTu. HacTpoiika nokanbHOU 2
MOJIUTUKU O€30MAaCHOCTH.

5 AJIMUHUCTPUPOBAHNE ONEPALMOHHOU CHUCTEMBI. 2
W3ommpoBanHas mporpaMMHasi cpeza.

5 CnocoObl opranu3auuud. MeToibl IpUMEHEHHS. 9
ActiveDirectory.

v JlomeHnHnas monuThka Oe3omacHOCTH. HacTpoiika aoMeHHOM 5
MOJIMTUKU OE€30MACHOCTH.

8 KoMriekcHast cucreMa OpraHu3alyy YIPaBICHUS JTOCTYIIOM. 2
Nucranauus. Hactpoiika.

9 | Ayaut 6€30nmacHOCTH ONIEPAITMOHHON CUCTEMBI. 2

10 MeTtonbl MIPOBEICHHUS KOHTPOJIBHBIX MIPOBEPOYHBIX 2
Meponpustui. [IporpaMmHuble cpencTBa ayaura.

11 Orpannuenue JocTyna BHEIITHUX MI0JI30BATENEH. 9
Pasrpannuenue nocryna.

12 Ounprpanus Tpaduka. AnHanmuz wuHGopManuu. [lakeTHas 9
bunsTparms.

13 | ®ynkuun MexcereBbIX AKpaHOB. llocpegnuueckue QyHKIMM. 2

11




JlononHUTENBHBIE BO3MOXKHOCTH MO,

OcobOeHHocTH  (YHKIMOHUPOBAHUS MEXKCETEBBIX HKPAHOB.

14 Monens OSI. 2

15 | Dxpanupyromuii maprpytusarop. 11103 ceancoBoro ypoBHsi. 2

16 | [Mpukmaguoit mumro3. 111103 sSKcepTHOTO YpOBHSL. 2

17 | Cxemsbl 3aMThI Ha 0a3€ MEXKCETEBBIX IKPAHOB. 2

18 ITonntuka MEXKCETEBOI'0 B3aMOJICICTBHA. CxeMBbl 5
MOJKJIIoUeHus MDO.
[lepconanbubie u  pacmpeneneHneile  MD.  TIpobGiembr

19 2
6e3onacHoctu MO.

20 TectupoBanue MEKCETEBBIX HKpPaHOB. TpebGoBanus 9
nokaszaresen rectupoBanus. Kimacesr MO.

21 | TpeboBanust ®CTIOK k MD. 2

29 Cucrembl ypoBHs L2. ®@wibrpanms Ha ocHoBe Port Security. 2
be301macHOCTh KaHAJIBHOTO YPOBHS.

23 [Toctpoenue cererri Ha ocHoBe VLAN s pasrpanuyeHus 9
JIOCTYTIa K 00bEKTaM BHYTPH JIOKAJTLHOM CETH.

JlaGopaTopHble 3aHATHS 10

3 | Ananu3 mporpaMm HaJIe:KHOTO yajaeHus: nHpopmanuu 2

4 | Ananu3 cpeicTB apXUBUPOBaHUs HH(DOpMAIUU 2

5 AHanu3 NpOrpaMMHBIX CPEICTB PE3EPBHOIO KOMMPOBAHUA. 2
Hactpoiika RAID-maccuBoB

5 AHanu3 wuHcaiaepckoit uHbopmanuu. IIporpammer  cOopa 2
undopmaruu o 11K

7/ | AHaIM3 HACTPOMKH MEXKCETEBOI0 dKpaHa. 2

CamocrosiTesibHasi padoTa 00y4aroIMXcs 10

5 IIporpaMMmHoO-anmaparsple  MOAYJIM JOBEPEHHOW 3arpy3KH. 2
N3ydeHne HacTpoek cucteMHoro agmuuucrparopa AIIM/I3.

6 | Pazrpanmdenue qocTymna K 00beKTaM ONepaliiOHHON CUCTEMBI. 2
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OYHKIIMU MEXKCETeBhIX JKpaHOB. OrpaHuyeHue A0ocCTyna 2
7 | BHEIIHMX  TIOJIb30BaTEJICH. Pasrpannuenue  nocTyma.
OuibTpanus Tpaduka.
Ananus uHpopMaruu. [TakeTHas bunpTpanus. 2
8 | Ilocpennuueckue GyHkuuu. JomoTHUTENbHBIE BO3MOKHOCTH
MD.
9 [Tonutrka MEKCETEBOTO B3aUMOJICCTBUSL. Cxempbl 2
noakmoueHuss MO. IlepcoHanibHbie U pactnpeneaecHubie MO.
Tema 1.3 Oobecneuenne | Coaep:kanue yueOHOro MaTepuaJjia 38
uHpopmannoHHoit 0esonacHoctTu cerei. | 1 | [IpoGremsl nHGOpMaITMOHHOM O€301TACHOCTH CETEH. 2
OCHOBBI  TEXHOJIOTHH BHUPTYaJbHBIX Brenenue B ceTeBOM  MHQPOpPMAIMOHHBIM  OOMEH. 2
3amumeHHbIx cereii VPN 2 | Ucnonw3zoBanne cetn Mutepuer. Mogens ISO/OSI u crex
nporokosioB TCP/IP.
3 OGecneuenre  MHPOPMAIIMOHHOM  OE30MACHOCTH  CETEH. 2
Cnoco0bI o0ecnieueHus MHPOPMAITMOHHOM 0€30MaCHOCTH.
4 [lyTtn pemenus nmpo0iaem 3aluThl UHPOPMALIUU B CETAX. 2
KoHnenmumst mocTpoeHus BUPTYaJIbHBIX 3alIUIIIEHHBIX CETEH.
5 Hanexnass mnepemaya wuHGOpManuu 1O  HE3ANUIIICHHBIM 2
ka"anam cBs3u. [ludposanue.
6 | Ayrentuduxanus. Bepuduxarus. M30b1TouH0Ee KOTMPOBAHKE. 2
7 | VPN — pemienust 11 nOCTpOEHUS 3alIMIIIEHHBIX CETEH. 2
3 Buptyansnsie 3alUIICHHBIC CETHU. TynenupoBaHue. 2
WNHKancynsuus nakeTos.
9 | Crpykrypa naketa. CTpyKTypa 3alllMIIIEHHOT0 MaKeTa. 2
10 Bapuantst MOCTPOCHUS 3aIUIIEHHBIX KaHaJIOB. 2
Knaccuduxkanmus.
11 | 3amura Ha kKaHabHOM ypoBHEe. [Iporokonst PPTP, L2F, L2TP. 2
12 [Ipotokonsr  (GopmMupoBaHusi 3alIMIICHHBIX KaHAJIOB Ha 2

ceancoBoM ypoBHe. [Ipotokonsr SSL, TLS, SOCKS.
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3amura Ha CETEBOM YpOBHE. ApXUTEKTypa CpEICTB

13 oeszonacuoctu IPSec, AH, ESP.

14 3amura Ha npukiagHom ypoBHe. DHCP. DNS Sec. HTTPS. 2
Security mail protocol.

15 Opranmsanus ynanennoro nocryma. SSH, Telnet, RDP, pop3, 2
imap4, smtp, smb.

16 VYnopasnenue ugeHtTuuKanumein u - jgoctynom. CpeacTsa 2
yTPaBICHUS TIOCTYIIOM.

17 | Web-noctyn. Web-app. 2

18 | Ilpotokonsl PAP, CHAP,S/Key, SSO, Kerberos. 2

19 | Wi-fi cetu. Bluetooth cetu. WPA, WPA-2, WPA-3. 2

IIpakTH4YecKkue 3aHATHS 20

6 | Pabota ¢ KOHTPOJLHBIMH TOYKAMH B CHCTEMaX BUPYTATU3ALIUU 2

7 Pabora c nokanbHbIM XpaHwimmeM ceptupukatoB B OC 2
WINDOWS

8 | Ycranoska u Hactpoiika [10 eTokenPKIClient 2

9 Hactpoiika T1IO eTokenPKIClient ¢ momorpio rpymnmoBbIX 2
TIOJTUTHK

10 | PassepteiBanue TMS B cpene Active Directory 2

11 | Hactpoiika TMS B cpeae Active Directory 2

12 | HacTpoiika NCOIp30BaHUS BUPTYAJILHOTO TOKEHA 2

13 | Ucnonp30BaHue TOKEHA HA paboyeM MecTe aMHUHHICTpaTOpa 2

14 | YcranoBka u Hactpoiika CK3U «KpunrollpoCSPy 2
PaboTa ¢ koHTeIHEpaMH 3aKPBHITOTO KJIIOYA W cepTU(dUKATAMU 2

15
nob3oBaTens cpeacrBamu Kpunro I1po CSP

JlabopaTopHblie 3aHATHS 16

8 HccnenoBanne pabOThl CHUCTEM  BHPTyalu3alldd W C 2
BHUPTYaJIbHBIMUA MaIlIMHAMU

9 | AHanu3 UCNIOJIB30BAaHUE BHEIIHUX YCTPONCTB B UCTIOJIb30BaHUE 2
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Pa3JIMYHBbIX CUCTCM

10 | Ananu3 pabotsr SecretDisk4 2

11 | Anamm3 pabotsr SecretDisk Server NG 2

12 | Mzydyenne ocHoBHbIX Bo3moxkHOcTel [10 VipNetClient 2

13 | Mzyuyenne Hactpoek [TOVipNetClient 2

14 | U3yuenue Bo3mosxkHocteil 110 JlemoBas moura 2

15 | Ananu3 HacTpoMKu moUTHK TMS 2

CamocrosiTesibHAs pa0d0Ta 00yYAKIIMXCH 8

10 | 3amura Ha KaHabHOM ypoBHe. [IpoTokonsIPPTP, L2F, L2TP. 2

11 [Ipotokonsr (opMHUpOBaHMS 3alMIICHHBIX KaHAJIOB Ha 2
ceancoBoM yposHe. [Ipotokonsr SSL, TLS, SOCKS.

12 3ammTa Ha CETEBOM YpOBHE. ApXUTEKTypa CpEACTB 2
oe3omacHoctu IPSec, AH, ESP.

13 3ammra Ha  mpukiIagHoMm  ypoBHe.  [IpotokonbsiPAP, 2
CHAP,S/Key, SSO, Kerberos.

Tema 1.4 Texnonoruun oOHapy:xenusi | Coaepxxanue yueOHOro MaTepuajia 22
BTOPKEHUI 1 TexHonorus oOHapyxeHus artak. KoHIeENus aganTUBHOTO 2

yrpaByieHHs 0€30MaCHOCTHIO.

2 TexHomoruss aHanu3a 3amuuieHHocTH. CpelncTBa aHanu3a 2
3alTUIIEHHOCTH CETEBBIX MPOTOKOJIOB U CEPBHCOB.
CpenctBa aHayiv3a 3alIUIIEHHOCTH OMEPAIMOHHON CHCTEMBI. 2

3 | Obmue TtpeOoBaHUS K BBHIOMPAEMBIM CpPEICTBAM aHAJIM3a
3aIUIIEHHOCTH.

4 CpenctBa oOHapyXeHHs CETEBbIX aTak. MeToasl aHanu3a 2
ceTeBOI MHGOPMAIIHH.

5 Knaccudukanus cuctem oOHapykeHus aTak. KOMIOHEHTHI U 2
apXUTEKTypa CUCTEMbI OOHAPYKCHUS aTak.

6 Oco0eHHOCTH CcHCTeM OOHapy)XeHUs aTaKk Ha CETeBOM H 2

ONEPAIMOHHOM YPOBHSIX.
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7 | MeTobl pearupoBaHusi Ha CETEBbIC ATAKH. 2

8 | O630p COBpEMEHHBIX CPEICTB OOHAPYKEHUS aTaK. 2

9 TexHnonoruu 3ammTsl OT BUpYcOoB. KommbioTepHble BUPYCHI U 2
po0JIeMbl AHTUBUPYCHOM 3aIUTHI.

10 Krnaccudukaiys KOMIbIOTEpHBIX BUPYCOB. JKU3HEHHBINA ITHKIT 2
BHUPYCOB.

11 OCHOBHBIE KaHajbl PAcHpPOCTPAaHEHUS BHUPYCOB M JIPYTUX 2
BPEJOHOCHBIX MTPOTPaMM.

JlabopaTopHble 3aHATHS 4

16 | U3yuenue cpencTB OOHAPYKEHHUS aTaKk 2

17 | U3yueHue aHTUBUPYCHBIX TPOTYKTOB 2

CamocrosiTesibHas pa0d0Ta 00y4YAIOIUMXCH 2

14 TpeboBanus mokazareneid TectupoBanus. Kiaccer MD. 2
TpeboBanuss ®CTIOK k MO.

Tema 1.5 Meroasl ynpasiaenusi | Coaepxanue yaeOHOro MaTepuajia 18
CpeJACTBAMU 3alIUTHI 1 | Meroas! ynpaBiieHHs CPEJCTBAMU CETEBOM 3aIlIUTHI. 2

2 | 3ajmaum ynpaBleHUsI CUCTEMOM CETEBOM 3aIIUTHI. 2

3 | ApxuTekTypa yrpaBieHUs CPEJACTBAMU CETEBOM 3alTUTHI. 2

4 OYHKITMOHUPOBAHUE CHCTEMBI  YIIPABICHUS  CPEIACTBAMHU 2
3aIUTHI.

5 | Aynut 6e30nacHOCTH HHPOPMALIMOHHON CHCTEMBI. 2

5 Monutopunr  6e3omacHOCTH  cUCTeMbl.  [IporpamMmHbIe 2
CpEICTBA MPOBEACHUS ayIUTa OE30MaCHOCTH.

7 | O630p COBpEMEHHBIX CUCTEM YMPABJICHUS CETEBON 3aIUTOM. 2

8 | Kitaccudukaiys cHCTEM 3aIlHTHhI. 2

9 | IlepcrieKTUBHI M TCHJICHIIMHA B PA3BUTHH CHCTEM 3aITUTHI. 2

JlabopaTopHble 3aHATHS 2
HccnenoBanue CHCTEM yIpaBICHHUS CpEIICTBAMH 2

18

neHTpanuzoBanHoi 3amuTel OSSIM
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CamocrosiTesibHAs pa0d0Ta 00yYAKOIIMXCSH

N

15

cDyHKHI/IOHI/IpOBElHI(IG CHCTCMBI YIPABJICHUA CpcaACTBaAMH
3aIlIUThBI.

N

16

Ayaut 6e30macHOCTH UHOOPMAITMOHHON CUCTEMBI.

N

KypcoBoe npoekTupoBanue

O0si3aTesibHbIE ayAUTOPHbIC yueOHbIC 3aHATHS M0 KYPCOBOMY

npo

eKTY

N
o

Bsenenne. Brigaua 3a1anmii.

AHanu3 ocTaBJICHHOMN 3aJa4H.

Ananus u BBI60p BO3MOJXHBIX pemeHHﬁ.

CocraBneHus IICPCYHA 3TAIIOB p33pa6OTKI/I.

AHann3 MexaHu3MOB 3alIUTHhI.

Ananus CYHICCTBYIOIIUX YI'PO3 ITIOCTABJICHHBIX 3a14a4.

AHanu3 Tpe0yeMbIX KOMIIOHEHTOB.

[IpoekTrpoBaHNE MOJENIH YIPO3.

OO NO|OTPBAWINF-

HacTtpoliika KOMITOHEHTOB 3aIUTHI.

[EEY
o

KonduryprupoBanue moibpb30BaTeIbCKUX 3a/1a4.

NININININININININIDN

I[IpumepHas TeMaTHKA KypPCOBBIX
NPOEKTOB

Conep:kaHue NPUMEPHBIX TeM KYPCOBBIX IPOCKTOB

1 | Mogens yrpo3 HCJ Ha npeanpustuu

2 [IpoBenenne knaccudukauuu AC u CBT no TtpedoBanusim
OCTOK Ha npeanpustun

3 [Tposenenne knaccudukammu 110 no Tpedboanusim @PCTIK Ha
MPEANPUITUN

4 [IpoBenenne kinaccudukanmu MD no tpedoBanusim OCTIK
Ha MPEANPUATUN

5 [Toctpoenue monenu Hapymutens no Tpedboanusim OCTIK
Ha TPEANPUATHN

6 [Toctpoenue Moaenu HapymwuTens 1o tpedoBanusm PCh Ha
IPEANIPUATHN

7 | Mogens yrpo3 6e3omacHoctu MC mepcoHaNbHBIX JTaHHBIX HA
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PEeANPUITUN

8 | KommiekcHas Mojienb 3alMThl MH)OPMAIMU Ha NPEITPUSTUH.
Onenka 3(Q¢GEeKTUBHOCTH CYHIECTBYIOUIUX MPOTPAMMHBIX U

g | MPOTPaMMHO-aNNapaTHBIX CPE/ICTB 3AUIUTHI uHdopmaIm ¢
MPUMEHEHUEM  CICIUAIN3UPOBAHHBIX ~ MHCTPYMEHTOB U
METO/IOB (MHIWBUIyAJILHOE 33/IaHNC)

10 O030p W aHanM3 COBPEMEHHBIX MPOrPaMMHO-AIIAPATHBIX
CPEIICTB 3aMThl HHGOPMAIH (MHIUBUIYATHHOE 3a/TaHIE)
Br160p onTuMagbHOTO CpeicTBa 3aluThl THGOPMAIIMU UCXOIS

11 | u3 merommueckux pekoMmenmaruii P®CTOK u wumerommxcs
MCXOJIHBIX JAHHBIX (MHANBUIYabHOE 3a]JaHUEC)
[IpumeHnenne mTpPOrpaMMHO-AINIAPATHRIX CPEJICTB  3allUThI

12 | unopManui OT Pa3IUYHBIX TUIIOB YIPO3 Ha MPEANPUITUU
(MHAMBUTYATBLHOE 33/IAHKE)

13 [IpoGnema 3amuThl MH(GOpPMAIMU B OOJAYHBIX XPaHWIMILAX
nanubix 1 [1O/lax

14 | 3amura cpen BUpTyaIu3aiu.

3aueTHOe 3aHsATHE 2
Y4yeOHasi npakTHKa mo pasgeny 1 Buabl pador 72

1 | Pa3zpaboTka KOHIIETIIMHY WHKEHEPHOU 3alUThl HHOOPMAITUH. 2

2 | IloctpoeHne MaTpHIIBl TEXHHYECKUX YTPO3 00BEKTA. 2

3 HccnenoBanre METOAOB M CIIOCOOOB HECAHKIIMOHMPOBAHHOTO 2
ChEMa CHUTHAaJIA.

4 HccnenoBanre METO0B W CIIOCOOOB JKPaHUPOBAHUS CPEJIbI 2
nepeaun JaHHBIX.

5 HccnenoBanre METOMOB U CIIOCOOOB DKPAaHUPOBAHUS CPEICTB 2
00paboTKM 1 XpaHeHUs] HHOPMAIIHH.

6 Pa3paboTrka Moaenw IMOJACHCTEMBI 3aIUThl MHGOPMAIUH OT 2

Cb€Ma CUIrHajJIa HAaBOJKH.
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Pa3paboTka MoaenH MOJACUCTEMBI 3aIUThHI CPEJICTB 00pabOTKH

! nH(}OpMAIUKU C TPUMEHEHHEM TEXHOJIOTHUHU SKPaHUPOBAHUS

8 N3yyeHue MeETOI0OB U CHOCOOOB CO3/IaHUSI TEXHUYECKUX
KAHAJIOB YTEUKU MHGOPMALIHH.

9 Pa3paboTka mojenu mporiecca 3alIMThl aKTUBOB OT YTEUKH
uH(GOpPMaIIMU IO TEXHUYECKUM KaHaJaM.

10 PaspaboTka mnaHa BBOJAa B OKCIUTyaTalldi0  CHCTEMBI
WH)XCHEPHO-TEXHUYECKOM 3aluUThl HHQOpMauu OOBEKTa.
O3HakoOMJIEHHE C MPaKTUYECKUMHU METOIaMH

11 IPOTUBOJIEUCTBUSA HaOJII0JCHUIO u OCHOBHBIMHU
XapaKTepUCTUKaMH CpPEICTB U CHUCTEM MPOTUBOACUCTBUSA
Ha0JII0ICHUIO.

19 PabGora co cpeactBaMM U CUCTEMaMHM IPOTHUBOACHCTBUS
HaOJII0ICHHIO.

O3HaKOMIIEHHE C METOJaMu U CHoco0amMu MPOTHUBOAECUCTBUS

13 | mpomeccy yreukn wuHpOpMAIMM O aKyCTHUYECKOMY U
BUOPOAKYCTHUECKOMY KaHAITY.

Pabora co cpeacTBamu TPOTHBOIAEHCTBHUS TPOIECCY YTEUKH

14 | uadopManuu MO aKyCTHYECKOMY M BHOPOAKYyCTHYECKOMY
KaHaly.

O3HakOMJIEHME C METOJaMHU M CpeICTBaMU IepexBaTa

15 | undopmanuu U BIpabOTKa MEXaHNU3MOB 3aIIUTHI OT TIEpeXBaTa
uHdOopMaIuu.

16 Pabora ¢ MexaHW3MaMu 3alUTHl CPEAbl Tepeaayn JTaHHBIX OT
nepexsara HHGOpMaIuu.

17 | O3HaKOMJIEHUE CO CIOCO0AMHM peaTn3alii OXPAHHbBIX CUCTEM.

18 CocraBneHue KOHICTIIUMA YIPaBICHUS PHCKaMU B OO0JacTH
nH)OPMAITMOHHON O€30MaCHOCTH MPEIPHUSITHS.

19 | PaGoTa c mporpaMMHBIMU CPEACTBAMHU aHAIN3a PUCKOB.
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20 | CocTaBieHue MaTPUIIbl YTPO3 JJIsl IPEATIPUSITHUS. 2

21 | Pa3zBepThiBaHME CUCTEM OOHAPYKEHUSI BTOPKEHUH. 2

22 | KondurypupoBaHue cCUCTEM 0OHAPYKCHHS BTOP)KECHUMH. 2

23 Hactpoiika  cuctem  OOHapyKe€HHs  BTOPXKEHHH IS 2
0OHapYy>KCHHsI CETEBBIX aTaK.

24 CocraBneHue MONMUTHKY 0€30ITaCHOCTH NMPEANPUATUS C YUETOM 2
paboTHI CUCTEM OOHAPY>KEHUSI BTOPKECHHI.

25 | TectrupoBaHus anmnapaTHBIX MEXKCETEBBIX SKPAHOB. 2

26 | TecTupoBaHUsI IPOTPAMMHBIX MEKCETEBBIX IKPAHOB. 2

27 | HacTpoiika nepcoHaJIbHBIX MEKCETEBBIX HIKPAHOB. 2

8 Hactpoiika ¥ KOHQUI'YpUpOBaHHE MEXKCETEBBIX SKpPaHOB B 2
cetsix SOHO.

29 Hactpoiika ¥ KOHQUI'YpHUpOBAaHHE MEXKCETEBBIX SKpPaHOB B 2
CPEJTHUX CETSIX.

30 MonennpoBanue paOOTbl MEKCETEBBIX JKPaHOB B KPYIHBIX 2
CeTsIX.

31 MojenrpoBaHie 3alUIIEHHBIX KaHAJIOB CBSI3U B Pa3IMUHbBIX 2
CeTsIX.

32 Opranuzanusi npoiecca MOCTPOSHUS 3alllMIICHHBIX KaHaJIOB 2
CBSI3M B Pa3JIMUHBIX CETSIX.

33 Hactpoiika MexaHu3MOB 3alluThl (aillioBbIX cUCTeM U 0a3 2
JTAHHBIX.

34 Hacrtpolika pa3snuuHbIX MEXaHW3MOB 3aIUTHI AJIEKTPOHHOMN 2
MOYTHI B CETH NPEANPUSATHSI.

35 MopaenupoBanue TmojcucTeM oOecrnedyeHuss 0e30MacHOCTH 2
uH(GOpMaIlMU OT HECAaHKIIMOHMPOBAHHOIO JOCTYTIA.

36 O3HakOMJIEHHE,  MOJAKJIIOUYEHHE,  HACTpOilka  CHUCTEMBI 2

PE3EePBHOIO KOIMUPOBAHUS
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IIpousBoaCTBEHHAsSI MPAKTUKA
pa3nena 1

Buabi pador

O3HakOMJICHHE CO CTPYKTYpOW MpEANpUATHs, BBOJHBIN

L WHCTPYKTaX 10 TEXHUKE O€30MMaCHOCTH U OXPaHEe TPYa.

5 BreisiBnenne  yrpo3  Oe3omacHocTH  MHpOpMAIMM  Ha
3aIUIIAEMOM OOBEKTE.

3 Ornenka yrpo3 0e30macHOCTH HWH(pOpMAIMK Ha 3alIUIAEMOM
00BEKTE.

4 BrisiBIeHHE BO3MOMKHBIX TEXHWYECKHX KAHAJIOB  YTCUKHU
nH(OpMAIMU Ha 3alTUIIAeMOM OOBEKTE.

5 OrneHka BO3MOXKHOCTEHM yTeukr MHGOPMAIIK TT0 TEXHUYECKUM
KaHaJlaM Ha 3aIMIaeMOM OOBEKTE.

5 [IpuMeHeHre TeXHUYECKUX METOOB 3allUThl HH(POpMAIIUK Ha
3aIMIIAeMOM OOBEKTE.

7 [IpuMeHeHne TEXHUYECKUX CPEICTB 3allUThl WH(OpPMAIIUU Ha
3aIMIIAeMOM OOBEKTE.

8 | Ucnonb3oBaHue CpesiCTB OXpaHbl OOBHEKTOB.

9 | Mcnonb3oBaHue cpesicTB 0€30MACHOCTH OXPaHbl 00 BEKTOB.

10 Hcnonp3oBanne  CpeiCTB  MHXKEHEPHOM  3alUThl  Ha
3aIMIAEMOM OOBEKTE.

11 Hcnonp3oBanne  CpeicTB  TEXHUYECKOM  OXpaHbl  Ha
3aIMIIAeMOM OOBEKTE.

12 OcyImiecTBIeHHE YCTAaHOBKM TEXHHUYECKHUX CPEACTB 3alllUThI
nH(OpPMAITMHU Ha 3alTUIIAeMOM OOBEKTE.

13 OcymiecTBIeHHEe HACTPONKH TEXHUYECKHX CPEACTB 3alllUThI
nH(OpMAITUHU Ha 3alUIIIAeMOM OOBEKTE.

14 OcymiecTBieHne  OOCTY)KMBAHUS ~ TEXHUYECKHUX  CPEICTB
3amuThl HTHGOPMAIIMK HA 3alUIIAEMOM O0BEKTE.

15 Ocy1ecTBIeHHE YCTAHOBKHU CPEJICTB OXPAaHBI HA 3aIUIAEMOM

00BEKTE.

108
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PemeHrue 4YacTHBIX TEXHUYECKHUX 3aa4 IIpu aTrTeCTalluu

16 CPEJICTB Ha 3alllMIIaeMOM OOBEKTE.
Pemienrie 4YacTHBIX TEXHUUYECKUX 3ajlad TP aTTeCTalluu

17 | cpenctB oOecrieueHuss OE30MACHOCTH Ha  3alllMIAEMOM
00BEKTE.

18 Pemenne dYacTHBIX TEXHWYECKHMX 3aJad TMPU aTTECTAIlUU
ITOMEIIEHUI Ha 3alllAIIaeMOM OOBEKTE.

19 OcyiiecTBiieHHEe HAaCTPOWKH OOOPYIOBAaHUS CPENCTB 3allUThI
Ha 3aIIMIIIa€EMOM OOBEKTE.

20 OcymiecTBieHHEe  PETYJIUPOBKH  OOOPYJIOBaHUS  CPEJICTB
3allATHI HAa 3aIIMIIIaeMOM OOBEKTE.

21 Ocy1iecTBiieHHE MPOPHITAKTUIECKUX pabor TUISt
000pyT0BaHUs CPECTB 3aIIUTHI Ha 3aITUIIIAEMOM O0OBEKTE.

29 OcyliecTBIEHNE HACTPOMKHU CPEJICTB OXPaHbI HA 3aIIHUIIAEMOM
00BEKTE.

23 OcymecTBieHne  OOCTYXHUBaHHMS ~ CPEJICTB  OXpaHBl  Ha
3alIMIIIaeMOM OOBEKTE.

24 Pa3paboTrka pekomMeHAaInMii MO BHEIPECHUIO TEXHHUYCCKUX
CPEJICTB 3aIlMThI HA 3aITUIIIAEMOM OOBEKTE.

o5 Brinenenne Ha mOpeanpuUITHH TOMENIEHWH YYacTBYIOIIMX B
IpoIIeccax XpaHeHMs 3alUIaeMo HHGOPMAaIIUH.

26 Brinenenre Ha TpeAnpUATHH TOMEIICHWHA, YYacCTBYIOIIHUX B
npoiieccax o0pabOTKU 3anunaeMon naopmamm.

97 Breinenenne Ha NpeAnpHsITHH TOMEIIEHUH YJYacTBYIOIIHUX B
mpolieccax J0CTyna K 3alunaeMoil HHGOPMAIIHH.

28 Hcnonp3oBanne MpaBoOBOM JOKYMEHTAIIMU B OOJACTH 3aIllUThI
nH()OpPMAIUU OTPAHUYCHHOTO JTOCTYIIA.

29 Hcnonp3oBaHne HOPMATUBHBIX JOKYMEHTOB B  00JacTu

3amuThl HHGOPMAIIMKA OTPAHUYEHHOTO JTOCTYTIA.
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VYuactue B paborax 10 obOecrieueHur0 0e30MacHOCTH

30 | BBIAEIIEHHBIX IIOMEIICHUH, 00pabaThIBaIOIITNX
KOH(PUIESHIIUAIBHYIO HH()OPMAIIHIO.
VYyactue B paboTax IO MPOSKTUPOBAHUIO, BHEAPEHUIO U
31 | skcruTyaTanM BBIJICIICHHBIX IOMENIEHUM, 00padaThIBAIOIINX
KOH(QUICHIMAIBHYIO HHPOPMAITHIO.
Yyactrie B paboTax MO MPOCKTUPOBAHHIO, BHEAPEHUIO U
32 | aKcruTyaTanuu pabounx MECT, 00pabaThIBAIOIITIX
KOH(HICHIIMAJIbHYIO HH(DOPMAIHUIO.
VYyactue B paboTax MO MPOEKTUPOBAHUIO CPEJACTB aHaU3a
33 | aeMeHTOB 0€30MacHOCTH Pabouyux MeCT, 00pabaThIBAIOLIUX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
VYyactue B paboTrax 1O BHEIPEHUIO CPEACTB aHajIu3a
34 | oneMeHTOB 0€30MaCHOCTH Paboyux MeCT, 00pabaThIBAIOLIUX
KOH(pHICHIIMAJIbHYIO0 HH()OPMALHUIO.
Yyactie B paboTax 1O OKCIUTyaTalldd CPEACTB aHaIm3a
35 | aneMeHTOB 0e30macHOCTH pabounx MecT, 00pabdaThIBAIOIIMX
KOH(HIeHIIMAJIbHYIO HH(DOpMAIHIO.
Yyactrie B paboTax IO MPOCKTUPOBAHHUIO CPEICTB aHAIM3a
36 | peMeHTOB OE30IMMacCHOCTH ITOMEIICHHH, 00padaThIBAOITUX
KOH(HIeHIIMATbHYIO0 HH()OPMAITHIO.
VYyactue B paboTax BHEIPEHUIO CPEACTB aHAIM3a JIEMEHTOB
37 | 6e30macHOCTH IMOMEIIECHUH, 00pabaThIBAIOIINX
KOH(HICHIIMATbHYIO WH()OPMAITHIO.
Yyactie B paboTax IO OKCIUTyaTalldd CPEACTB aHaImM3a
38 | omeMeHTOB 0€30MACHOCTU TMOMELIEHUH, 00padaThIBAIOIINX
KOH(HIeHIIMAJIbHYIO HH(DOpMAIHIO.
39 Yyactre B paboTax MO MPOEKTHPOBAHUIO CPEICTB KOHTPOJIS

AJIEMEHTOB OE30IMaCHOCTH ITOMEIICHMM, 00padaThIBAOITUX
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KOH(PHUIESHIIUAIBHYIO HH()OPMAIIHIO.

Yyactne B pa60TaX II0 BHCAPCHUIO CPCIACTB KOHTPOJIA

40 |»sneMeHTOB 0€30MacHOCTH IOMEIICHHM, 00padaThIBAIONIUX
KOH(PHUIESHIIUABHYIO HH)OPMAIIHIO.
Ydactue B paboTax MO SKCIUIyaTallud CPEJICTB KOHTPOJIA
41 | snemeHTOB 0€30MacHOCTH TMOMEIIEHUHN, 00padaThIBAIOIINX
KOH(QUICHIMAIBHYIO HHPOPMAITHIO.
Ydactue B paboTax Mo MPOEKTUPOBAHUIO CPEACTB KOHTPOJIS
42 | snemeHTOB Oe30macHOCTH paboumx MecT, 0OpadaThIBAIOIINX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
VYyactue B paboTax MO BHEIPEHUIO CPEACTB KOHTPOJIS
43 | aieMEeHTOB 0€30MacHOCTU pabouux MecT, 00padaThIBAIOIIUX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
Ydactne B paboTax JKCIUTyaTalldd CPEACTB  KOHTPOJIS
44 | aneMeHTOB 0€30MacHOCTH padouMx MecT, 00padaThIBAIOIINX
KOH(HICHIIMAJIbHYIO HH(DOpMAIHUIO.
Yyacte B  paboTrax 1O  MPOCKTUPOBAHHUIO  CPEICTB
45 | 6e3zonacHOCTH NOMEIICHHUI U pabounx MECT,
00pabaThIBAIOMIMX KOH()HICHINATBbHYIO HH()OPMAIHIO.
Yyactue B paboTax BHEAPEHUIO CPEICTB O€30MacHOCTH
46 | moMeleHu " pabounx MECT, 00pabaThIBAIOITNX
KOH(HIeHIIMATbHYI0 HH()OPMAITHIO.
Yyactue B paboTax peanu3alud CpeacTB 0€30MacHOCTH
47 | noMeleHu u pabounx MECT, 00pabaThIBaIOIINX
KOH(HICHIIMATIbHYIO0 HH()OpMAIHIO.
IIpoBeneHre TUMOBBIX ONEpPALIM HACTPOUKHU CPEACTB 3ALLUTHI
48 | omepallMOHHBIX CHUCTEM ISl TOMEIICHUM, 00padaThIBaIOIIUX
KOH(HICeHIIMAIbHYIO HH()OPMAIHUIO.
49 | Vyactme B paborax 10 oOecreyeHHro 0e30MacHOCTH
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BBIJICJIEHHBIX pabounx MECT, 00pabaThIBaIOIINX
KOH(PHUIESHIIUAIBHYIO HH()OPMAIIHIO.

Opranuzamusi 0e30macHOrO JocTyna K HMH(POPMAIMOHHBIM
pecypcam UH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM

S0 CUCTEMBI: TPOBEJCHUE YCTAHOBKHM MPOTPAMMHO-AMNMapaTHBIX
CPEICTB 3aIUTHl HHPOPMAIIHH.
[IpoBeneHrEe TUNIOBBIX ONEPALMN HACTPOMKHU CPEACTB 3aLUTHI
51 | omepalMOHHBIX CHUCTEM JIsi pabOUnX MECT, 00padaThIBAIOIINUX
KOH(HICHIIMAJIbHYIO HH(DOPMAIHUIO.
Opranuzanusi 0€30MacCHOTO JOCTyNa K HH(OPMALMOHHBIM
5o | Pecypcam I/IH(bopMauHOUHHo-TeﬂeKOMMyHHKauHOHHOﬁ
CUCTEMbI: TNPOBEACHUE HACTPOMKU THUIIOBBIX HIPOrpaMMHO-
anmnapaTHbIX CPEJICTB 3aIUTH HHHOPMAIIHH.
OobHnapyxeHue U 00e3BpexKUBaHUE paspyLIarommx
53 | mporpaMMHBIX BO3ACUCTBUN C HCIIOIH30BAHHEM MPOTPAMMHBIX
CPEJICTB.
54 | O6061eHne Matepuana, ohpoOpMICHUE OTUETA.
Pa3nen IIM 2. Kpunrorpadudeckue MeTOAb! 3alTUTH HHPOPMAITUH 276
MK 02.02.Kpunrorpaduyeckas 3amura uHpopmanuu 276
Tema 2.1. OcnoBbl kpunrorpapuueckux | Coaepxxanne yueOHOro MaTepuajia 30
METO/0B 3aUTHI HHpopMaHU 1 | CpoiicTBa nHMOOPMAITMOHHON OE30MaCHOCTH. 2
2 CaoiicTBa nH(pOpMaAIIMOHHON 0€30MacHOCTH, 00ECTIEYUBAEMbIC 2
KpUnTorpaguuecKuMy METOJaMH 3aIUTHl HHPOPMAITHH.
3 Buaer arak. CinyxObl  0€30MaCHOCTH W MEXaHU3MBbI 2
JIOCTHKEHHS TPEOYEMOTO YPOBHS 3aIIUIIICHHOCTH.
4 Kpunirorpadpuueckue metonpl. [lludposanue. Koamposanue. 2
Creranorpadus.
5 | Cxarue. MatemaTuka kpunrorpadum. 2
6 | bunapusie oneparu. ApudmeTrKa 1eIbIX YHCell. 2
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7 | MonynbHas apudmeTrka. MaTpuiipl. 2
8 | Jluneiinoe cpaBHenue. TpaauiimoHHblie MUGPHI IEPECTAHOBKH. 2
9 [udpsr nepecranoBkr. OAHO W JBYX HaIpaBJCHHbIE. 2
[Torounsie 1 OJ09YHBIC MIHUQPHI.
10 | Mexanuzanus mmdpoBanus. TpauiMOHHbIE (PP 3aMEHBI. 2
11 Mudpper  3amensl. udpsr  MHOrOan(haBUTHON  3aMEHBI. 2
YacTOTHOCTH CHMBOJIOB.
12 | Kpunroananus. Ataka rpy0oii cuiibl. YacTOTHBIN aHaAIM3. 2
13 | Ataka no o6pa3iry. ATaka 3HaHUSI KUCXOJTHOTO TEKCTA . 2
14 | KomnsiorepHoe mudpoanue. Kogosas tabauia ASCII. 2
15 AnreOpanueckue  CTPYKTYpbl: TPYMIbI, KOJbLA, TOJS. 2
I'eneparop nmaponen.
IIpakTHyecKue 3aHITHUS 10
1 | [IpumMeHeHne MeToA0B U(POBAHUS TEPECTAHOBKON 2
2 | llpumeHeHune MeTOIOB MH(PPOBAHUS 3aMEHON 2
3 [Ipumenenue MeTonoB  mudpoBaHUsS  MHOTOAI(aBUTHON 2
3aMEHbI
4 | IlpumeHeHne KOMITBIOTEPHOTO MUGPOBaAHUS 2
5 [IpumeHnenne  cTeraHorpaU4YecKux  METOJOB  CKPBITHS 2
uH(popmaImn
JlaGopaTopHble 3aHATHS 6
1 | Ananus OunapHoi apudmetnku. MonynbHas apudmeTrka 2
2 | AHanu3 MEeToJI0B KpUIITOAHAIN3a IEPECTAHOBKHU 2
3 | Ananu3 MEeT0I0B KpUIITOAHAIN3a 3aMEHBI 2
CamocrosiTesibHbIE PA00THI 2
1 | ATaka 3HAHHS HCXOIHOTO TEKCTA. 2
Tema 2.2. CoBpemennblie ctraHaaptsl | Coaep:xxanue yueOHOro MaTepuasia 32
mudpoBanus 1 | Cummerpuunoe mudposanue. Cetn Daiicens. 2
2 | Crangapt mudposanus nanaeix DES. Crpykrypa DES. 2
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Anamm3  DES.  MmuorokpatHoe — npumenenue — DES. 2
3
bezonacHocts DES.
4 VYcoBepiieHCTBOBaHHBIM  cTaHgapT  mmdpoBanus  AES. 2
Crpyxtypa AES. Pacupenue kimtouent 128/192/256.
5 | Ananus 6e3omacHoctu AES. 2
6 Poccuiickue  cTaHAapThl  CUMMETPUYHOTO  IH(pPOBAHUS. 2
Crpykrypa TOCT 28147-89.
7 Pexumbr  mmdpoBanus  ['OCT  28147-89.  Amnamms 2
6e3onacHoctu ['OCT 28147-89. 'OCT P 34.12-2015.
8 [IpobGnema  pacnpenesneHuss — KJIOUYEH  CUMMETPUYHOTO 2
mndpoBaHusl.
9 Anroput™  [uddu-Xenmana. VYrpaBieHne — KIHOYaMHu. 2
Kerberos.
10 | AcummetpuaHoe mmdposanue. [IpocTeie yncia u ypaBHEHHS. 2
11 | Paznoxenne Ha MHOKkHTEemd. RSA. Teopema 00 ocTaTkax. 2
12 Bo3Bengenue B crenenbp u sorapudmsl. Kpunrorpaduueckas 2
cucrtema Jib-1"amans.
Kpunrocucrembl Ha OCHOBE METO/A AIIIUITHUYECKUX KPUBBIX. 2
13
OHIT.
14 Poccuiickue cTaHmapThl aCMMMETPUYHOTO  IHU(POBAHUA. 2
['OCT 34.10-94. TOCT P 34.10-2001
15 Poccuiickue ctanaaptel acummerpuydoro mudposanus ['OCT 2
P 34.10 -2012.
16 | bezonacHOCTh aCUMMETPHUYHBIX AJITOPUTMOB. 2
JlabopaTopHble 3aHATHS 4
4 Uccnenoanne anroputma [uddu-Xenmana. Opranuzarus 2
JITOPUTMa Mepeavu CUMMETPUYHOTO KITH04a
5 UccnenoBanre AcuMMmeTpuyHoe muUppoBaHUE. AJITOPUTM 2

pa3JIOKCHUA TNPOU3BCACHUA ABYX IIPOCTBIX YHMCCI HaA
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‘ MHOXKHTCJIN

CamocrosiTesibHAs pa0d0Ta 00yYAKOIIMXCH 6
2 | Crangapt mmdpoBanus qanubeix DES. 2
3 | YipasieHue kiodamu, ucnoiib3yst Kerberos. 2
4 | Acummerpuunoe mugpposanne [OCT P 34.10 -2012. 2
Tema 2.3. Kpunrorpadpuueckue meroanl | Conepxanue yueOHOro MaTepuaJia 42
o0ecrieyeHns 0€30MACHOCTH 1 [{enoctHOCTB coobmieHus. Ciayyaitnast mozgenp Oracle. 9
ceTeBbIX TeXHOJIOTuii YcraHoBIeHUE TOJITTMHHOCTH COOOIIIEHUS.
2 | Kpunrorpabuueckue xam-pynkiuun. MD-5. SHA-1. SHA-512. 2
3 |TOCT P 34.11-94.TOCT P 34.11 -2012 2
4 AHanmu3 0e30macHOCTH  XAW-QYHKUUMNA. ATakM Ha XdllI- 2
(GyHKIHH.
5 OnexkTpoHHass HUQPpPoBask NOANUCH. AIrOpUTM (POPMUPOBAHUS 2
HOJIIUCH.
5 CpoiictBa oOecnieunBaemble  OIIIl. Cxembl 1udpoBoit 2
NOJMUCU. ATakH Ha IIM(PPOBYIO NOJIHUCH.
7 OMII c¢ Bpemennoit metkoi. Cnenas OIIII. beccropHas 2
SHILT'OCT P 34.10 -2012.
3 VY cTaHoBIEHUE MOJUIMHHOCTH 00BEKTA. 2
[IpocToii maposb. JInHaMUYECKUI TApOJIb. 3alPOC-OTBET.
9 PIN.  TIloaTBepxkaeHwe C  HYJEBbIM  pasrjalllecHHEM. 2
buomeTprueckue cpeacTBa uaeHTUDUKALINN.
10 | DyeKTpOHHBIE KITIOYU U KapThl. TOKEHBI. 2
11 [TpoGnemsr pacrpeaeneHus OTKPBITOTO KJIF04a 2
ACUMMETPUYHOTO NIHU(PPOBAHUSI.
12 CepTudukaThl OTKPBHITOTO KITI0Ya. Y TOCTOBEPSIONINE IICHTPHI. 2
X.509. Uepapxus PKI.
13 Obecnieuenrie  0€30MaCHOCTH  CE€TH € NPUMEHEHUEM 2

KpUnTorpaduyeckux NpoToOKOJIOB Ha MPUKIATHOM YPOBHE.
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DnekTpoHHas noura. Apxurekrypa e-mail. PGP. S/MIME.

Obecnieuenrie  0€30MaCHOCTM  CETH € MPUMEHEHHEM 2
14 | kpuntorpa@uyeckux MPOTOKOJOB  HAa TPAHCHOPTHOM U
ceTeBoM ypoBHe. DopmaThl coobmieHuss SSL. TLS.
15 be3omacHocTh TpancmopTtHOro ypoBHsS [IPSec. Opranmsarus 2
VPN-cetu
3ammra wWHPOPMAMA B  CETAX OPraHW30BAaHHBIX 10 2
16 | Texnomoruu OecmpoBonHoro aoctyma. |[EEE 802.11. WEP.
WPA. WPA-2.
17 IEEE 802.16. 3ammura uHbopmMalmm B CETIX COTOBOW CBS3U. 2
A3. A8.A5/3.
18 Ataku Ha anroputmsbl. [lepcrekTuBbl pa3BUTHS OECIPOBOAHON 2
MOOMIJILHOM CBSI3H.
19 | KpunroBamtoTel. butkonH. BiokueiH-cuctemsl Ethereum. 2
20 [lepcriekTBBI ~ pa3BUTHSA Kpunrorpaguu. KBaHToBas 2
Kpunrorpadus.
21 [IpoGnembl orpannyeHusi ckopoctu mudpoBanus. [Ipodiembl 2
TEOPUH ACUMMETPUYHBIX aJITOPUTMOB.
IlpakTHyeckue 3aHATHS 14
6 | Paspabotka xom-GyHKIuu 2
7 | PazpaboTka cxeMbl IPOCTOrO MapoJsi 2
8 | Pa3paboTka cxembl JMHAMHYECKOTO MapoJis 2
9 | CeptuduKkarbl OTKPHITOTO KIHOYA 2
10 | Hactpoiika 1 aiMUHUCTPHUPOBAHNUE TOKECHA 2
11 Hactpoiika Oe3omacHOocTH OECIPOBOIHON CETH Tiepenayu 2
undopmaruu [EEE 802.11. WEP. WPA. WPA-2
12 | Pabota c mpotoxomamu SSL, TLS, IPSec 2
JlabopaTopHblie 3aHATHS 10
6 | MccrenoBamue HaCTpOiiKH cepBrcoB Pyrtoken-PinPad 2
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HccnenoBanne HacTporiku cepBUcoB PyTokeH-O1I1

VccnenoBanue HacTpoliku cepBucoB Pyroken—Bluetooth

HccnenoBanne HaCTPOMKU CepBUCOB PyToKeH—S

;
8
9
1

0

Amnanu3 pa3pabotku anroputma PGP

NINININ

KypcoBoe npoekTupoBanme

O0si3aTesibHbIE ayAUTOPHbIC yueOHbIC 3aHATHS M0 KYPCOBOMY

npo

eKTY

=
o

1

KonduryprupoBanue cucTeMbl 3aIIUTHI.

[ToaroroBka MPOEKTOPHOM TOKYMEHTAIIUH.

BHGI[peHI/IG IIPOCKTA.

TGCTI/IpOBaHI/IG IIPOCKTA.

g wWwinN

3amura KypcoBOro mpoeKTa.

3aueTHOE 3aHATHE

NININDNININ

Y4yeOHasi NpaKTHKA 110 pa3aeny 2

Buabi pador

w
»

Koudurypupoanue mudpyromeit gaitnosoit cuctemsl EFS

Coznanve moanuced u  ceprudukaroB, mUbpoBaHUE
JIOKyMEHTOB mpu nomotu EFS.

Koudurypuposanne CK3U kpunto APM

Co3nanne mnoanmuced u  ceprudukaroB, MmWHUppPOBaAHUE
JOKYMEHTOB IpH nomomu kpunto APM.

[ToamuceiBanue 00BLEKTOB ¢ ITOMOIILI0 APM

Kondurypuposanne CK3U GnuPG

[MoamuckiBanre 00bEKTOB ¢ ToMoIb0 GNUPG

Koundurypuposanne CK3U1 PGP

OO |N®O(O1 &~ |[W N |-

[MToamuceiBanre 00HEKTOB ¢ moMollbro PGP

[HEN
o

Koudurypupoanue  CK3M  TrueCrypt. IudpoBanue
pa3ziesioB U JUCKoB mipu nomortu 1rueCrypt

[HEN
[EEN

Kondurypuposanue SSL Ha oneparmionnoii cucteme DEBIAN

[HEN
N

KoundurypupoBanne SSH Ha omepamvioHHOW  cucTeMe

DEBIAN

W W W INDNDNININ NN NN
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VYcraHoBka U KoH(UTypUpOBaHUE IIEHTpa CepTHU(UKALMKU Ha

13 DEBIAN 3

14 Coznanve u mnepeHoc kouteitHepoB Ha Crypto PRO, 9
KoudurypupoBanue cuntoiBarenei

15 Coznmanne SJICKTPOHHBIX TMOAMHCEH W CcepTU(UKATOB TIpU 9
nomoru Crypto PRO

16 Coznanue 3aMpOCOB M MONydYEeHHE cepTu(UKaToOB IIEHTpa 2
ceprudukanmu Windows server

IIpousBoacTBeHHAast NMPAaKTHKA no | Buasl pador
pasaeny 2 1 O3HakOMJIEHHE CO CTPYKTYypOHl MpeanpusiTusi, BBOJHBIN

MHCTPYKTaX 110 TEXHUKE OE30MMaCHOCTH U OXPaHE TpyJa.

2 Hcnonp3oBaHue METONOB  WIM(PPOBaHUSA JUIsl  THOJIHUCH
JIOKYMEHTOB.

3 | [lonp3oBaHMe TEPMHUHOJIOTHEH COBPEMEHHOM KpUnTorpahun

4 Hcnonb3oBaHWE THUIOBBIX  KPUNTOIPa(PUUECKUX  CPEACTB
3aIUThl HHPOPMALIUH

5 Hcnonp3oBanne  MeTOAOB  IIM(poBaHHs  OJs  IHCEM
JIOKYMEHTOB.

6 | Mcnonb3oBanue MeTo10B MM(BPOBAHUS JIJIsl TOANKUCH (DaiisioB. 72

7 Hcnonp3oBanue MeTojoB ImMpoBaHUsS s UG POBAHUS
M0JIb30BATENBCKUX MANOK.

3 Hcnonb3zoBanue MeTooB MmHUGpoBaHUS Uil MG POBAHUS
apxuBoB U backup - naHHbIX.

9 Hcnonb3zoBaHne MeTOJOB  WHU(GPOBAaHUS  JUJIS  3aIMUThI
nepegaBaeMoil HHQOpMaIuY MO KaHaJlaM CBSI3H.

10 | Hactpoiika cpecTB 3JEKTPOHHOM MOITUCH

11 | AAMUHHCTPUPOBAHUE CPENICTB ANEKTPOHHON MOANUCH

12 | AnmunuctpupoBanue cpeacts PKI

13 | O6001eHne maTepuana, opopmiieHre OTYETA.
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IIpome:xxyTouHas arTecTanus (IK3aMeH)

18

Bcero

746
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3  ydJaoBus PEAJIM3ALINN IHPOI'PAMMUbI
INPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 s peanusauud  NporpaMMbl  NPO(ecCHOHATBHOIO  MOIYJIA
MpeayCMOTPEHBI CJIeAYIOlHe CTieliaTbHbIe MOMeIeHHUsI:

Peanuzanus mporpaMMbl Monysst TpeOyeT Haauuusl J1abOpaTOpUM  3alllUTh
uH(pOpMAIMU OT YTEUKU MO TEXHUYECKUM KaHaiaMm, JiabopaTopuu MPOrPaMMHBIX U
NpPOrpaMMHO-aIapaTHBIX  CPEACTB  3alMThl  uHGOpMaluu,  JabopaTopuu
WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CUCTEM W ceTei, Macrepckoit 110
koMmrieTeHn «Kubep-6e30macHOCTbY.

JlabopaTopus 3amuThl WHPOPMAIMA OT YTEUKH MO TEXHHUYECKHUM KaHajaM,
OCHAIIICHHAsT OO0OpPYJOBAaHMEM W TEXHUYECKHMHU CpPEACTBAMU OOydYCHHs: J0CKa
KJIaccHasg — 1 mT., cTon KOMIBIOTEPHBIM— 13 mT., cTyn — 13 mrT., KOMIBIOTEPHBIE
kpecia — 13 mrT., cucremusii Onok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'0aiit) mamstu DDR4, 2 666 MI'1,
0e3 ECC; tBepaorenbubiii Hakonureab M.2 PCle NVMe, 512 I'6aiit, ki1acc 35) — 13
mT., MOHUTOP (ASUS 23”8) — 13 mir., knaBuarypa (Oklick 530S) — 14 wit., MbIIIb 115
kommnbioTepa (Defender OPTICAL MB-160) — 14 mr., uCTOYHHUK OecriepeOornHOTo
nutanus — 13 wr., npoekTop — 1 MmT., akTUBHAs KOJIOHKA - 11IT., OPUCHBIN MakeT
Microsoft Office Professional 2016 - 13 mr, OC Microsoft Windows Server - 1 mir.,
OC Microsoft Windows 10 - 13 mr., cepep SuperMicro CSE-113AC2-R706WB2
2x750W black Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 mT., MOHHTOD
23,6 — 1 mrT., ucTouHUK OecnepeOOWHOTO MUTAaHUS I cepBepa - | mIT., cTolKa
nByxpamHas (ctk-24.2-9005 mo) — 1 mmr., TeneBu3op Ha ctoiike (huawei 557) — 1
mT., 3kpad aus npoektopa (SAKURA CINEMA WALLSCREEN) — 1 wrt.,, MOY
(Xerox B205) — 1 mr., I[TAK Arduino - 3 mr.,Anamu3arop crnektpa IFR 2398 - 1
., nekTponnbiid ociiorpad IBIS-1 — Tmr.,Cobone 3.0 kb-sobol 3.0 k1 v1-
SP1Y - 2 mt .,Buneo peructpatop jassun jsr-H0415mini - 1 mrt.,Bugeo perucrparop
vesta VDRV-5004M - 1 mr.,Kommyratop Alcatel OmniStack LS 6224 - 5 mr .,
Crena : mynbT 3amuThl nomemeHuidt — 1 mT.,CTeHO: HCcCleIOBaHUE YTEUKH
uH(OpMAIMK O 3BYKOBBIM KaHajaM — | IIT., CTOMKH JUIsi MOHTaXXa CETEBOTO
obopynoBanus - 2 mt. [Iporpammuaoe obecnieuenue: MS Windows Server 2008 R2,
OS Debian Linux 9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS
Ubuntu Linux 14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep
obnosienut WSUS, Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2,
IredMail 0.9.9, OS FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6,
Zenmap 7.7, Platinum Pack 4.0., Eset Nod32 Fire Wall 5.,Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.

Cron npenogaBatess Ha MeTajuiokapkace -1mrt., kpecio FOnurep -2mrt., cron
KOMITBIOTEPHBI Ha MeETaJUIOKapKace JIeBbld- 4IIT., CTOJ KOMIIBIOTEPHBIA Ha
MeTaiiokapkace npasblii -10mT., cton Ha meramiokapkace- lmr., ctyn CM-9I'TI-
14mr., Tabypetr CM-31- 14mT., Tenexka noj CUCTEMHBIN OJ10K- 1miT., pabouee MecTo
npenogasatens — [IK -1 mr: Mounutop 19” TFT LG Flatron L1942SE-BF -1 .,
Foxconn TSAA-700 (Kopmyc)-1 mt., ASRock H67DE3 (Martepunckas iara)-1 mir.,
Intel HD Graphics (Buaeokapra)-1 mr., Realtek PCle GBE (CereBas muiata)-1 mr.,



Realtek HDA (3BykoBas miata)-1 mrr., Intel Core i3 2120 3.3GHz (IIpomeccop)-1
mt., 4XDDR 111 2Gb Samsung (O3V)-1 ., D-Link DGE-528T (Ceteas muiara)-1
mr, WD (500Gb) SATA 1l (OKectkwuii auck)-1 wmr.,paboune MecTa 00ydaromuxcs —
IIK 14 mr: monutop 19” TFT LG Flatron L1942SE-BF - 14 mt, Foxconn TSAA-
700 (Kopmyc)- 14 mr,ASRock H67DE3 (Marepunckas tiara)- 14 mmr, Intel HD
Graphics (Buneokapra)- 14 mit, Realtek PCle GBE (Ceteas miara)- 14 mir, Realtek
HDA (3BykoBas miara)- 14 mr, Intel Core i3 2120 3.3GHz (Ilpoueccop)- 14 mr,
4xDDR 111 2Gb Samsung (O3Y)- 14 mt,D-Link DGE-528T (CereBas 1utara) - 14
mr, WD (500Gb) SATA Il (Kectkwit muck)- 14 mT, MyJIbTHMEIUA-IPOCKTOP
(Epson EB-X12),- lmr, skpan (Screen Media GoldView MW),- 1 mT, ydeOHas
nocka -1lmr., mapmpyrtuzatop D-Link Dir-320-1mrt., mapmpytuzarop D-Link DSR-
500N-1mrt., mapmpytuzarop D-link DFL-800- lmrt., kommyratop D-Link DGS-
3312SR — 2mr., kommyrtaTop D-Link DES-3528 — 8mt., croiika mias MOHTaxka
CETEeBOTr0 00OpYyAOBaHMS — 2 IIT., MATY-MAHENb — 2IIT., KJIeU 00XUMHbIe — 8IIT.,
po3eTrku pacmpenenutenbabie moax RJ-45 — 4mr.,, xoHekTopel RJ-45 —50mir.
[Iporpammuoe obecrmeucuue: MS Windows Server 2008 R2, MS Windows Server
2012 R2, MS Windows Server 2016, OpenVAS 8, LibreOffice 6, OC Ubuntu Linux
14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Ceppep o6HOBieHuir WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2, lredMail 0.9.9,
PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL Workbench 6.3,
Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Jlaboparopusi TPOrpaMMHBIX M IPOrPaMMHO-AIMIIAPATHBIX CPEJICTB 3alUThI
uH(pOpMaIlMK, OCHAIICHHAas OOOpyJOBaHWEM M TEXHHMYCCKUMH CpEJACTBAMHU
oOy4eHms. mocka kimaccHas — 1 mT., cron kommbroTepHbi— 13 mmT., ctyn — 13 mr.,
KoMIbIoTepHBIE Kpecina — 13 mir., cuctemusiid 6ok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'0aiir) mamstu DDR4, 2 666 MI'1,
0e3 ECC; tBepmorenbubiii Hakonuteabr M.2 PCle NVMe, 512 I'6aiit, kiacc 35) — 13
mt., MOHUTOD (Asus 2378) — 13 mir., kiaBuatypa (Oklick 530S) — 14 wt., MbIiib IS
kommnbioTepa (Defender OPTICAL MB-160) — 14 mir., ucTo4Huk OecriepeOonHOro
nutanus — 13 mT., mpoekTop — 1 mIT., aKTUBHAs KOJIOHKA - 1IIT., OPUCHBIN MaKeT
Microsoft Office Professional 2016 - 13 wt, OC Microsoft Windows Server - 1 mr.,
OC Microsoft Windows 10 - 13 mr., cepsep SuperMicro CSE-113AC2-R706WB2
2X750W black Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 wr., MOHHTOP
23,6 — 1 ., uctouHuk OecrnepeOONHOr0 MUTaHUs s cepBepa - 1 mIT., cTOMKa
nByxpamHas (ctk-24.2-9005 1imo) — 1 mir., TeneBusop Ha croiike (huawei 557) — 1
mt., 3kpaH g npoekropa (SAKURA CINEMA WALLSCREEN) — 1 wr., MOV
(Xerox B205) — 1 mr., I[TAK Arduino - 3 mr.,Anaim3arop crekrpa IFR 2398 - 1
T, DnekTponnsid ocumiutorpad I1BIS-1 — lmr.,Coboss 3.0 kb-sobol 3.0 k1 vi-
SP1Y - 2 wr .,Buneo peructparop jassun jsr-H0415mini - 1 mr.,Bungeo peructpaTop
vesta VDRV-5004M - 1 wr.,Kommyratop Alcatel OmniStack LS 6224 - 5 mr .,
Crena : mynbT 3amuThl nomemeHudd — 1 T, CTeHI: HCCleIOBAaHUE YTEUKHU
uH(POPMAIIMK TI0 3BYKOBBIM KaHajaM — 1 MIT., CTOMKH JJII MOHTaXXa CETEBOTO
obopymoBanus - 2 mr. [Iporpammuoe odecrieuenue: MS Windows Server 2008 R2,
OS Debian Linux 9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS
Ubuntu Linux 14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep
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oonoBaenuiit WSUS, Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2,
IredMail 0.9.9, OS FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6,
Zenmap 7.7, Platinum Pack 4.0., Eset Nod32 Fire Wall 5.,Kpunro Ilpo.,RedCheck
2.0.,DevieelLock 8.

JlaGoparopun WHGOPMAITMOHHO-TEIICKOMMYHHKAITMOHHBIX CHUCTEM M CETel
OCHAIlleHHasi 00OpYyIOBAaHMEM M TEXHUYECKHMH W TPOTPAMMHBIMHU CpPEJICTBAMH
OOydYeHHUs: CTON ayaUTOpPHBIA - 6 IIT., CTON KBaApaTHBIA - 3 IIT., CTOX
OJHOTYMOOBBIH - 1 WIT., CTOJ KOMOBIOTEPHBINA - 1 mT., cTON yrioBoit - 1 mT., cron
pabounii - 1 mT., Tabyper - 18 mT., focka KiaccHas - 1 mT., COTOBBINA TenedoH
Samsung GT-S5830 - 1 mr., 6a3zoBeiid anmapar Siemens Gigaset4010 Classic - 1
mr., Touka pgoctyma D-Link AirPlus Xtreme G DWL-AP2100 - 1 r.,
mapmpytuzarop D-Link DIR-620 - 1 mr., paguoymmuautens - 1 mr., cucrema
pamuomonutopunra UKAP-2 - 1 mir., paguonpuemHoe ycrpoiictso icom ic 8500 - 1
wT., npudop B6-9 - 1 mt., mpubop BO-71 - 1 mir., npubop '3-111 - 1 wrt., mpubop
'4-102 - 4 wr., mpu6op ['4-102A - 1 wr., mpudop C1-73 - 2 wr., mpudop C1-77 - 1
wt., npudop Y3-33 - 4 ., mpubop B3-38 - 3 mr., npudop 4323 - 2 wt., npudop
B7-26 - 1 wt., npu6op 11-4315 - 2 wt., npuemuuk Katpan - 7 mr., yactoromep Y3-
33 - 1 wr., paguoctantiusg Husa-M - 1 ., IIK 7 mt: monutop 177 TFT LG Flatron
L1730S, cucremuniii Omok (Microlab/GA-81865GVME/Intel Celeron D-320
2.4GHz/ 2xDDR 512 Mb| WD Seagate Barracuda 80Gb ,mporpammHoe
obecnieuenue: Windows XP, LibreOffice 5, Foxit Reader 7, ONEPLAN RPLS-DB,
JokaibHas ceThb ¢ qoctynom k 9bC u C/10.

Macrepckas 1o  kommereHiun — «Kubep-Oe3omacHOCTB»,  OCHaICHHAs
000OpyIOBaHUEM M TEXHHUYECCKUMHU M MPOTPAMMHBIMH CPEICTBAMH OOYYCHUS: JTOCKA
KjaccHas — 1 mT., cTon KOMmbIOTepHBI— 13 mT., cTyn — 13 mT., KOMIBIOTEPHBIE
kpecna — 13 mr., cucremusnii Omok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'6aiit) mamsatu DDR4, 2 666 MI1,
0e3 ECC; tBepaorenbubiii Hakonuteabr M.2 PCle NVMe, 512 I'6aiit, kiacc 35) — 13
mt., MOHUTOD (Asus 2378) — 13 mir., kaBuatypa (Oklick 530S) — 14 wt., MblIib IS
kommnbioTepa (Defender OPTICAL MB-160) — 14 mir., ucTOYHHK OecriepeOonHOro
nutaaus — 13 mT., mpoekTop — 1 miT., aKTUBHAs KOJIOHKA - 1mT., OPUCHBIN MMaKeT
Microsoft Office Professional 2016 - 13 T, , OC Microsoft Windows Server - 1 mr.,
OC Microsoft Windows 10 - 13 mr., cepsep SuperMicro CSE-113AC2-R706WB2
2X750W black Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 mt., MOHUTOD
23,6 — 1 ., uctouHuk OecrnepeOONHOr0 MUTaHUs s cepBepa - 1 mIT., cTOMKa
nByxpamHas (ctk-24.2-9005 1imo) — 1 mir., TeneBu3op Ha croiike (huawei 557) — 1
mt., 3kpaH g npoekropa (SAKURA CINEMA WALLSCREEN) — 1 wr., MOV
(Xerox B205) — 1 mr., [TAK Arduino - 3 mr.,Anaim3arop crekrpa IFR 2398 - 1
T, Dnektponnsiid ocumsutorpad I1BIS-1 — lmr.,Coboss 3.0 kb-sobol 3.0 k1 vi-
SP1Y - 2 mt .,Buneo peructparop jassun jsr-H0415mini - 1 mr.,Buneo perucrparop
vesta VDRV-5004M - 1 mr., kommytatop Alcatel OmniStack LS 6224 - 5 mr .,
CTEHJ . TyJbT 3alIUThl TOMEIeHWd — 1 IIT., CTEHHA: HCCIENOBAHUE YTECUKH
nH(OpMAIMU O 3BYKOBBIM KaHajlaM — 1 IIT., CTOMKH JUIsi MOHTaXXa CETEBOTO
o0opyoBaHus - 2 IT.

[Tporpammuoe obecnieuenue: MS Windows Server 2008 R2, OS Debian Linux
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9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep obnoBnenuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunro IIpo.,RedCheck
2.0.,Devieelock 8.

3.2 HUundopmaunoHHoe odecniedeHHe peajsu3aliu NPporpaMmbl

3.2.1. OcHOBHbI€e MeYATHbIE U JIEKTPOHHbIE H3IAHUA:
1. bapanona, E. K. OcHoBbl uHopMaininonHoit 6ezonacHoctu : yueoHuk / E.K.
bapanoBa, A.B. bab6am. — Mocksa : PUOP : UH®PA-M, 2025. — 202 c. —

(Cpennee npodeCCUOHAIIBHOE oOpa3oBaHue). — DOI:
https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Texkct
anektporubii. -  URL: https://znanium.ru/catalog/product/2169040 — Pexwum

JOCTyIIa: MO MOJAMMUCKE.

2. bapanosa, E. K. AktyasbHbIe BOTIPOCHI 3aIIUTH HHPOPMAITHH : MOHOTpadHs
/ A.B. babam, E.K. bapanoBa. — Mocksa : PUOP : UHOPA-M, 2023. — 111 c. —
(Hayunast meiciie). — https://doi.org/10.12737/monography_58dbc380aa3a4. - ISBN
978-5-369-01680-0. - Tekct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1915704 — Pexxum mocTyrma: 1o moJI1cKe.

3. bapanosa, E. K. Undopmarmonnast 6€301macHOCTh U 3amuTa HHGOPMAIIUH :
yueOHnoe mocooue / E.K. bapanosa, A.B. babam. — 4-e u3a., nepepad. u mom. —
Mocksa : PUOP : UHOPA-M, 2024. — 336 c¢. — (Briciee obpazoBanue). — DOI:
https://doi.org/10.29039/1761-6. - ISBN 978-5-369-01761-6. - TekcT : 3JEKTPOHHBIA.
- URL.: https://znanium.ru/catalog/product/2082642 — Pesxum gocTyna: 1o mojarnucke.

4. BacwipkoB, A. B. be3onacHocTh ®  ymnpaBieHHE JOCTYIIOM B

nH(QOpMAMOHHBIX cHUcTeMax : YyudeOHoe mocooue / A.B. Bacunbkon, W.A.
BacunskoB. — MockBa : ®OPYM : UHOPA-M, 2022. — 368 c. — (Cpennee
npodeccuonanpHoe obOpazoBanue). - ISBN 978-5-91134-360-6. - Texkct

anekrponHHbIi. - URL: https://znanium.ru/catalog/product/1836631 - Pexxum noctyma:
10 TTO/TTHCKE.

5. 3BepeBa, B. Il. YyacTue B mMjIaHUpPOBaHMM M OpraHU3ALMH PadbOT IO
oOecrieueHuto 3auThl 00bekTa : yueOnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa
: KYPC : UH®PA-M, 2023. — 320 c. - ISBN 978-5-906818-92-8. - Tekcr :
anektpornbii. - URL: https://znanium.com/catalog/product/2002607 — Pexwum
JOCTYTA: MO MOATMKCKE.

6. WmeithoB, B. . OpraHuzaimoHHOe ¥ TEXHUYECKOE OOecleueHue
nHPOpMAITMOHHON 0€30MacHOCTH. 3amuTa KOH(GUICHIMAIBHON WHOOpMaIHH
yuebHoe mocobue / B.A. UmeiinoB, M.B. Menarynssn. — Mocksa : UTHOPA-M,
2024. — 256 c¢. — (Briciiee obpazoanue: Crnenuanutet). - ISBN 978-5-16-016535-
6. - Texcr : smekrponnbiii. - URL: https://znanium.ru/catalog/product/2139841—
Pexxum noctyma: 1o moJnucke.

7. Kpuntorpadguyeckas 3ammura wuHbpopmaiuu : ydebHoe mnocodbue / C.O.
Kpamapos, O.FO. Murscosa, C.B. Cokonos [u np.] ; nox pea. C.O. KpamapoBa. —
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Mocksa : PUOP : UHDPA-M, 2025. — 321 c¢. — (Bricmee obpazoBanue). — DOI:
https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. - TekcT : 371€KTPOHHBII.
- URL.: https://znanium.ru/catalog/product/2169480 — Pesxum gocTyma: 1mo momucKe.
8. Ilapteika, T. JI. UadopmarimonHas 6e3o0macHoCcTh : yueOHoe mocodue / T.JI.
[Mapteika, .M. TlomoB. — 5-e¢ u3n., mepepad. u gomn. — MockBa : ®OPYM :
NH®PA-M, 2021. — 432 c¢. — (Cpennee npodeccuonaipbHoe odpazoanue). - ISBN
978-5-00091-473-1. - Tekct : AIICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1189328 — Pexxum jmocTyrma: 1o mormcKe.

9. Xopes, II. b. [IporpammHo-anmnapatHasi 3amuTa HHPOpMAIMH @ ydeOHOe
nocobue / I1.b. XopeB. — 2-¢ uzn., ucnp. u non. — Mocksa : DOPYM : UHDPA-
M, 2024. — 352 c¢. — (Cpennee npodeccuonaibHoe obpazoBanme). - ISBN 978-5-
00091-557-8. - Tekcr ; AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2150738 (mara oopamenus: 08.04.2025). — Pexum
JOCTYTA: MO MOAMKCKE.

3.2.2. /lonoJIHUTEIbHbIe HCTOYHUKM:

1. Ba6am, A. B. Kpunrtorpaduyeckue mMetosl 3amuTsl nuHGopmaiuu. Tom 1 :
yaeOHO-MeToiuueckoe mocodbue / A. B. babam. — 2-e u3xa., nepepad. u gom. —
Mocksa : PUOP : MHOPA-M, 2021. — 413 c. — (Bsicmee o0pa3oBaHme:
bakanaspuar). - ISBN 978-5-369-01267-3. - Tekctr : snexkrponHsii. - URL:
https://znanium.com/catalog/product/1215714 — Pexxum focTyna: Mo MOITUCKE.

2. EmenbsHoBa, H. 3. 3amura nHopmanuu B NEpPCOHATBLHOM KOMIIBIOTEPE :
yaeOHoe mocodue / H.3. Emennsnona, T.JI. Ilapteika, M.W. TTonoB. — 2-e u3m. —
Mocksa : ®OPYM : UHOPA-M, 2025. — 368 c. — (Cpeanee npodeccuoHanbHOe
obOpazoBanme). - ISBN 978-5-00091-466-3. - Tekct : oamektponnbii. - URL:
https://znanium.ru/catalog/product/218128 — Pexxum moctyma: o Mo ImIcKe.

3. 3ammra uHpopManmm : ydeoHoe mocobue / A.Il. XKyxk, E.IL Xyk, O.M.
Jlenemkun, A M. Tumomkun. — 3-e¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. —
400 c. — (Beiciiee oopazosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN
978-5-369-01759-3. - Tekct : AIEKTPOHHBII. - URL:
https://znanium.ru/catalog/product/1912992 — Pexxum mocTyma: mo moamucKe.

4. Cprues, 0. H. OcHOBBI HHPOPMAIIMOHHOM O€30MacHOCTH : y4eOHOe mocooue
/ 10. H. CprueB. — MockBa : MHOPA-M, 2024. — 337 c¢. — (Cpennee
npodeccruoHanibHoe oOpaszoBanue). - ISBN 978-5-16-019432-5. - Tekct
anektpornbii. - URL: https://znanium.ru/catalog/product/2118689 — Pexwum
JOCTYyTIA: TIO TIOJIITHCKE.
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4 KOHTPOJIb MW OILEHKA

INPOPECCHUOHAJIBHOI'O MOAYJIA

PE3YJIIBTATOB OCBOEHUAA

Koa u nanmenoBanue
npo¢ecCHOHAJIBHBIX U
00IMX KOMIIETEeHIUM,
(popmupyembIx B paMmKax
MOTYJISI

Kpurtepuu oneHku

MeToabl OLIeHKH

[1K 2.1. [Ipon3BoauTh
YCTaHOBKY, HACTPOUKY,
UCIIBITAHUS U
KOH(QUTYpUpOBaHHUE
MPOTrPaMMHBIX U
pOrpaMMHO-aNNapaTHbIX,
B TOM YHCJIE
KpUNTOrpapuuecKux
CPENICTB 3aLIUTHI
uHdopMaIuu ot
HECAaHKIIMOHUPOBAHHOTO
JOCTYIA U CHIEHUATbHBIX
BO3/IECHICTBUU B
00opynoBaHue
MH(OPMAIMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX
CUCTEM U CETEN

- BBIBIATh U  OILICHUBATH
YTPO3bI 0e30macHOCTH
unpopmanuu B UTKC;

- HacTpauBaTb U NPUMEHATH
cpelcTBa 3alUThI
uHdopMaIuu B
OINEpallMOHHBIX CHCTEMaxX, B
TOM qucie cpexncTaa
AHTUBUPYCHOM 3alUTHI;

- TMpPOBOJIUTH YCTAHOBKY U
HAaCTPOMKY NPOTrPaMMHBIX U
MporpaMMHO-anmnapaTHeix (B
TOM qucie
KpUINTOrpauuecKnx) CpeacTB
3aIUTH HHPOPMALINH;

- IPOBOJIUTH
KOH(pUrypupoBanue
IPOrpaMMHBIX U

MpOrpaMMHO-aNmnapaTHbIX (B
TOM 4YHCIIe
KpUINTOrpaduuecKnx) CpeicTB
3aIUTHI
[IK 2.2. IloanepxuBath - BBIIBJISATH M  OIICHUBATh
oecniepeboitHy0 padboTy YIPO3bI 0e30macHOCTH
IIPOIPaAaMMHBIX U uHpopmanuu B UTKC;
nporpaMMHO-anmnapaTHeIX, | - MPOBOIUTH KOHTPOJIb
B TOM YHCJIE MoKaszarejged U mpolecca
KpUTNTOTpaduuecKnx GyHKIIMOHUPOBAHUS
CPEACTB 3allUThI MIPOTPaAMMHBIX u
uHpopMaIuu B MporpaMMHO-anmnapaTHeix (B
UH(GOPMALIMOHHO — TOM qucIie

TCIICKOMMYHUKAITUOHHBIX
CHUCTCMAX U CCTAX

KpUNTOrpapuueckux) cpeacTB
3alUThl UHOPMAIUH;

- MPOBOJUTH BOCCTAHOBJIICHHE
mpolecca W HapaMeTpoB

38

— OIICHKA PE3yJIbTaTOB
BBIIIOJTHEHUS
MPaKTUYECKUX padOT
no MJIK 02.01
mo temMe 1.1 NeNel-5,
1o TeMe 1.3 NeNe6-15,
o MJIK 02.02
o TeMe 2.1 NeNel-5,
o TeMe 2.3 NeNe6-12;
- OLICHKA PEe3yJIbTaTOB
BBIIIOTHEHUS
1a00paTOPHBIX PadOT
mo MJIK 02.01
mo teme 1.1 NeNel 2;
1o TeMe 1.2 NeNe3-7,
o Teme 1.3 NeNe8-15
o TeMe 1.4 NeNel6,17,
o teme 1.5 Nel§;
o MJIK 02.02
mo temMe 2.1 NeNel-3;
o Teme 2.2 NoNe4 5,
o Teme 2.3 NeNe6-10
- DKCIIEPTHOE
HaOIroIeHNE
BBIIIOTHEHUS
J1a00paTOPHBIX padoT,
— DKCIIEPTHOE
HaOIrOIeHNE
BBIIIOTHEHUS
MPaKTUYECKUX padoT,
- OLICHKA peIIeHUs
CUTYaIIMOHHBIX 33/1a4;
— OIICHKA PE3yJIbTaTOB
BBINIOJTHEHUS
CaMOCTOSITEJILHOM
paboTHI;




(GyHKIMOHUPOBAHUS

MPOrpaMMHBIX u
pOrpaMMHO-aNIMapaTHeIX (B
TOM qucie

KpunTorpaduuecKkux) cpeacTB
3alUThl HTHPOPMAIINH;

- MPOBOJAUTH TEXHUYECKOE
oOCITy’)XMBaHHE ¥  PEMOHT
porpaMMHoO-anmnapaTHeix (B
TOM quclie
KpUNTOrpapuuecKkux) CpeacTB
3aIUTH HHPOPMALINH;

[IK 2.3. OcymiecTBisTh
3amuTy “HGOPMAIIMH OT
HECaHKIIMOHUPOBAHHBIX
JICCTBUI U CIIEIAATIbHBIX
BO3/ICHICTBUU B
MH(OPMAITMOHHO —
TEJICKOMMYHHUKAITMOHHBIX
CHUCTEMaxX U CETSIX C
UCIIOJIb30BaHUEM
MPOTPAMMHBIX U
IIpOrpaMMHO-anmapaTHbIX,
B TOM YHCTIE
KpUIITOTpaduuecKux
CpPEACTB B COOTBETCTBUU C
PEIbIBICHHBIMU
TpeOOBaHUSIMU

- BBISBISATh U OLICHUBATH
yIpo3bl 0e301acHOCTH
unpopmanuu B UTKC;

- HAcTpauBaThb M TPUMEHSTH
CpencTBa 3aIUATHI
uH(popMaIun B
OTIEPAIlMOHHBIX CHUCTEMaxX, B
TOM qucIe CpeacTBa
AHTUBUPYCHOM 3aIlIUTHI;

- MIPOBOIUTH
KOH(pUrypupoBanue
MIPOTrPaMMHBIX u
MPOrpaMMHO-aMNIapaTHbIX (B
TOM qucIe
KpUnrorpadguuecknx) cpeacTB
3aIUThl HTHPOPMAIINH;

— OILIGHKa Tmpolecca Hu
pE3yNbTaTOB
BBITIOJIHEHHUS BUJIOB
paboT Ha IPAKTUKE
—3K3aMeH

OK 01. Bribupats ciocoObl
perieHus 3a1a4
npodecCHOHAILHON
JEATCTLHOCTH
NPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

- 000CHOBaHHOCTD
MOCTAaHOBKU 11€JIM, BBIOOpA U
MPUMEHEHUSI METO/IOB U
CIOCO0OOB peIICHUS
npodeCCUOHANIBHBIX 33]1a4;

- aJIecKBaTHAas OIICHKA U
camoolieHKa 3 ()EeKTUBHOCTH
Y KauyeCTBa BBIITOJTHCHUS
npodeCCUOHANIBHBIX 33/1a4;

OK 02. Ucnons3oBaTh
COBPEMEHHBIC CPEICTBA
MOWCKA, aHAIN3a U
WHTEPIPETAINA
nHpopMaru u

- HCIIOJIb30BAHMUE PA3ITMYHBIX
VMCTOYHUKOB, BKIIFOYAst
AIIEKTPOHHBIE PECYPCHI, MEAUA
pecypcsl, UHTEpHET-pECypCHI,
NIEPUOINYECKHE U3IaHHUSI 110

39

DKcnepTHOE
HaOJIIoICHHE 32
BBITIOJTHEHUEM Pa0bOoT

—OK3aMCH




uH(OpMaIMOHHbIE
TEXHOJIOTUH JIJIS
BBITIOJIHEHUS 3324
npodeccuoHanbHON
NEeSTETbHOCTH.

CHECIMATLHOCTH JJIsI PEIICHUS
npo(hecCHOHABHBIX 3a]1aY;

- 3¢ (hEeKTUBHOCTH
WCTIOJTb30BaHUS
nH(pOpMaITMOHHO-
KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUH B
npodecCuoHaTbHON
JESATETLHOCTH COTJIACHO
bopMHUpYEMBIM YMEHHSIM U
MOJIy9aeMOMY TTPAKTHIECKOMY
OTIBITY.

OK 03. [InanupoBath u
peaTn30BbIBAThH
COOCTBEHHOE
npoeCCHOHAIIBHOE U
JUYHOCTHOE Pa3BUTHE,
PEITPUHUMATEIBCKYTO
JeSITEIbHOCTD B
npodeccuoHanbHOM cdepe,
UCTIONb30BaTh 3HAHUS 110
paBOBOM U (PUHAHCOBOM
I'PaMOTHOCTH B Pa3JIMYHBIX
YKU3HCHHBIX CUTYaIIHsIX.

- IEMOHCTpAIs
OTBETCTBEHHOCTH 3a
MIPUHSATHIC PEIICHUS

- 000CHOBAHHOCTb
caMOaHaJIN3a ¥ KOPPEKITHSI
pEe3yIbTaTOB COOCTBEHHOM
padoThI;

-- 3(p(heKTUBHO MJIAHUPOBATH
MPEANPUHUMATEITECKYTO
JeSATEIHLHOCTD B
npodeccruoHanbHoM chepe

OK 04. DddexTrBHO
B3aUMOJECHUCTBOBATh U
paboTaTh B KOJIJIEKTUBE U
KOMaH/ie.

- B3aUMO/JIEVCTBHE C
00yJaromuMucs,
npenoaaBaTes MU U
MacTepamu B X0Jie OOy4eHHs,
C PYKOBOJUTEISIMU YUEOHOU U
IIPOU3BOJICTBEHHOM ITPAKTHK;
- 000CHOBAHHOCTh aHAJIN3a
paboTHI YJICHOB KOMAaH Ibl

(MOTYMHEHHBIX);
OK 09. ITons30BaThCs - 9(ppeKkTUBHOCTH
npoeccuoHaIbHON WCITOJIb30BAHUS B
JIOKYMEHTAIIMEN HA npodeccuoHaTbHON

TOCYyAapCTBCHHOM U
HHOCTPAHHOM S3bIKaxX.

ACATCIBbHOCTH HGO6XOI[HMOﬁ
TEXHUUYECKOM JTOKYMCHTAINH,
B TOM YHCJIC HA aHTJIUHCKOM
SA3BIKE.
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IIpoMeskyTOUYHAS aTTEeCTALMSA:

MAK.02.01 — ---, nu¢ppepeHIUPOBAHHBIN 324eT
MIK.02.02 - ---, nu¢ppepeHIUPOBAHHBIN 324eT
VIL.02 - ---, nuddepeHUUPOBAHHDBIIN 3a4eT
II11.02 - nnddepeHunpoBaHHbII 3a4eT

IIM.02 - 3k3aMeH 10 MOXYJII0
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