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1 IMIACHIOPT PABOYEN ITPOI'PAMMbBI YUEFHOU ITPAKTUKHA

1.1 O6aacTb NpUMeHEHUs] MPOTrPaAMMBbI

PabGouass mporpamMma y4eOHON MMCIUIIMHBI — SBJISIETCS YacThIO MPOrpPaMMBbI
MOJATOTOBKH  CIICIIUAIMCTOB CpelHero 3BeHa B coorBeTctBHM ¢ PI'OC 1o
cnenpasnibHocTH CITO 10.02.04 - OGecrneuenne WHPOPMAIMOHHOM OE30MMACHOCTH
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM B YaCTU OCBOCHUSI OCHOBHBIX BHJIOB JICSITEILHOCTH:

—  OKCIUTyatamus HWHGOPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHBIX ~ CHUCTEM H
CeTel;

— 3amura wuHQOPMANUA B HHPOPMAIMOHHO-TEICKOMMYHHUKAITMOHHBIX
CHUCTEMaX U CETSIX C MCIOJIb30BAaHHUEM MPOTPAMMHBIX M MPOrPaMMHO-AIApaTHHIX, B
TOM YHCJIe, KpUNITOrpadUUeCKUX CPEICTB 3aIUTHI;

— 3ammTta wuwHGOpMAUUM B HH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX
CHUCTEMaX U CETIX C UCMOJb30BAHUEM TEXHHUYECKUX CPECTB 3aIUThI,

- BBINOJIHEHHE PA0OT MO OJHOM WM HECKOJbKMM THpodeccusiMm padoumx,
TOJDKHOCTSIM cirykammx (1o mpodeccuu «OmnepaTop 3IEKTPOHHO-BBIYUCIUTEILHBIX 1
BBIYMCIIUTCIBHBIX MAITuH ).

1.2 Hesau u 3aaa4m y4eOHOH NMPAKTHKHU

[IpakTrka WMEET IETbI0 KOMIUIEKCHOE OCBOEHHE OOYJArOITMMUCS BCEX BUIIOB
JEATETBPHOCTH TI0 CIEIHATBHOCTH CPEeIHero MpodecCHoHaIbHOTO 00pa3oBaHMsI,
dbopmupoBaHue OO0MMX © MNPO(YECCHOHANBHBIX KOMIETEHIIUH, JHYHOCTHBIX
Pe3yJbTaTOB, a TaKKe MPUOOpETeHHE HEOOXOIUMBIX YMEHUM M OTBITa IPAKTHIECCKOMN
PabOTHI 1O CIIEIMATIBHOCTH.

YueOHas TpakTHKa IO CHEIUATBHOCTH HampaBjieHa Ha (OpMHUpOBaHHE Y
oOyyJarommuxcst yMeHUH, IpHoOpEeTeHHE MEPBOHAYAIBHOTO MPAKTHYECKOTO OIBITa H
peanusyercs B paMkax INMpodeCCHOHAIBHBIX MOJyJIeH OCHOBHOM 00Opa3oBaTeIbLHOMN
porpaMmbl cpeiHero npodeccronanbaoro oopaszopanus (OOIT CIIO) mo ocHOBHBIM
BHJIaM  JICATCILHOCTH  JUISI  TIOCIEOYIOIIETO  OCBOCHUS WMH  OONMX W
PO eCCHOHATTBHBIX KOMITIETCHITNH 110 N30paHHOM CIIeIIMAIbHOCTH.

TpedoBanus k pe3yjbTaTaM 0CBOCHHS YUeOHOI NMPAKTUKH

B pesynbrare oOCBOEHHS MpPOrpaMMbl YYEOHOW MPAKTUKH OOYyYarolmUXCs
JOJDKEH YMETh W MMETh IIEPBOHAYAJIBHBIM IPAKTUYECKHWNM ONBIT 110 BUAAM
JNEATENBHOCTH

Bup nesreabHoCTH Ymenust
JKCITyaTALHS OCYILIECTBJISITh ~ TEXHUYECKYID  DKCIUTyaTalHI0
HH(OPMALMOHHO- JIMHEWHBIX COOPYKEHUH CBSI3H,
TEJIEKOMMYHUKAIMOHHbIX IMIPOU3BOAUTE MOHTAX Ka6eHBHBIX JUHUN WU
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CHUCTEM M ceTed

OKOHEUYHBIX KaOEJIbHbIX YCTPOUCTB,;

HACTpaWBaTh, SKCINIyaTHPOBATh M OOCITYKUBATh
obopynoanue UTKC;

OCYULIECTBJISTh MOJKJIIOUCHHUE, HaCTPOUKY
MOOWJIBHBIX ~ YCTPOMCTB M  paclpeleleHHBIX
cepBucoB UTKC;

MPOU3BOJIUTH HUCIIBITAHUS, MPOBEPKY U MPUEMKY
000pyIOBaHUS TEIEKOMMYHHKAIIMOHHBIX CUCTEM;

IIPOBOJUTH padoTHI o TEXHUYECKOMY
OOCITy’)KHBaHUIO, JAMATHOCTUKH  TEXHUYECKOTO
coctosinug U peMoHTy obopynoBanus UTKC;

3ammrTa nagpopmanum B
UH(POPMALMOHHO-
TeJIEKOMMYHHKAIIHOHHBIX
cucTeMax M ceTfx ¢
HCI0JIb30BaHUEM
NMPOrpaMMHBIX U
NPOrPaMMHO-ANNAPATHBIX,
B TOM 4HcJIe,
KpUNTOrpapuyecKnux
CPeACTB 3aIHUThI

BBISIBIISAITH M OLEHUBATh YIrpo3bl O€30MaCHOCTH
uHpopmanuu B UTKC;

HaCTpanBaTb W IIPUMCHATL CPCACTBA 3alllUTHI
I/IH(i)OpMaI_[I/II/I B OIICPAIMOHHBIX CHUCTCMaAX. B TOM
qUCJIC CPCACTBA aHTHBHPYCHOﬁ 3aIIUThI,

IIPOBOJUTH YCTaHOBKY " HACTPOWKY
IPOTrPaMMHBIX M IPOrPAMMHO - aIlllapaTHBIX, B
TOM YHUCJE KPUNTOTpahUUECKUX CPEICTB 3aLIUThI
uH(popmanuu;

MPOBOJUTh KOH(PUTIYpHpPOBAHUE MPOTPaAaMMHBIX WU

NpOrpaMMHO-aMIapaTHbIX, B TOM  YHCJE
KpUnTorpagpuueckux CpEeICTB 3aITUTHI
uHdopmaIuu;

IPOBOJNUTH KOHTPOJb IOKa3zaTelel M mpolecca
(GYHKIIMOHUPOBAHMUS IPOrpPaMMHBIX U
IpOrpaMMHO-aNmaparHblX, B TOM  YHCJE
KpUNTOrpapuueckux CpEICTB 3alUThI
uHdopmanuu;

MIPOBONTH YCTaHOBJICHHE nporecca u
napaMeTpoB (GYHKIIMOHUPOBAHUS MTPOTPAMMHBIX H
IpOrpaMMHO-aNIapaTHbIX, B TOM  YHCJE
KpunTorpapuueckux CpenCTB 3aITUTHI
uHhopmanuu;

IPOBOJNUTH TEXHUUECKOE OOCITYKHBAaHUE U PEMOHT
IpOrpaMMHO-aNIapaTHbIX, B TOM  YHCJE
KpUnTorpapuueckux CpEICTB 3alIUThHI
uHbOpMaIuu.

3ammuTa nngopmanuu B
UHGPOPMAILTMOHHO-
TeJIEKOMMYHHKAIIMOHHBIX
CHCTEMAX M CeTHAX C
HCMOJIb30BAHUEM

MIPOBOJAUTH YCTAHOBKY, MOHTa)X, HACTPOUKY U
UCIIBITAHUE  TEXHUYECKUX  CPEACTB  3aILUTHI
uHpopMaMu OT VYTEUYKH [0 TEXHUYECKUM
KaHaJIaM;

IMPOBOJNTH TCXHHUYCCKOC O6CJ'IY)KI/IB8,HI/IC,
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TEXHUICCKHUX CPEACTB
3alIUTHhI

YCTpaHEHHE  HEHUCIPABHOCTEH U PEMOHT
TEXHUYECKUX CPEACTB 3alllUThl MH(POPMALUU OT
YTEUKHU N0 TEXHUYECKUM KaHaJlaM;

IPOBOJIUTh U3MEpPEHHE TapameTpoB (HOHOBBIX
mymoB u [IDMUH, coznaBaembix 060py10BaHuEM
NTKC,;

IPOBOJUTH U3MEpPEHUE apaMeTpoB
ANEKTPOMATrHUTHBIX ~ M3JIyYEHUH U TOKOB,
CO37aBaE€MbIX TEXHUYECKHUMH CPEACTBAMU 3aIUThI
uHbOpMallMM OT YTEYKH MO0 TEXHUYECKUM
KaHajaw,

HCIIOJB30BaTh CpeACTBa (PU3MUECKON  3allUThI
muauit cBs3u UTKC;

OPUMEHATh HOPMATHUBHBIE IIPABOBBIE AaKThl H
HOPMATHUBHBIE  METOJWYECKHE JIOKyMEHTHl B
00J1aCTH 3alIUThl HH()OpPMAIUU.

BbinosiHenune  paéor 1o
OHON WJIHM HECKOJbKHUM
npogeccusim padoumux,
AOJIZKHOCTSAM CJIYKalMX
(BbinmosiHeHne  padoTr Mo
padoueii npodeccun
«Omnepartop 3JIEKTPOHHO-
BbIYMCJIUTEIbHBIX U

BBIYHUC/IUTEC/IbHBIX Ma]_lII/IH»)

BBITIOJTHATh TPEOOBAHUSI TEXHUKU O€30MacHOCTH
npu paboTe ¢ BBIUUCIUTEIbHONU TEXHUKOM,

MIPOU3BOJIUTH MOJIKJIIOYEHHE 0JIOKOB
MEPCOHAIBHOTO KOMIBIOTEpa U TepuepHITHBIX
YCTPOWCTB;

MIPOU3BOJUTH YCTAHOBKY U 3aMEHY PaCXOIHbIX
MaTepHasioB sl TepUPEPUMHBIX YCTPOUCTB U
KOMITBIOTEPHOUM OPTTEXHUKH,

JIMAarHOCTUPOBATh MPOCTEHIlINEe HEUCHPABHOCTU
NEPCOHANILHOTO  KOMIIbIOTEPa, MepudepuinHoro
000pyZOBaHUSI U KOMIIBIOTEPHON OPITEXHUKH,

BBIMIOJHATh ~ MHCTAUISIHUIO  CHUCTEMHOTO U
MPUKJIATHOTO MPOTPAMMHOTO 00€CTIeueHN;

CO3/1aBaTh 51 YIIPaBJISITh COAEPKUMBIM
JIOKYMEHTOB c IIOMOILBIO TEKCTOBBIX
ITPOLIECCOPOB;

CO3/aBaTh U YIPABIIATH COACPIKUMBIM
AJIEKTPOHHBIX TAOJIHI] C TIOMOIIIBIO PETAKTOPOB
TaOJINIL;

CO3/1aBaTh U YIIPaBJIATh COAEPKUMBIM
IIpe3eHTauN c IIOMOILIBIO pENaKTOpOB
IIpE3EHTAlMN;

HCMOJIb30BaTh MYJIbTUMEINA TPOEKTOP IS
JIEMOHCTpPALUY NIPE3CHTALINM;




BBOJAUTDb, PCAAKTUPOBATL U YAAJIATH 3allMCHU B Oaze
JaHHBIX,

3G ()EKTUBHO TMOIB30BATHCS — 3ampocaMu  0asbl
JAHHBIX;

CO3/1aBaTh U PEIAKTUPOBATH IpaduyecKue
OOBEKTHI C TOMOIIBIO MPOTPaMM JIJIs1 00pabOTKH
pacTpoBOii U BEKTOPHOH rpaduku;

IMPONU3BOAUTHL CKAaHUPOBAHUC TOKYMCHTOB U UX
PaCIIO3HABAHHUC,

MPOU3BOJIUTh  pacleyarky, KONUPOBaHUE U
TUPAXKUPOBAHHE JIOKYMEHTOB Ha IMPUHTEpE U
JPYTUX YCTPOUCTBAX;

YOPABJISATH (paiiiaMu TaHHBIX HA JIOKAJTbHBIX
ChEMHBIX 3aIOMHUHAIOIIUX YCTPOUCTBAX, & TAKKE
Ha JUCKaX JIOKAIbHOW KOMIIBIOTEPHOU CETH U B
UHTEPHETE;

OCYIIECTBIISITh HaBWUTAIMI0 1O Beb-pecypcam
HNHuTtepHeTa ¢ momoliiibio Opaysepa;

OCYIIECTBIISITh TOUCK, COPTUPOBKY M aHAIU3
MH(pOpMaIIU C MOMOIIBI MOUCKOBBIX HHTEPHET
CalTOB;

OCYILECTBIISITh AHTHUBHUPYCHYIO 3aIIUTY
IIEPCOHAIBHOTO  KOMIIBIOTEpPa € IOMOUIBIO
AHTUBUPYCHBIX IPOrPaMM;

OCYHICCTBIIAATH PE3CPBHOC KOIIMPOBAHHC u
BOCCTAHOBJICHUC JaHHBIX.

1.3 Koau4yecTrBo 4YacoB
NMPaKTHKH

Ha OCBOeHHe padoyeil NpPorpaMmbl Y4eOHOUH

Bceero - 432 yaca, B TOM 4ucie:

B pamkax ocBoenus [IM.01 - 108 vacon
B pamkax ocBoenust [IM.02 - 108 vacon
B pamkax ocBoenus [IM.03 - 108 vacon
B pamkax ocBoenus 1IM.04 — 108 yacos




2 PE3YJBTATBI OCBOEHUSI PABOUYEW ITPOTPAMMBI YUEBHOM
ITPAKTUKH

Pe3ynpTaToM  OCBOGHHMSI MpOrpaMMbl  Y4eOHOM  MPAaKTUKUA  SIBISIETCS
c(hOpPMHUPOBAHHOCTh Y OOYYAIOMIMXCS MPaKTUYECKUX MpOo(ecCUOHATbHBIX YMEHHUH,
NpuOOpEeTeHHe MEePBOHAYAIBHOTO MPAKTUYECKOTO OMbITa, HEOOXOAUMBIX JJIf
nocienywomero ocBoeHuss uMu npodeccuoHanbHbix  (IIK) m  obmux (OK)
KOMIIETEHIINH, TMYHOCTHBIX pe3yabTaToB (JIP) mo n3bpaHHoN cenranibHOCTH.

Kon HaunMeHoBaHue pe3ybTaTa 00y4eHHs 10 CHEeNMATbHOCTH

[IK 1.1 | IIpou3BoauTh MOHTaX, HACTPOWKY, MPOBEPKY (GYHKIUOHUPOBAHUS U

KOH(QUTYPHUPOBAHUS o0opyaoBaHus uH(GOPMaLIMOHHO-
TEJIEKOMMYHHUKAIITMOHHBIX CHCTEM U CETEN.
[IK 1.2 | OcymecTBiATh OUAarHOCTUKY TEXHUYECKOTO COCTOSHUSA, IIOMCK

HEUCIIPAaBHOCTE W PEMOHT  OOOpyAOBaHUS  MH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM M CETEH.

[IK 1.3 | I[IpoBoauTh TEXHUYECKOE oOcy>KUBaHUE o0opynoBaHus
MH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHUCTEM U CETEH.

[IK 1.4 | OcymiecTBiassTh  KOHTPOJIb  (QDYHKIMOHUPOBAHUS  HMHGPOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

[IK 2.1 | IIpon3BOaUTh YCTAaHOBKY, HACTPOUKY, UCTIBITAHUS U KOH(UTYPUPOBAHUE
OpPOrpaMMHBIX M NIPOrPAMMHO-ANIApPaTHbIX, B  TOM  YHUCIE
KpUITOrpaduyecKux CPEACTB 3AIIUTHI uH(popMaIn OT
HECAaHKIIMOHUPOBAHHOTO JOCTyNa M CIEHHAIbHBIX BO3JIEHCTBUI B
obopynoBanue HWHHOPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHUCTEM W
ceTel.

[IK 2.2 | Ilogaep>kuBath OecriepeboiiHy0 paboTy MPOTPAMMHBIX U MIPOTPaAMMHO-
anmapaTHbIX, B TOM YHCIE€ KPUNTOTpadhUUECKUX CpPEJCTB 3alllUThI
uHdopmaluu B HHGOPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIX CHCTEMaX U
CeTsIX.

[IK 2.3 | OcymecTBasTh 3aliuTy HHQOpMAlUMKU OT HECAHKIMOHHPOBAHHBIX
JNEeUCTBUU W  CHENUAJbHBIX BO3JECUCTBUH B UH(POPMAIIMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaX M CETSIX C HCIOJIb30BAHUEM
OpPOrpaMMHBIX M NIPOrPAMMHO-ANNapaTHbIX, B  TOM  YHUCIE
KpUNITOTpaUUECKUX CPEICTB B COOTBETCTBUU C MPEAbSIBICHHBIMU
TpeOOBaHUSIMU

[IK 3.1 |IIpou3BoauTh yCTaHOBKY, MOHTAaX, HACTPOWKY M  HCHBITAHUA
TEXHUYECKUX CPEJICTB 3alluThl HMHPOpMAIMU OT YTE€YKH IO
TEXHUYECKUM KaHaia B HWH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
CUCTEMAaX U CETSX

[IK 3.2 | IlpoBoaUTh TEXHUYECKOE OOCIY)XMBaHHE, TUATHOCTHKY , yCTpaHEHHE
HEUCITPAaBHOCTEN U PEMOHT TEXHMUYECKUX CPEJCTB 3alUThl HH(POpMaLun
UCIIOJIb3YEMbIX B MH(OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEMAaX
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H CCTAX

[IK 3.3

OcymiecTBIATh 3alUTy HWH(POpMAMK OT YTEUKH [0 TEXHUYECKUM
KaHajtaM B HMH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX CHUCTEMax |
CeTIX C HCHOJIB30BAHUEM TEXHUYECKUX CPEJICTB  3alllUThl B
COOTBETCTBHH C MPEABSIBIIEMBIMU TPCOOBAHUSIMHU

[IK 3.4

[IpoBoauTE OTAEHBHBIE PAOOTHI MO (PU3UYECKOMN 3aIUTE JIMHUN CBS3U
WH()OPMAITMOHHO-TEJICKOMMYHUKAITMOHHBIX CUCTEM U CETEH.

OK 01

Boei6upath criocoObl perieHus 3aaad npodeccuoHaIbHON AesTeNbHOCTH,
MPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02

OcymiecTBIATh TOWCK, aHadu3 M HHTEPHpeTanuio HHPOopMaIuH,
HEOOXOAUMOW A7 BBIIOJIHEHUS — 337ad  NPOQPEeCcCCHOHATHHOMN
JESITEIbHOCTH

OK 03

[InanupoBaTh M peanu30BbIBaTH COOCTBEHHOE MPOPECCUOHAIBHOE U
JUYHOCTHOE Pa3BUTHE

OK 04

PaboTats B KOJICKTUBE U KOMaH/JC, 3(1)(I)GKTI/IBHO B331/IMOI[€I>1CTBOB3TB C
KOJUICTaMH, PYKOBOACTBOM, KIIMCHTaAMHU

OK 05

OcCyliecTBIAT  YCTHYHO W IHCBMEHHYK0 KOMMYHHUKALIMIO  Ha
rOCyJJapCTBEHHOM $I3bIKE C YY€TOM OCOOEHHOCTEW COLHUAIBHOTO U
KYJBTYPHOTO KOHTEKCTa

OK 06

HpOHBJIﬂTB IpaXKaAaHCKO-ITIATPUOTUYCCKYIO IMMO3HMIHUI0, ACMOHCTPHUPOBATH
OCO3HAHHOC IMOBCJACHHUC Ha OCHOBC TPaJWIIMOHHBIX O6H.IC‘-ICJ'IOB€‘-ICCKI/IX
HeHHOCTeﬁ, IMPUMCHATH CTAHAAPTHI aHTUKOPPYHIIHMOHHOTI'O ITOBCACHH

OK 07

CopeiicTBOBaThH COXPaHCHUIO OKpY Karomen Cpebl,
pecypcocoepexxkernio, 3(PGEeKTUBHO JEHCTBOBATh B UPE3BBIYAMHBIX
CUTYaIMIX

OK 08

Hcnonb3oBaTh cpeAcTBa (HDU3MYECKON KyIbTYPHI Ui COXPAHEHHS U
YKpEIUICHHS 3JI0pOBbs B Ipoiiecce MpodhecCuOHATBHOM NeATeIbHOCTH U
nojiep>kanre HeoOXOAMMOT0 YPOBHS (PU3MUECKOI MOATOTOBICHHOCTH

OK 09

Hcnonb3oBaTh HMHMOPMALMOHHBIE TEXHOJOTMU B MPOPECCHOHAIBHOU
NEATEIIBHOCTH

OK 10

[Tonp30BaThHCA npodeccuoHaIbHON JIOKYMEHTAIUEN Ha
rOCyAapCTBEHHOM M MHOCTPAHHOM SI3bIKAX

OK 11

Hcnonb3oBaTh 3HaHUS 1O (UHAHCOBOM TPaMOTHOCTH, ITUTAHHPOBATH
MPEANPUHUMATEIBCKYIO JIEATETLHOCTh B IPo(decCHOoHanbHOM cdepe

JInunoctHseie pe3ynbraTsl (JIP): JIP 1-JIP 26




3 TEMATHYECKHWH IIVIAH Y COJAEP KAHUE YYEBHOM NIPAKTUKH
3.1 TemaTruyeckuii mIaH y4eOHOH MPAKTUKH
Kouuu.
Kounu.
Kona Kon u Hacos mHa HauMeHoBaHMS TeM 4acoB
K naumenoBanus IIM, | VIl no Buabi pador g — 1o
MK IIM n
MIIK TEMaM
IIM.01.
DKCIuTyaranus
MH(OPMaAIMOHHO-
TEJIEKOMMYHUKAIMOH
HBIX CUCTEM U CETEM 108
K 1.1,
K 1.2,
TIK 1.3, MJIK 01.01. IIpuemo- Momntax kabeneit HU u BU pazmuunbivMu
MK1.4 HepeIaromue TE€XHOJIOTUAMU
YCTPOWCTBA, MOoHTa)X OKOHEYHBIX YCTPOMCTB,
JIMHEWHbIE PUMEHSIEMBIX Ha MECTHBIX TeJIe(POHHBIX
COOpYKEHUS CBSI3U U 108 CEeTSAX, MaruCTPaIbHbIX U 30HOBBIX JIUHUSX | TeIeKOMMYHUKAIITMOHHBIC 108
UCTOYHUKH CBSI3U JIJISl DJICKTPUUYECKUX U ONITUYECKUX | CUCTEMBI U CETH
AIEKTPONUTAHUS Kabeeit
KonTpoap kauecTBa MOHTaxa ¢
MJIK 01.02. NPUMEHEHUEM U3MEPUTEIBHBIX TPUOOPOB
TenekoMMyHUKAIIMOH MOCTOSTHHOT'O TOKa
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HBIC CUCTCMBI U CCTH

OnpeneneHne BUIa ¥ MECTa NOBPEKIACHUS
KaOebHOM JINHUU CBSI3U C

MOMOIIbIO TPUOOPOB MEPEMEHHOTO TOKA
(pediekToMeTpoB).

MoHTaX ONTHYECKUX Kabeseit

IIpoBepka KkauecTBa MOHTaXa ONTUYECKUX
BOJIOKOH C MTOMOIIBIO PEIIEKTOMETPOB U
M3MEPUTEIEN ONTUYECKOW MOIITHOCTH.
Pa3pnenka xabeneil ¢ «BUTON mapoi» ais
BKJIFOUEHUS] B KOHHEKTOPBI
COOTBETCTBYIOIIEN EMKOCTH

MoHTa)X KOMMYTallMOHHBIX MAHENIEN
HcnbiTanue CMOHTUPOBAHHOM JIMHUU
TecTepamMu

OdopmieHne TOKyMEHTaluu Py cAaue
JIMHUU B DKCILTYaTaLUIO

N3yuenue u pabota ¢ KOHTPOJIBHO-
U3MEPUTENIBbHBIM 000PYA0BaHUEM
N3yuenne 000pyA0BaHUS U YCTPOUCTB,
MOBBIIAIONIUX PAOOTOCIIOCOOHOCTh U
HAJEKHOCTh KaOENbHBIX JTUHUN
Oznakominenue ¢ ooopynoanuem UTKC
O3HakomIIeHHE ¢ KaOETbHBIMU LIEXaAMH U
y4acTKaMu

Pa3zpnenka xabeneil ¢ «BUTON mapoi» ais
BKJIFOUECHUS B

KOHHEKTOPBI COOTBETCTBYIOLIEN €EMKOCTH
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IIpomMeskyTOUHAS
arrecrauus B popme:
nug.3auera

[1IK 2.1,
[1IK 2.2,
[IK 2.3

IIM.02.
3amuTa uHpopmanuu
B MH(OPMaIIMOHHO-
TEJIEeKOMMYHUKAILIMOH
HBIX CUCTEMaX H
CeTsIX C
MCIIOJIb30BaHUEM
MPOTPaMMHBIX U
IPOrpaMMHO-
anmnapaTHbIX, B TOM
qucie
KpUNTOrpaduuecKux
CPEJICTB 3aIIUTHI

108

MJIK 02.01 3amwura
uH(popmanuu B
nH(GOPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHH
BIX CUCTEMAaX M CETAX
C MCIOJIb30BaHUEM
MPOrPaMMHBIX U
IpOrpaMMHO-
anmapaTHBIX CPEJICTB
3aIUTHI

72

Pa3zpaboTka KOHIIETIIINY UHKEHEPHOU
3aIIUTHl THPOPMALIMH

[TocTpoeHnre MaTpHUIThl TEXHUIECKUX YTPO3
0o0beKTa

HccnenoBanne METOA0B 1 CIIOCOOOB
HECaHKIIMOHUPOBAHHOTO CheMa CUTHAJIa
HccnenoBanme METOA0B U CIIOCOOOB
AKPAHUPOBAHUS CPEIbI TIEpElauul JTAHHBIX
HccnenoBanue METOA0B U CIOCOOOB
AKpPAHUPOBAHUS CPEJICTB 0OPaOOTKU U
XpaHeHus1 HHGOPMAITHH

Pa3zpaboTka MoeM MOACUCTEMBI 3aIIUTHI

3amura wuHOpMAIUU B
MH(}OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX
CUCTEMax M CeTIX C
UCTIOJIb30BaHUEM
POrPaMMHBIX u
POrpaMMHO-aMIapaTHBIX
CPEICTB 3aIIUThI

12
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uH(pOpMAaIUU OT CheMa CUTHAJIa HAaBOJKU
Pa3zpaboTka MoeNM MOJACUCTEMBI 3aAIUTHI
cpeAcTB 00padOTKH MHGOPMAIIUU C
PUMEHEHUEM TEXHOJIOTUU
SKpaHUPOBAHUS

N3yuenue MeTo10B 1 CIIOCOOOB CO3AaHUSs
TEXHUYECKUX KAaHAJIOB YTEUKU
uHbOpMaIuu

Pa3paboTka Moaenu mporiecca 3amuThl
AKTHBOB OT YTCUKH MH(GOPMAIIHH 110
TEXHUYECKUM KaHaJIaM

Pa3paboTka miaHa BBOJa B KCILTyaTaIHIO
CUCTEMbI HH)KEHEPHO-TEXHUUYECKOU
3amuThl H”HOpMaIUU 00BEKTa
O3HaKOMIICHHE C MPAKTUYECKUMU
METO/IaMH MPOTUBOICUCTBUS HAOIIIOICHUIO
Y OCHOBHBIMU XapaKTEPUCTUKAMU CPEJICTB
Y CUCTEM IPOTUBOCHCTBYUS HAOTIOICHUIO
Pabora co cpeacTBaMu U cHCTEMaMH
IPOTHUBOAEHCTBUS HAOIIOAECHUIO
O3HaKOMJICHHE C METOJIJaMH M CIIOCO0aMu
IIPOTHUBOICHCTBHS MPOIIECCY YTCUKHU
nH(GOPMAITUH TI0 aKyCTUYECKOMY U
BUOPOAKYyCTUUECKOMY KaHAITy

Paborta co cpeacTBamMu MpOTUBOICUCTBUS
npoleccy yreuku nHpopMaiuu 1mo
AKyCTUYECKOMY M BUOPOAKYCTUUECKOMY
KaHary

O3HAKOMJICHHE C METOJIaMH U CPEJICTBAMH
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nepexBaTa MH(pOpMaluy U BbIpabOTKa
MEXAHU3MOB 3alllUThI OT NepeEXBaTa
uHpopMaru

Pabota ¢ MexaHU3MaMH 3alUThl CPEIbI
nepesauyy JaHHbIX OT epexBaTa
uHpopMaru

O3HaKOMIIEHHE CO CIOCO0aMU pealin3auu
OXpaHHBIX CUCTEM

CocTtaBieHre KOHICTIINH YIPaBICHUS
pUCKaMH B 0071aCTH HHPOPMALIMOHHOMN
0€301aCHOCTH MPEAIPHUITHS

Pa6ota ¢ mporpaMMHBIMU CPEICTBAMHU
aHaJM3a pUCKOB

CocTraBieHnne MaTpuUlbl yTpo3 s
OpeIIPUITUS

Pa3BepThiBaHNe cucTeM OOHAPYKEHMUS
BTOPKEHUU

KondurypupoBanue cucteM oOHapYKCHUS
BTOPKEHUU

Hacrpoiika cuctem oOHapyKeHHsI
BTOPKEHHM ISl OOHAPY>KEHUS CETEBBIX
aTax

CocTtaBieHre TOTUTUKH 0€30M1aCHOCTH
OPEIIPUITUS C y4ETOM pabOThl CUCTEM
0OHapyKEeHHs BTOPKEHUN

TectupoBaHus anmapaTHbIX MEXKCETEBBIX
HKpaHOB

TectupoBaHusi MPOTPAMMHBIX MEXKCETEBBIX
HKPaHOB

14




Hacrtpolika nepcoHanbHBIX MEKCETEBBIX
JKpPaHOB

Hactpoiika u konpurypupoanue
MeKCeTeBbIX dKkpaHoB B ceTsix SOHO.
Hactpoiika u konpurypupoanue
MEKCETEBBIX SKPAHOB B CPEAHUX CETAX
MopenupoBaHue pabOThI MEKCETEBBIX
SKPAHOB B KPYITHBIX CETIX
MoennpoBaHue 3alIUIIEHHBIX KAaHATIOB
CBSI3U B Pa3JIMYHBIX CETAX.

Opranm3zanus nporecca moCTPOCHUS
3alUIIEHHBIX KaHAJIOB CBSI3U B PA3IMYHBIX
CeTsAxX

Hactpoiika MexaHM3MOB 3a1UThI
(baiIoOBBIX CUCTEM U 0a3 TaHHBIX
Hactpolika pa3nuyHbIX MEXaHU3MOB
3aIIUThI JIEKTPOHHOMN MOYTHI B CETH
IpeANpUATUS

MopenupoBaHue OJICUCTEM 00ECTICUCHHUSI
0e30nmacHOCTH UHPOPMALIUU OT
HECAHKI[MOHUPOBAHHOTO JIOCTYIIAa
O3HakoOMIICHHUE, TOAKIIFOYEHNE, HACTPOMKA
CHUCTEMBI PE3EPBHOTO KOMMPOBAHUS

MJIK
02.02.Kpunrorpaduu
ecKas 3aIuTa
uHbopmauu

36

Kondurypupoanue mudpyromen
daiinoBoii cuctemsl EFS

Co3nmanue moamuced ©W  CepTUPUKATOB,
mu@poBaHUE JOKYMEHTOB IPH IOMOIIU
EFS.

Kondurypuposanne CK3U kpunto APM

Kpunrorpaduueckas
3amuTa uHpopmauu

36
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Co3nanue mnoanuced W CepTUPHUKATOB,
muppoBaHUEe JOKYMEHTOB MPU TMOMOIIU
kpunto APM

[TognuceiBaHne OOBEKTOB € TMOMONIBIO
APM

Kondurypuposanue CK3U GnuPG
[ToanuceiBanne OOBEKTOB C€ IOMOIIBIO
GnuPG

Kongurypuposanue CK3U PGP
[loanuceiBanne OOBEKTOB C MOMOIIBIO
PGP

Kongurypupoanue CK3U  TrueCrypt.
[IudpoBanue pas3aenoB U JUCKOB IMPHU
nomotu TrueCrypt

Kondurypuposanue SSL Ha
oneparmonHoi cucteme DEBIAN
Kondurypuposanue SSH Ha

oneparmonHoit cucreme DEBIAN
VYcTaHoBKa U KOH(PUIYpHUpPOBaHHE LEHTpa
ceprudukaunn Ha DEBIAN

Cozmanne uW TIEPEHOC KOHTEHHEpOB Ha
Crypto PRO, Koungurypuposanue
CUUTHIBATENEH

Co3pganue DNEKTPOHHBIX IOANUCEH U
ceptudukaros mpu nomortu Crypto PRO
Co3manne  3ampocoB M IOJIyYEHHE
cepTU(PUKATOB  IIEHTpa  cepTUdUKAIUU
windows server
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IIpomMeskyTOUHAS

arrecrauus B ¢popme:

, iu¢.3auera

IIK 3.1,
1K 3.2,
[1K 3.3,
[IK 3.4

IIM.03.
3amuTa uadopmanuu
B MH(OpPMaIMOHHO-

TEJICKOMMYHUKAIIUOH
HBIX CUCTEMAaX U 108
CETSIX C
HCIIOJIb30BaHUEM
TEXHUYECKHUX
CpEJICTB 3aIMUThI
MJIK 03.01 3ammwura N3yyeHue BUIOB JaTYMKOB OXPAHHOM U
nHpopmaruu B MOYKapPHOU CUCTEM CUTHAJIA3ALIHH.
NTKC ¢ N3yuyenue nocneaoBaTeIbHOCTH
HCIOJIb30BaHUEM MOHTa)ka JaTYUKOB OXPaHHOU U
TEXHUYECKUX MOYKaPHOW CUCTEM CUTHAIIA3ALINH.
CPEJICTB 3aIUThI MoHTaX JaTYNKOB OXPAHHOM CHUCTEMBI .
CHIHATH3ATIIIL 3ammuTa JJMHAN CBA3HU 108
MOHTaX TaTYMKOB MOKAPHON CUCTEMBI WTRC
108

MJIK.03.02.
dusnueckad 3amra
mauii cesa3u UTKC

CUTHAJIN3ALINH.

[IpoekTrpoBaHuE YCTAHOBKH CUCTEMBI
II0YKapHO-OXPaHHOW CUTHAJIU3ALMHU 10
3aJJaHUIO.

Peanuzanusa cupoeKkTHpOBaHHOU
CHUCTEMBI TTOKAPHO-OXPAHHOM
CUTHAJIN3ALIN Y.

IIprmeHeHne MpOMBIIIIIEHHBIX

17




ocuusuiorpadoB s 3aLIUThI
nHpopmaruu

[IpuMeHeHne TPOMBIIUICHHBIX
4aCTOTOMEPOB ISl 3aIUThHI HH(pOpMaUu
[IpuMeHeHne NPOMBIIUICHHBIX
reHepaToOpOB U1 3aIIUThI HH(pOpMaLuu
PaccmoTpenue cucteMsl KOHTPOIIS U
YIPABJIECHHS TOCTYTIOM
[IpoekTupoBaHue U peaanu3aius
CUCTEMBI KOHTPOJISL U YIIPABJICHUS
JIOCTYIIOM TIO 33JaHHIO.

PaccMmoTpenune npuHIMIOB padOThI
CUCTEMBbI BUICOHAOIIIOICHUS U €€
IIPOEKTUPOBAHKE

PaccMoTpeHune 1aTuukoB epuMerpa, ux
IPUHLIUIIOB PabOTHI

BeltoniHeHNE 3ByKOU30IS1UN
MIOMEIICHUI CUCTEMBI 3aIIyMIICHUS
[IpoekTupOBaHKUE CUCTEMBI 3AILUTHI OT
YTEUKH 1O LETISIM 3JIEKTPOITUTAHUS U
3a3eMJICHUS

Peanusanust cnpoeKTUPOBaHHOU
CUCTEMBI 3aIIUTHI OT YTEUKH MO LIETSIM
ANEKTPOINUTAHUS U 3a3EMJICHUS
Pa3paboTka opraHu3aloOHHbIX
MEPOIPUATUAN MO 33JaHUIO
IpEenoIaBaTess

Pa3zpaboTka TeXHUYECKUX MEPOTPUITHI
110 33J]aHUIO0 [TPENO1aBaTeIIs

18




Pa3paboTka OCHOBHO# TOKyMEHTAIIUHU TIO
WH)XKCHEPHO-TEXHUYECKOU 3aInuTe
nHpopmaruu

IIpomMeskyTOUHASK
arrecrauus B ¢popme:
aug.3auera

[IK 1.3,
[IK 2.1,
1K 3.1,
[K 3.2

ITM.04.
Beimotaerne  pabot
1o OJTHOM 18105
HECKOJIbKHM
npodeccusim
pabouux,
JOJHKHOCTSIM
CITY’KaIuX
(Beimonnenune pabot
o paboueii
npodeccun
«Omnepatop
AJIEKTPOHHO-
BBIUHCIUTCIBHBIX U
BBIYHCIUTEIBLHBIX
MaIITH» )

108

CobnroieHre TeEXHUKH 0€30MMacCHOCTH IPH
pabote Ha OBM

N3yuenune apxurektypsl 9BM, cTpyKTypHI
Y OCHOBHBIX IPHUHIMIIOB paboTel OBM
Pabota ¢ 10n0JHUTENbHBIMU BHEIIHUMU
ycrpoiictBamu 11K: mouck apaitBepos,
NOJKJIFOYEHHE, HACTPOMKA

VYcraHOBKA U 3aMEHA pacXOIHbIX
MaTepHaJIOB JUIsl IPUHTEPOB, KCEPOKCa,
10TTEpa

YcTaHoBKa ONEpPaAIMOHHON CPEIbL,
Hactpoiika untepdeiica OC (pabounit
CTOJI, 0€30IMaCHOCTb CHCTEMHEI,
MOJKJTIOUCHHE K CETH).

VY cTaHoBKa MPUKIIAHBIX TPOTpamMM
VYnpasnenue ¢aiinamu JaHHBIX Ha
JIOKAJIbHBIX ChEMHBIX 3aIIOMUHAIOIINX
YCTPOMCTBAX, a TAKXKE HA IUCKaX
JIOKAIBHOM KOMIIBIOTEPHOU CETHU U B
UHTEPHETE

JlnarHocTuka npoCTENIINX
HEUCITPABHOCTEN IMEPCOHAIBHOIO

Brimonnenue padoT 1mo
OJIHOM WJIM HECKOJIBKUM
npodeccusiM pabouux,
JOJDKHOCTSIM CITY KaIlIiX

108
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KOMITBIOTEPA, IepUPEPUITHOTO
000pyI0BaHUS U KOMITBIOTCPHOM
OPTTEXHHUKHU

OdopmiieHre oT4YeTHON JOKYMEHTAIIMH B
COOTBETCTBHH C IIEpEIYHEM padoT,
BBITIOJTHSCMBIX B TIOPSIKE TEKYIIEH
skcrutyaranuu O9BM

CkaHUPOBaHUE TEKCTOBBIX JOKYMEHTOB H
WX paclio3HaBaHUE

Co3nmanne TOKyMEHTOB B TEKCTOBOM
MPOIIECCOPE, CO3TaHNE TOKYMEHTOR C
ITOMOIIIEIO IIA0JIOHOB, BBOJI TEKCTOBOM
uH(popMaIu, COXpaHeHHE JIOKYMEHTOB
dopmaTupoBaHUE U PEAAKTUPOBAHUE
JIOKYMEHTOB B TEKCTOBOM TIPOIIECCOPE.
Co3pnanue 1 GopMaTUPOBAHKUE CITUCKOB B
TEKCTOBOM ITPOIIECCOPE

PabGora ¢ TabaumamMu B TEKCTOBOM
poreccope

Pabora ¢ nquarpamMaMu B TEKCTOBOM
mporeccope

Paborta ¢ rpadmuueckumu 00bEKTaMH B
TEKCTOBOM ITPOIIECCOpPe

ITeyaTh JOKYMEHTOB B TEKCTOBOM
mporeccope

Coznanue u hopmMaTUpOBaHNUE TAOIHIIHI B
peIaKkTope ICKTPOHHBIX TaOJIHNIT
Brruucnenue ¢ momomnipio Gopmys B
AJICKTPOHHOM TaOIHIe
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PaboTa co BcTpoeHHBIMU (DYHKITUSIMU B
AJIIEKTPOHHOM TabiuIie

Pabora co criuckaMu B 3JIEKTPOHHOM
TaduIe

Coznanue Gopm A BBOJIa JaHHBIX B
TaOIUIIBI

Coznanue u pabota ¢ JuarpaMMamMu 1
rpagukamMu

OOMeH TaHHBIMU MEXAY TEKCTOBBIM
MPOIIECCOPOM U JIEKTPOHHON TaOIuIeh
[TocTpoeHue mpe3eHTaluu pa3InyHbIMU
cnocobaMu

O6paboTka 0OBEKTOB CIIAlI0B
IPE3CHTAIIUU

Hacrpoiika anumaiiuu 00beKTOB
Hactpolika nokasa u 1eMOHCTparus
pe3ynbTaTOB pabOTHI CPEICTBAMU
MyJIbTUMEINA

BBox qa"HbIX B TaOaUIBI Oa3bl JTaHHBIX
Co3znaHue npocThIX 3apocoB 0e3
napaMeTpoB U ¢ MapaMeTpamMu
Coznanue oT4eToB B 0a3ax JaHHBIX
PucoBanne 0ObEKTOB CpeICTBAMU
rpaguuecKoro pegakropa

PaboTa c 3anMBKaMu U KOHTypamu B
IporpaMme BEKTOPHOU rpaduku
Co3ianne puCyHKOB U3 KPUBBIX B
porpamMme BEKTOPHOU rpaduku
Jlornyeckue onepanuu HaJl 00bEKTaMU B
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IporpamMme BEKTOPHOU rpaduku

PaboTa c TekcTOM B mporpaMMe BEKTOPHOM
rpaduku

Pa6ora ¢ appexramu mporpamme
BEKTOPHOU rpaduku

NHcTpyMeHTHI BBIJICIICHHS B IPOTPaMMe
pacTpoBoii rpaduku

BcTaBka u pemrakTupoBaHue TOTOBOTO
M300paKEeHUsI C UCIIOJIb30BAHUEM
MIporpamMmm pacTpoBOil rpaduKu

PaboTa co ci1osiMH ¢ UCTIOIB30BAHUEM
MIporpamMmm pacTpoBOil rpaduKu

PaboTa c nBeTOM € UCIOJIH30BAHUEM
IPOrpaMM pacTpoBOii rpaduKu
Perymmposanue pororpadun B
IporpamMmax pacTpoBoi rpaduxu
Pa6ora co cnetpddexramu ¢
UCIIOJIb30BAaHUEM MTPOTPAMM PACTPOBOI
rpaduKu

Coznanue u 00OMEH MUcbMaMu
3JIEKTPOHHOM MOYTHI

Haguranus no Be6-pecypcam UntepueTa ¢
OMOIIIBIO porpaMmbl Be6-0payzepa
[Townck, copTUpOBKa M aHAU3
uH(OPMAITUHU C TIOMOIIIBIO TTOMCKOBBIX
WHTEPHET CaTOB

[Tepecwuika u myOnukarus $HaisioB
NaHHbIX B IHTEpHETE.

Hcnionp30BaHne MTATHBIX CPEJICTB
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3aIIUThI ONEPALMOHHON CUCTEMBI U
MPUKJIAIHBIX IPOrpamMm

[IpumeHeHune mapoIbHON 3aIUThI

VY cTaHOBKA aHTUBUPYCHBIX MPOTPAMM, UX
HacTporika. OOHOBNIEHUE Oa3bl.
BrinosHeHne apXUBUPOBaHUS JAHHBIX
BrinosiHeHre pe3epBHOr0 KOMUPOBAHUS U
BOCCTAHOBJICHUS JaHHBIX

Brinonuats TpeOOBaHUS TEXHUKH
0e30macHOCTH Mpu padoTe C
BBIYHCIIUTEILHON TEXHUKOU
[Tpou3BoANTE MOAKIIOUEHHE OJIOKOB
NEPCOHAIBHOTO KOMIIBIOTEPA U
nepudepuitHbIX yCTPOMCTB

[Tpon3BOAUTH YCTAHOBKY U 3aMEHY
PacXOJHBIX MATEPUAITIOB IS
nepudepUHBIX YCTPOUCTB U
KOMIIBIOTEPHOU OPITEXHUKHU
JInarHoCcTUPOBATh NPOCTEUIIINE
HEUCTIPABHOCTH NIEPCOHATBHOTO
KOMITbIOTEPA, IEpUPEPUITHOTO
000pyI0BaHUS U KOMITBIOTEPHOU
OPTTEXHUKHU

BBINOMHATE MHCTAJUISIIUIO CUCTEMHOTO U
MPUKJIATHOTO MPOrPAMMHOI0 00ECIIeUeHUS
Co3pnaBath U yIpaBIATh COJICPKUMBIM
JIOKYMEHTOB C OMOIIBIO TEKCTOBBIX
IPOLIECCOPOB

Co3pnaBath U yIpaBIATh COJIEPKUMBIM
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AIIEKTPOHHBIX TAOIUI] C TOMOIIIBIO
pEeAaKTOPOB TAOJIHII;

Co3paBath U yIpaBIATh COJIEPKUMBIM
MIPE3EHTAMI C IOMOIIBIO PEJAKTOPOB
MpE3CHTalu1

Hcnonp30BaTh MyJapTUMEANA TIPOECKTOP
JUTSL IEMOHCTpAIMK pe3eHTaui
BBoauTh, penakTupoBaTh U yaaiasiTh
3amucy B 0a3e JaHHBIX

D¢ (hHeKTUBHO MOIB30BATHCA 3aMPOCaMU
0a3bl JaHHBIX

Co3naBath M peJakTUPOBATh TpaduuecKue
O0OBEKTHI C TOMOUIBIO POTPaMM JIJIs
00pabOTKHU pacTpOBOM U BEKTOPHOM
rpaduKu

IIpon3BOAUTE CKAHNPOBAHUE JOKYMEHTOB
U UX pPacliO3HAaBaHUE

[TpousBoauTh pacnevyaTky, KONMUPOBAHUE U
TUPAXUPOBAHUE IOKYMEHTOB Ha MIPUHTEPE
U JPYTUX YCTPOMCTBAaX

VYrpaasaTe ¢daiinamMu JaHHBIX Ha
JIOKAJIbHBIX ChEMHBIX 3aIIOMUHAIOIINX
YCTPOMCTBAX, a TAKKE HA TUCKAX
JIOKaJIbHOM KOMIIBIOTEPHOU CETH U B
UHTEPHETE

OcyuiecTBiATh HaBUTAIMIO 0 Beo-
pecypcam MHTEpHETA C MOMOUIBIO
Opay3sepa

OcCyniecTBIATh NOUCK, COPTUPOBKY U
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aHaiau3 uHGOPMAIUU C TOMOIUIBIO
MOMCKOBBIX HUHTEPHET CAlTOB
Ocy1iecTBIATh AHTUBUPYCHYIO 3aIUTY
MEPCOHATILHOTO KOMITBIOTEPA C MTOMOIIIBIO
AHTUBUPYCHBIX MPOrPAMM

Ocy1ecTBIATh pe3epBHOE KOMUPOBAHUE U
BOCCTAHOBJICHHUE JTAHHBIX

IIpomexxyTrouHnas
arrecranus B popme:
aud.3avera

BCEI'O uacoB 432

3.2 Copnep:xxanue y4eOHOH MPAKTHKHU

Koa u nanmenoBanue

O0bem
npo¢ecCHOHAIbHBIX .
9 Conepxanue y4eOHbIX 3aHATHI 4acoB HA
moayJe, MJIK u tem VII
yueOHOI MPAKTHKH
IIM.01 Jxcniayarauusi MHPOPMALMOHHO-TEJICKOMMYHUKALMOHHBIX CHCTEM U CeTeH 108
MK 01.01 IIpuemo-nepeaarwouue yCTpOMCTBA, JJUHEHHbIC COOPY/KEHUS CBA3H U HCTOYHUKHU 108
3JIeKTPONUTAHUSA
M/K 01.02. TesekOMMYHHKAIIHOHHBIE CHCTEMbI U CETH
TenekoMMyHUKAIIMOHHbBIE Conepxkanue y4eOHON MPAKTHKHA 108
CHUCTEMBI U CETU 1 MonTtax kabenert HU u BYU pa3nudHbIMU TEXHOJIOTHUSIMH. 8
2 | MoHTaXX OKOHEUYHBIX YCTPOWCTB, NMPUMEHSEMBIX Ha MECTHBIX TeJe(h)OHHBIX 8
CETSIX, MAaruCTPaJbHbIX M 30HOBBIX JIMHUSAX CBSI3U IS DJIEKTPUYECKHX H
ONTUYECKUX KabeseH.
3 | KoHTpoJib KauecTBa MOHTaXa C MPUMEHEHHEM U3MEPUTENbHBIX TPUOOPOB 8
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ITIOCTOAHHOI'O TOKA.

4 | Onpezenenue BUIa U MECTa MOBPEXK/ICHUS KaOEIbHOMN JIMHUU CBSI3U C 8
MTOMOIILI0 MPUOOPOB MEPEMEHHOT0 TOKa (PePICKTOMETPOB).
5 | MoHTaX ONTHYECKUX KaOemei. 8
6 | [IpoBepka KauecTBa MOHTaXa ONTUYECKUX 8
BOJIOKOH C MTOMOIIBIO PEPIIEKTOMETPOB U U3MEPUTETICH ONTHUECKOMH
MOIIIHOCTH.
7 | Pa3znenka kabeneil ¢ «BUTON mapoit» JUIsl BKIIOUYECHHUS B 8
KOHHEKTOPBI COOTBETCTBYIOIIEH EMKOCTH.
8 | MoHTa)Xx KOMMYTalIMOHHBIX MAaHENEH. 8
9 | McnblTanne CMOHTUPOBAHHOW JIMHUU TECTEPAMHU. 8
10 | OopmiieHre TOKYMEHTAIIMU NPU CJlaye JMHUU B SKCIUTyaTaIluIo. 6
11 | M3ydenue u paboTa ¢ KOHTPOJIbHO-U3MEPUTEIBHBIM 000PYI0BAHUEM 6
12 | M3ydenue o00pynOBaHMS U YCTPOUCTB, MOBBIIAIOIINX PAOOTOCIOCOOHOCTD U 8
HAJC)KHOCTh KaOETbHBIX JINHUM.
13 | O3nakomiienue ¢ obopynoBanueM UTKC 8
14 | O3HakomIleHHE ¢ KaOETBHBIMH II€XaMH U YYaCTKaAMHU. 8
15 | Paznmenka kabemnel ¢ «BUTOM Mapoid»y il BKIIOYEHUS B 8
KOHHEKTOPBI COOTBETCTBYIOIIEH EMKOCTH.
IIpomexyTouHasi arrecrauus B popme auddgepenuupoBanHoro 3avera no YI1.01
IIM.02 3ammra uHpopmManuu B HHPOPMALMOHHO-TEJIEKOMMYHHUKAIMOHHBIX CHCTEMAX M CETHAX C 108
HCIO0JIb30BaAHHEM NMPOrPpaMMHBIX H MPOrPAMMHO-ANNAPATHBIX, B TOM YHcJIe KPpUNTOrpaguuecKux cpeacTn
3a1MUThI
M/IK.02.01 3amura uadopmMannu B MHPOPMAIHOHHO-TEJIEKOMMYHUKALIMOHHBIX CHCTEMAaX M CETHX ¢ 72
HCIN0JIb30BAHHEM NPOrPAMMHBIX M NPOrPAMMHO-ANNAPATHBIX CPEJICTB 3aLUTHI
Coaep:xxanue yueOHOM NPAKTUKH 72
Samurra uHGOpMALIH B 1 Pa3paboTka KOHIENIMY HHKCHEPHOH 3allUThl HH(POPMAITUH. 2
2 [TocTpoenne MaTpHIlbl TEXHUYECKUX YTPO3 OOBEKTA. 2
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nH(pOpMaIIMOHHO-
TEJIEKOMMYHUKAIMOHHBIX
CUCTEMaX M CETSIX C
UCTIOJIb30BaHUEM
IPOrPaMMHBIX U
IPOrpaMMHO-aIapaTHBIX
CPEJICTB 3alIUTHI CPEICTB
3aIUATHI

3 | UccnenoBanue METOA0B M C1OCOOOB HECAHKITMOHUPOBAHHOTO CheMa CUTHAJIA. 2

4 | UccaenoBaHre METOJIOB M CIIOCOOOB KPAHUPOBAHUSA CPEIbl IEpeiaun JaHHBIX. 2

5 | UccnenoBanue METOJOB U CHOCOOOB AKPAHUPOBAHUSI CPEACTB OOpabOTKU U 2
XpaHeHUsI THPOPMAIIHUH.

6 | Pa3paboTka Momenu MOACHCTEMBI 3allUTHl WH(OPMAIIMKM OT ChEeMa CHUTHaja 2
HABOJIKH.

7 Pa3zpaboTka MozenH MoACUCTEMBI 3alIUThI CPEJICTB 00PaOOTKH UH(pOpMALHK C 2
MPUMEHEHUEM TEXHOJIOTUN YKPAHUPOBAHUS

8 | U3yueHne MeTOJOB M CHOCOOOB CO3/1aHUS TEXHUYECKHX KaHAJIOB YTEUKU 2
uHdOopMaIuu.

9 Pa3zpaboTka Mozenu mpoiiecca 3alIUThl aKTUBOB OT YTEYKH HMH(OpMaAInuu 1o 2
TEXHUYECKUM KaHaJIaM.

10 | Pa3pabotka miaHa BBOJA B IKCILTyaTallMI0 CUCTEMbl WHKEHEPHO-TEXHUYECKOM 2
3aIMThl HHPOpMalUU OOBEKTA.

11 | O3HakoMJIeHHE C TPAKTUYECKUMHM METOJaMU MPOTUBOACHCTBUS HAOJIOACHUIO 2
U OCHOBHBIMH XapaKTEPHUCTUKAMH CPEICTB M CHUCTEM IPOTUBOJCHCTBUS
HaOJII0ICHHIO.

12 | PabGoTa co cpeicTBaMy U CUCTEMaMHU MPOTUBOICHCTBHS HAOIIOICHHIO. 2

13 | O3HakOMJIEHHE C METOJIaMH U CIIOCOOAMH TTPOTUBOICHCTBUSI TIPOLIECCY YTEUKU 2
nH(OpPMAITUU TI0 aKyCTUYECKOMY M BUOPOAKYCTUYECKOMY KaHaTYy.

14 | PaGoTa co cpeacTtBaMH MPOTUBOJAEHUCTBHS MPOLIECCY YT€UKH MH(OpPMAIUHU T10 2
aKyCTHYECKOMY M BUOPOAKyCTHUECKOMY KaHaIy.

15 | O3HakoMJIeHME € METOJaMU M CpeICTBaMHM IepexBaTa HWHGOpMauu u 2
BBIPa0OTKAa MEXaHM3MOB 3aIIUTHI OT IepexBaTa HHPpOpPMAIIHH.

16 | PaGota ¢ mexaHwW3MaMM 3allWTHl CPeIbl TEpenadd JaHHBIX OT IepexBara 2
nHdOpMaIuu.

17 | O3HaKOMJIEHHE CO CIIOCO0AMH peaTn3alii OXPAHHBIX CUCTEM. 2

18 | CocraBieHre KOHIENIUU YIPABJICHHUS PUCKaMU B 00JacTH WHOOPMAIMOHHON 2
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0e301acHOCTH IMPCAIIPUATHAL.

19 | Pabora ¢ mporpaMMHBIMHU CPEICTBAMU aHAJIU3a PUCKOB. 2
20 | CocTaBieHre MaTPHUILIbl YIPO3 IJIs PEITPUSATHSL. 2
21 | Pa3BepThIBaHHE CUCTEM OOHAPYKEHUS! BTOPKEHU. 2
22 | KondurypupoBanue cucrem 00HapYEHUS] BTOPKCHUI. 2
23 | Hacrpoiika cucrteM oOHapyXeHHs BTOPKCHHMU [JIsI OOHApy>KEHHS CETEBBIX 2
aTax.
24 | CocraBieHHE NOJIUTUKN O€30MIaCHOCTH NMPEATPUATHUS C YUETOM pabOThl CUCTEM 2
oOHapy>KeHHsI BTOP>KEHUH.
25 | TectupoBaHus annapaTHBIX MEKCETEBbIX IKPAHOB. 2
26 | TectupoBaHUs NPOTPAMMHBIX MEKCETEBBIX SKPAHOB. 2
27 | HacTtpolika nepcoHaIbHBIX MEXKCETEBBIX SKPAHOB. 2
28 | Hacrpoiika u KoHGUTYpHpOBaHHE MEKCETEBBIX JKpaHoB B ceTsix SOHO. 2
29 | Hacrpolika 1 KOHQUTYpHPOBAaHUE MEKCETEBBIX IKPAHOB B CPETHUX CETAX. 2
30 | MonenupoBaHue pabOThl MEKCETEBBIX SKPAHOB B KPYIHBIX CETSIX. 2
31 | MonenupoBaHue 3alIMIEHHBIX KAHAJIOB CBSI3H B Pa3JIMUYHBIX CETSIX. 2
32 | Opranuzanusi Tmpoliecca TIOCTPOCHUS 3allUIIEHHBIX KaHAJOB CBA3U B 2
pa3IMYHBIX CETSIX.
33 | HacTtpolika MeXaHU3MOB 3alIUThI (PailJIOBBIX CUCTEM U 0a3 TaHHBIX. 2
34 | Hactpoliika pa3iuyHBIX MEXAHU3MOB 3alllUTHl AJIEKTPOHHON MOYTHI B CETH 2
IPEIIPUSITUS.
35 | MonenupoBaHue MOACUCTEM OOecreYeHHs] 0e30MacHOCTH HH(POPMAIUA OT 2
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.
36 | O3HaKOMIIEHUE, TOIKIOYEHNE, HACTPOMKA CUCTEMBI PE3EPBHOTO KOIMUPOBAHMS 2
MJ/IK.02.02 Kpunrorpaduyeckas 3ammura uHGopmMannu 36
Kpunrorpaduueckas Conep:xxanue yueOHOH NPAKTUKH 36
3amuTa uHpopmanuu 1 Kondurypuposanue mudpyromei dainoBoii cucrembl EFS 2
2 Coznanue noanuceit u cepTuduKaTo, NMudpoBaHUE JOKYMEHTOB MPU MOMOIIIH 2
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EFS.

3 Koudurypuposanue CK3U kpunto APM 2
4 Coznanue noanuceit u cepTUPUKATOB, MUGPOBAHUE JOKYMEHTOB MPU MTOMOIIIH 9
kpunto APM.
3 [TognuceiBanre 00BEKTOB ¢ TomMoIbio APM 2
6 Kongurypuposanue CK3U GnuPG 2
7 [ToanuceiBarme 00HEKTOB ¢ ToMoIsI0 GNUPG 2
8 Kondurypuposanue CK3U1 PGP 2
9 [ToanuceiBanre 00bEKTOB ¢ Tomolsio PGP 2
10 | Koudurypuposanue CK3U TrueCrypt. llludppoBanue pa3nenoB u JUCKOB MPU 3
oMot TrueCrypt
11 | Kordurypuposanne SSL Ha oneparmonsoii cucreme DEBIAN 3
12 | KordurypupoBanne SSH na oneparnmonnoii cucreme DEBIAN 3
13 | YcraHoBka u koHQUrypupoBanue nenrpa ceprudukanuu Ha DEBIAN 3
14 Co3nanue u _nepeHoc kouteiiHepoB Ha Crypto PRO, Koudurypupoanue 9
CUMTHIBATEIICH
15 | Co3ganue >1eKTpOHHBIX oanucei u ceptudukato npu nomoiu Crypto PRO 2
16 Co3nanue 3ampocoB W TMOJy4eHUE CEpTUPUKATOB LEHTpa cepTUdUKAIUU 2
windows server
IIpomexyTounas arrecrauus B popme nuddepenuuposannoro 3avyera mo YI1.02
IIM.03 3amura uHdpopmanuu B MHGOPMALHOHHO-TEJTEKOMMYHUKANMOHHBIX CHCTEMAX M CeTHAX ¢ 108
HCIO0JIb30BAHHEM TEXHUYECKHX CPEJCTB 3alUThI
MK 03.01 3amura uadpopmanuu B UTKC ¢ ncnosib30BaHneM TeXHUYECKHX CPEICTB 321U ThI 108
MJIK 03.02 dusnyeckasi 3amurta JuHuid cesizu UTKC
CopnepxaHue yueOHO NPAKTUKH 108
3ammra nmuHui ceszu UTKC | 1 N3ydyeHne BUIOB 1aTYMKOB OXPAHHOM U ITOKAPHOU CUCTEM CUTHAIU3ALUH. 6

N3ydeHune nocnenoBaTelbHOCTH MOHTAXa JATYUKOB OXPAHHOM U ITOKAPHOU
CHUCTEM CUTHAUIM3ALUU.
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2 MoHTaX 1aTYMKOB OXPaHHOM CHCTEMBbl CUTHAJIU3ALINH. 6
3 | MoHTa) AaTYMKOB NOKAPHOM CUCTEMbI CUTHAJIU3ALIHH. 6
4 | IIpoekTupoBaHUE YCTAHOBKU CUCTEMBI MOKAPHO-OXPAHHOM CUTHAJIM3ALNH T10 6
3aJJaHUIO.
5 | Peanuzanus cipO€KTUPOBAHHOM CHCTEMBI NOKAPHO-OXPAHHON CUTHAJIA3AIUH. 6
6 | [IpumeHeHHe MPOMBIIITICHHBIX OCHMIUTOrpadoB ISl 3alIUTH HHQOpMaLUU 6
7 [TprMeHeHre TPOMBIIIUIEHHBIX YaCTOTOMEPOB ISl 3aIIUTHI HH(pOpMauu 6
8 | [IpumeHeHMe MPOMBIIITIEHHBIX T€HEPATOPOB JJIsl 3aLIUTHl HTH(POpMAIUH 6
9 PaccMoTpeHne cucTeMbl KOHTPOJISL M YIPABJICHHUSI IOCTYIIOM 6
10 | IIpoexTrpoBaHUE U peaau3anmsi CUICTEMbI KOHTPOJISA U YIPABJICHUS TOCTYIIOM 6
10 33JaHUIO.
11 | PaccmoTpeHune NpUHIIMIIOB pabOThl CUCTEMBI BUACOHAOIIOICHUS U €€ 6
IPOECKTUPOBAHHE
12 | PaccmoTpeHue AaTYMKOB NEPUMETPA, UX MPUHIUIIOB padOThI 6
13 | BeimoaHeHUe 3BYKOU30JSI LN TOMELICHUI CUCTEMBI 3aIIYMIICHUS 6
14 | IIpoexkTrpoBaHUE CUCTEMBI 3AIUTHI OT YTEUKH MO LEISAM dJIEKTPOIUTAHUS U 6
3a3EMJICHUS
15 | Peasin3anusi COpOEKTUPOBAHHOM CUCTEMBI 3AIMTHI OT YTEUKH IO LIETISIM 6
AIIEKTPOINUTAHUS U 3a3€MJICHUS
16 | Pa3zpaboTka opraHu3alMOHHBIX MEPONPUATUHI MO 3aJAHUI0 IPETOJaBaTENs 6
17 | Pa3zpaboTka TEXHUYECKUX MEPOIPUSATUI MO 3aJaHUI0 MTPENOIaBaTEeNs 6
18 | Pa3zpaboTka OCHOBHOI TOKYMEHTAIIUU 110 MHXCHEPHO-TEXHUUECKON 3aIlUTe 6
uHdOopMaIuu
IIpomexyTounasi arrectauus B Gopme nuddepenuupoBanHoro 3avyera mo YI1.03
IIM.04 BrimotHeHne paboT 1Mo OAHOW WIJIM HECKOJBKUM mpodeccusM pabodmnx, ITOJDKHOCTSIM CIIY>Kallux 108
(Beimonnenue pabot mo paboueit mpodeccun «OrnepaTop 3NEKTPOHHO-BBIYUCIUTEIBHBIX W BBIYMCIUTEIBHBIX
MaIIIH))
Boimonuenne  pa6otr 1o | Coepskanne y4eGHON MPAKTHKH 108
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OTHOM WM HECKOJIbKUM
npodeccusim paboumx,
JOJHKHOCTSIM CITY>KaIluX

Paznea IIM 1. IloaroroBka o0opyaoBaHusi KOMIBLIOTEPHOH cHCTeMbI K padoTe,
HHCTAJIAAINSA, HACTPOMKA U 00CJYKMBAHNE IPOrPAMMHOI0 00ecreYeHus!

30

1 | CobmroneHrue TexHUKU Oe30macHoCTH npu padbore Ha IBM 8

2 | Uzyuenue apxutekTypsl OBM, CTpyKTypbl U OCHOBHBIX MPHUHIIUIIOB PaOOTHI 1
OBM

3 | Pabora ¢ nononHuTeNbHBIMYA BHEIIHUMHU ycTpoiicTBamu [1K: nmouck npaiiBepos, 3
NOJKJIYEHUE, HACTPOITKa

4 | YcTaHOBKAa M 3aME€HAa pPACXOAHBIX MAaTEpPHANOB JJisi NPUHTEPOB, KCEPOKCA, 5
IJI0TTEpA.

5 | YcranoBka onepaiiuoHHOM cpebl, HacTpoiika uaTepderica OC (pabouuii crod, 5
0€30M1acCHOCTh CUCTEMBI, TOJKIIOYEHHUE K CETH).

6 | YcraHoBKa MPUKIAIHBIX MPOTPAMM. 2
VYrupasnenue ¢ainaMu MaHHBIX Ha JIOKAJIbHBIX CHEMHBIX 3allOMUHAOIIUX
YCTPOMCTBAX, a TakKe Ha JAUCKax JIOKAJbHOM KOMIBIOTEPHON CETH U B 4
UHTEPHETE

8 | InarHocTMKa MPOCTEUIINX HEUCIPABHOCTEM MEPCOHAIBHOTO KOMIIBIOTEPA, 2
nepudepuitHoro 000pyA0BaHMs 1 KOMIBIOTEPHON OPITEXHUKH

9 | OdopmiieHNE OTYETHON NOKYMEHTAllMd B COOTBETCTBHM C TNEpEYHEM padoT, 2
BBITIOJIHSAEMBIX B MOPSAKE TEKYIIEN dKcIuryaTanni OBM

Paznen IIM 2. Co3gaHue W ynpaBjieHHMe HAa NEPCOHAJIBHOM KOMIbIOTEpe 68
TEKCTOBbIMU [TOKYMEHTAMM, TA0JIHIAMM, NPE3eHTANMAMHU M cojAep:kaHueM 0a3
JAHHBIX, pa0oTa B rpad)MuecKuxX peJaKTopax

1 | CkaHMpOBaHME TEKCTOBBIX JOKYMEHTOB M X PACIIO3HABAHHE 2

2 | Co3maHue JOKYMEHTOB B TEKCTOBOM MPOLIECCOPE, CO3IaHUE JTOKYMEHTOB C 2
NOMOUIBIO I1a0JIOHOB, BBOJ TEKCTOBOM MH(POPMAIH, COXPAaHEHHE TOKYMEHTOB

3 | @opMaTupoBaHUE U PEJAKTUPOBAHUE JOKYMEHTOB B TEKCTOBOM IMPOIIECCOPE. 2

4 | Co3nanue v popMaTUpOBaHUE CIMCKOB B TEKCTOBOM MTPOLIECCOPE. 2
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5 | Pabora ¢ TabauiiaMu B TEKCTOBOM IIPOIIECCOpE. 2
6 | PabGora ¢ qtuarpaMmaMu B TEKCTOBOM MPOIECCOPE. 2
7 | Pabora ¢ rpadguueckumMu 00beKTaMH B TEKCTOBOM IPOIIECCOPE. 2
8 | IleyaTh MOKYMEHTOB B TEKCTOBOM ITPOIIECCOPE. 2
9 | Cozmanue u hopMaTUPOBAHKE TAOIHITHI B PEAAKTOPE AICKTPOHHBIX TAOJIHI] 2
10 | Beruncnenue ¢ moMoripio HopmMys1 B AJIEKTPOHHON TaOJIHIIe 2
11 | PaboTa co BCTpOEHHBIMH (PYHKIIUSIMH B 3JIEKTPOHHOW TaOJIHIIE 2
12 | PaGoTa co cnuckamMu B JIEKTPOHHOMN TaOIuIe 2
13 | Co3ganue dhopM JIisi BBOAA JIAHHBIX B TAOJIMIIHI 2
14 | Co3ganue u paboTa ¢ JuarpaMMaMH U rpauKkamu 2
15 | OOMeH JaHHBIMU MEX1Y TEKCTOBBIM IPOLECCOPOM U JIEKTPOHHOM Tabauuen 2
16 | ITocTpoeHue npe3eHTalu Pa3IuYHBIMU CITIOCOOAMU 2
17 | O6paboTka OOBEKTOB CJAMI0B MPE3CHTAINH 2
18 | Hactpoiika aHuManuu 00bEKTOB 2
19 | Hactpoiika moka3a ¥ JI€MOHCTpalusi pe3yJbTaToB pabOThl CpeiCTBaMU 9
MYJIbTUMEINA
20 | BBox maHHBIX B TAOJIMIBLI 0a3bl JAHHBIX 2
21 | Co3gaHue MpOoCThIX 3aMPOCOB 0€3 mapaMeTpoB U C TapaMeTPaMHu. 2
22 | Co3manue OoT4ETOB B 0a3ax JaHHBIX. 2
23 | PucoBanue 00BEKTOB CpeACTBAMU IpauecKoro peakropa. 2
24 | Pabora ¢ 3amuBKamMu M KOHTYpaMU B IIporpaMMe BEeKTOPHOM rpaduKH. 2
25 | Co3nmanue prCYHKOB M3 KPUBBIX B IPOrPaMMe BEKTOPHOU rpaduky. 2
26 | Jlornueckue onepanuu HajJ OOBEKTaMH B MPOTPaMMeE BEKTOPHOM Tpaduku 2
27 | Pabota ¢ TeKCTOM B Iporpamme BEeKTOPHOU rpaduKH. 2
28 | Pabora ¢ ahpexramu mporpaMMe BEKTOPHOMN IrpaduKH. 2
29 | IHCTpyMEHTHI BBIJICTICHUS B POrpaMMe PacTpoBOi rpaduku 2
30 | BcraBka W pemakTHPOBaHHWE TOTOBOTO HW300paXEHHS C HCIOJIb30BAHUEM 9

IpOrpamMM pacTpoBOM rpaduKH.
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31 | Pabota co ciiosiMU € UCTIOJIB30BAaHUEM MTPOrPaMM pacTPOBOM rpaduKH. 2
32 | Pabota ¢ 11BETOM C UCIOJIb30BAaHUEM MPOTPAMM PACTPOBON IpaPUKH. 2
33 | PerymupoBanue dhotorpaduu B mporpammax pacTpoBoid rpaguku 2
34 | PaboTa co cnienpddexTamu ¢ HCNOIB30BaHUEM IPOTPAMM PaCTPOBOM rpauKu. 2
Paszpes IIM 3. Mcniosib30BaHKe pecypcoB TeXHOJIOTUil U cepBucoB MuTepHera
1 | Co3znanue u 0OMEH NMCbMaMH 3JIEKTPOHHOM MTOYTHI. 2
2 | HaBuranmusa mno Beb-pecypcam HWHTepHeTa ¢ mnomolbio mnporpamMmmbl Be6- 1
Opay3epa.
3 | Ilouck, copTupoBKa U aHAIU3 UHPOPMAIMH C TOMOIIBIO OMCKOBBIX UHTEPHET 1
CalTOB.
4 | Ilepecpuika u nyosukanus (ainoB faHHbIX B IHTEpHEeTE. 2
Paznen IIM 4. O6ecnieueHne 3a1MThl HHPOPMALMH B KOMIIBIOTEPHOM CHCTEMeE 10
1 | Mcnonp3oBaHWe IITaTHBIX CPEACTB 3alIUThl ONEPALMOHHOM CHUCTEMBI U 2
MPUKIATHBIX TPOTPAMM.
2 | [IlpumeHeHre napoiabHOM 3allUTHI. 2
3 | YcraHoBKa aHTUBUPYCHBIX IpOrpamm, UX HacTporika. OGHOBIIeHUE 0a3bl. 2
4 | BeinosHeHUE apXUBUPOBAHUSI TAHHBIX. 2
5 | BelnosHeHUE pe3epBHOr0 KOMMPOBAHKS U BOCCTAHOBJICHUS IAHHBIX 2

IIpomexyTounas arrecrauus B Gopme nuddepenuuposansoro savera no YII1.04

33




4  YCJIOBUSA PEAJIN3AIIUU PABOYEM ITPOT'PAMMBI YUYEBHOU
ITPAKTUKH

4.1 TpeooBanusi K MHUHUMAJIbHOMY MaTepuajbHO-TEXHUYECKOMY
o0ecnmeYeHNIo

Peanuzanus nporpaMMbl yueOHOM MPAKTUKK TPEOYyET HATHYHUS:

Macrepckoit mno  kommereHuun — «Kubep-0e30macHOCTB»,  MacTEepCcKOi
nabopaTopur TEXHUYECKUX CpeACTB HHGOpMATU3aAIUKU, JA0OpATOPUU 3alllUThI
nH(OpPMAIIMU OT YTEYKH MO TEXHUYECKUM KaHajlaM, JIJA0OpaTOPHH MPOTPAMMHBIX H
MIPOTPaMMHO-AMITAPATHBIX CPEJCTB 3aAIUTHl HHPOPMAIIUN, MAaCTEPCKON JIa00paTOPHH
WH()OPMAITMOHHBIX TEXHOJIOTHH.

Mactepckas mno  kommnereHuun — «Kubep-OezomacHocTsy»,  s1abopaTopust
MPOTPAaMMHBIX  TPOTPAMMHO-AIMAPaTHBIX  CPEACTB  3alIUThl  WHGOpPMAIIIH,
MacTepcKas JIabopaTopusi TEXHHYECKHX CPEICTB HH(POpPMATH3AINH, OCHAIICHHAS
00Opy/IOBaHNWEM U TEXHUYECKMMHU CpeICTBaMU OOYy4eHHMS: JAOCKa KiaccHas — | miT.,
CTOJI KOMIIbIOTEpHBIN— 13 miT., ctyn — 13 mT., KOMObIOTEpHBIE Kpecna — 13 miT.,
cucteMusiil 6510k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'Gaiit
(16 I'6aiit) mamsatu DDR4, 2 666 MI'n, 6e3 ECC; TBepmoTeabHbIi HakomuTeab M.2
PCle NVMe, 512 I'6aiit, knacc 35) — 13 wr., Mmouutop (Asus 2378) — 13 miT.,
knaBuarypa (Oklick 530S) — 14 mT., mbib 11 kommeiorepa (Defender OPTICAL
MB-160) — 14 mrT., ucToYHHMK OecriepeOorHOro muTaHus — 13 mT., mpoekrop — 1
IIT., aKTUBHAs KOJIOHKA - 11T., opucHbIi maker Microsoft Office Professional 2016 -
13 mT, BUpTYyanbHBIA MEKCETEBOM 3KpaH cieayrouero nokoiyienus Cisco Firepower B
coctaBe ¢ FMC- 10 mrT., OC Microsoft Windows Server - 1 mT., OC Microsoft
Windows 10 - 13 mr., cepBep SuperMicro CSE-113AC2-R706WB2 2x750W black
Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 mr., monutop 23,6 — 1 mT.,
MCTOYHMK OecriepeOOMHOro NUTaHus s cepBepa - 1 mT., cToiiKa AByXpaMHas (CTK-
24.2-9005 umo) — 1 mr., TeneBu3op Ha croiike (huawei 55”) — 1 mT., sKkpaH mns
npoektopa (SAKURA CINEMA WALLSCREEN) — 1 mt., MOV (Xerox B205) — 1
mT., [IAK Arduino - 3 mr.,Ananu3arop cnekrpa [FR 2398 - 1 mr.,DnekTpoHHBIHI
ocummtorpad IBIS-1 — lmr.,Cobons 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mit .,BHaeo
peructpatop jassun jsr-HO0415mini - 1 mr.,Buaeo perucrparop vesta VDRV-5004M
- 1 mr.,Kommyrarop Alcatel OmniStack LS 6224 - 5 mr ., mporpamMmHbie
MexKceTeBble FKpanbl A MapiipytuzatopoB Cisco 1700 (Cisco 1721) - 2 mt.,Ctena
: MyJIbT 3alIUTHI TIOMEIMIEHUH — | IIT., CTCHA: MCCIIeI0OBaHNEe YTCUKH WHOpMaIuu
10 3BYKOBBIM KaHajlaM — | IIIT., CTOWKH JJIT MOHTaXa CETEBOr0 0OOPYIOBAHHS - 2
wit. [Iporpammuoe obecnieuenue: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepep ob6HoBneHuit WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,Devieelock 8.

JlabopaTopuun 3anmuThl WHGOPMAIIMM OT YTEYKH MO TEXHUYECKUM KaHajaM,
OCHAIIIEHHAasT O00OpYyIOBaHUEM M TEXHUYECKUMHU CPEICTBAMH OOYyUYEHHUS. CTOJ



mpernojaBaTenss Ha MeTaiokapkace -lmr., kpecno HOmwurep -2mirt., cTon
KOMIIBIOTEPHBI Ha MeETaJJIoOKapKace JeBblii- 4IT., CTOJ KOMITBIOTEPHBIA Ha
MeTaiokapkace npasbiidi -10mT., cron Ha metamokapkace- lmr., ctyn CM-9ITI-
14mT., Tabyper CM-31- 14mmT., Tenexka 1moj; CHCTeMHBbIN 0J10K- luiT., pabodee MecTo
npernoaasareis — [1K -1 mr: monutop 19” TFT LG Flatron L1942SE-BF -1 .,
Foxconn TSAA-700 (Kopmyc)-1 mr., ASRock H67DE3 (Martepunckas miara)-1 mir.,
Intel HD Graphics (Buneokapra)-1 mr., Realtek PCle GBE (Ceresas miara)-1 mir.,
Realtek HDA (3BykoBas miata)-1 mrr., Intel Core i3 2120 3.3GHz (IIpomeccop)-1
mt., 4XDDR 111 2Gb Samsung (O3VY)-1 mr., D-Link DGE-528T (CeteBas miata)-1
mr, WD (500Gb) SATA 11l (Kectkuit auck)-1 mir.,pabodre Mecta 00yJaroIuxcs —
[1K 14 mt: Monurop 19” TFT LG Flatron L1942SE-BF - 14 mr, Foxconn TSAA-
700 (Kopmyc)- 14 mt,ASRock H67DE3 (Marepunckas tuiata)- 14 mr, Intel HD
Graphics (Buneokapra)- 14 mr, Realtek PCle GBE (CereBas mumara)- 14 mr,
Realtek HDA (3BykoBas miarta)- 14 mr, Intel Core i3 2120 3.3GHz (Ilpomueccop)- 14
mr, 4XxDDR 11 2Gb Samsung (O3Y)- 14 mt,D-Link DGE-528T (CereBas 1iata) -
14 mwr, WD (500Gb) SATA Il (OKectkuii muck)- 14 mT, MyJbTUMEIUa-MPOSKTOP
(Epson EB-X12),- lmT, skpan (Screen Media GoldView MW),- 1 mT, y4ycOHas
nocka -1mr., mapmpytusatop D-Link Dir-320-1mrt., mapmpyrusarop D-Link DSR-
500N-1mrt., mapmpytuzarop D-link DFL-800- lmt., kommyratop D-Link DGS-
3312SR — 2mr., kommyrtatop D-Link DES-3528 — 8mit., croiika a1 MOHTaka
CETEBOTO O0OpYAOBaHMS — 2 IIT., MATY-MIAHEb — 2IIT., KU 00KHUMHBIC — 8IIT.,
po3eTkn pacmpenenutenabHbie moa RJ-45 — 4mr.,, xoHektoperl RJ-45 —50miT.
[Mporpammuoe obecneuenue: MS Windows Server 2008 R2, MS Windows Server
2012 R2, MS Windows Server 2016, OpenVVAS 8, LibreOffice 6, OC Ubuntu Linux
14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Ceppep obOHOBIeHuit WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2, IredMail 0.9.9,
PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL Workbench 6.3,
Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Mactepckas naboparopuss WHGOPMAIMOHHBIX  TEXHOJOTHH, OCHAIIEeHHAs
000pyIOBaHUEM U TEXHUYECCKHUMH CPEJCTBAMHU OOYYCHHS: CTOJ HA METaNIOKapKace—
15 mT., cTON yYeHMUYECKHil Ha MHTaJUIOKapKace— 8 MIT., CTyJd YYEHHYECKUH Ha
meTaytokapkace— 30 mT., cereBoit kommyTarop D-Link DGS-1016D E-net Switch
(16 ports, 10/100/1000Mbps) — 1 wr., [IK - 1 mr.: mouutop 19” TFT Hyundai
X91D, cucremnsiit 6ok (INWin/GA-H87-HD3/Intel Core i3-4330 3.5GHz/DDR IlI
4Gb/Seagate 500Gb SATA I11/Gigabit Lan), IIK 14 mr.: mouutop 19” TFT LG
Flatron L1953S, cucremnsriii 650k (Foxconn TLA-397/Asus B85M-G/Intel Core 13-
4170 3.7GHz/DDR 11l 4Gb/Seagate 500Gb/Gigabit Lan), MymnbsTuMeana-nmpoeKTop
(Epson EMP-821), okpan (Lumien Master Picture 4*3), yueOHas mocka,
nporpamMmmuoe obecrieueHue: MS Windows 7, MS Office 2007, MS Visio 2007, MS
Visual Studio 2010, MS SQL Server 2008, Eset NOD32, LibreOffice 5, Foxit
Reader 7, Multisim 10.1, MathCAD 2014, Adobe Flash CS3, Any Logic 7, 7-Zip,
HaOop AUCTpHOYTHBOB i BeO-paspadorku Denwer, Koncynsrant+, RAD Studio
Berlin 10.1, 6paysep Google Chrome, 6paysep MS Internet Explorer 11, KiCAD
4.0.5, Python 3.6, Free Pascal 3.0.2.0ffice 2013, SQL Server2012, LibreOffice 6,2,
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Visual Studio2012, Free Pascal 3.04.JIokaipHast ceTh ¢ BBIXOJOM B ceTh VIHTEpHET H
nocrynoM k ObC u CZ10.

JlabopaTopuss MHGOPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CHCTEM U CETEeH,
OCHAILlEHHAass O00OpYJOBAHMEM M TEXHUYECKMMU CpeACcTBaMU OOydeHHs: J0CKa
KiaccHas— 1 mr., Tabyperku— 28 mT., cToa 1-TymMOOBBIH — 3 IIT., CTOJ
ayIUTOpHBIH— | IIT., CTOJ MOJUPOBAHHBIA Mayoro pasmepa— 1 IWIT., CTOA
y4eHUYECKHUM — 14 mT., cTya— 6 WT., CTYJ XECTKUM— 1 mT., mkad a/o1 2-X CTBOPY —
| wt., mxad KHIWKHBIA — | wrT., mKkad-TymO0a— 2 IIT., aHAIU3ATOP AJIEKTPUUECKUX
nererr 1826 NA— 1 mt., 6ok 6ecriepedoiinoro nmurtanus APC SVEN Pro+650 — 1
mrt., BYT-31/60— 1 mwr., BYT-67/60— 1 mr., wu3MepuTenb CONPOTHBICHHS
3azemsieHus 1820 ER — 1 mr., ucrounuk OecnepeboitHoro nuranus Ippon— 1 mir.,
ucTouHuK mutanus b5-44A— 1 wr., UT-220/15— 1 mr., meraommerp DC 0202/2I" — 1
mT., ocrumiorpad C-1-72— 2 mr., ocimutorpad C1-112— 1 mr., ocrmmorpad Cl-
83— 1 wr., npudop I'5-54 — 1 ., npudop E7-15— 1 wir., npudop C-1-72— 4 mir.,
npubop Y-3-32— 1 mr., npudop IIBPA-380/105— 1 mT., ycTp-BO 3/IUTaHMs CB.
VYOIIC-2-60/60-42— 1 ., yacer aniekrponuka — 1 wmr., IIIBPA 380/50-20I1K mxad
BBOJIa W paclpelesieHus: dJIeKTposHeprun — 1 mrT., snexkrpoodopyaoBanne AKAB-
24/200 — 1 .

Cron 1-tym6. - 1 mT., cTonm 2X TymMOOBBIM MOJUPOBAHHBIA - 3 IIT., CTON
YepTeKHBIN - 1 mT., Tabyper - 23 wT., MyasTuMerp MAS 830b - 1 wmit., 1o3umerp - 2
mT., akyctuaeckas cuctema Creative SBS35 - 1 mir., npubop B3-38 - 3 mit., mpudop
['3-36 - 4 wt., npubop usmeputenbubii M 890F - 1 mT., mpubop uzmMeputensHbiii M
890C - 1 mr., mpubop m3mepurenbabii M 890G - 1 mt., mpubop YUII-2,5 - 2 miT.,
npubop [1-4315 - 3 mwr., ananuzatop AnCom TDA-5 - 1 mt., anmapatypa TT-12 - 1
mt., annaparypa TT-48 - 1 mr., Aranmuzarop nortoka E1 bepkyt-E1 - 1 mT., 610K
OGM-12 - 2 mr., 610K okoHuaHui ymuHEWHOTO Tpakta OJIT-025 - 2 mir., mpubop
BOJIT 1024 - 1 wr., npubop BYK-36/60 - 1 mrT., BeIMpsiMuTeabHOE ycTpoiicTBo BY T
- 2 ., Beinpsmutens UIIC-1200 220/48 - 3 mT., BBIMPAMUTEIBHOE YCTPOHCTBO
BYK 67-70 - 1 wt., uamepurenbubiii mpudop [1-321M - 1 mT., KOMIUIEKT JUHEHHOTO
tpakta KJIT-011-06 - 2 mr., Habop WHCTPYMEHTOB JjIsi ONTOBOJOKHA - | T,
ontuueckuit Tectep 1203C - 1 mt., ociimumiorpag C1-112 - 4 ., nasiapHas CTaHIINS
L852D+ - 1 mrr., mpubop ['3-111 - 1 mwr., mpubop 1'4-102 - 1 mr., mpubop 1'5-54 - 1
mt., npudop [IOU-UKM - 2 mr., mpudop C1-55 - 2 mt., npudop C1-70-1 - 2 mit.,
npubop C1-72 - 4 mwr., mpubop CJIP - 8 mr., mpubop CJIIYK-OII - 1 mr., mpudop
TOC-7M - 1 mwr., mpubop U3-32 - 2 mr., mpudop Y3-33 - 1 wr., mpudop U3-34 - 2
mT., ciBoeHHbIN Moy FG-PAM-SAN - 2 mir., croiika CBKO - 1 ., croiika CUII
- 1 mr., crotika CKK-TT-10 - 1 mr., croiika CKII-1 - 1 mr., cTroiika CYT'O-5M - 1
mT., yauBepcasibHbidi KOHCTPYKTUB FG-MRU-AC/DC - 1 mir., ®2/121 "HU3oton-2" -
I wmr., ®21121 "Uzorom-2" - 1 mrT.,, myaetumiekcop SMS-150V - 1 mir.,
croika(kapkac) 2,075 mna mynerumiekcopa SDH - 1 mr., mynstumiexkcop NEC
SMS-150V - 1 mrr. IIK - 7 wr.: morutop 17”’SincMaster cucremusiii 610k ATX P4
(xopmyc), GA-8IR533 S478 (marepunckas miata), Intel Pentium 4 1.7GHz
(mprieccop) 4xDDR  512Mb transcend (O3Y), mnporpammuoe obecrieuenue: MS
Windows XP.
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Croust ayAUTOpHBIH - 6 MIT., CTOJ KBaJAPATHBIN - 3 IIT., CTOJ OJHOTYMOOBBII - 1
IT., CTOJI KOMIBIOTEpPHBIN - 1 1IT., cTON yrioBo# - 1 mrT., cron padouwmii - 1 wmrT.,
tadypeT - 18 mT., 1ocka kiaccHas - 1 mrt., coToBslit Tenedon Samsung GT-S5830 -
1 mrT., 6a3oBeii ammapar Siemens Gigaset4010 Classic - 1 mt., Touka goctymna D-
Link AirPlus Xtreme G DWL-AP2100 - 1 mr., mapmpyruzatop D-Link DIR-620 -
1 mT., paguoyaauHuTeNb - 1 mT., cuctemMa paguoMonuropunra UKAP-2 - 1 mr.,
paauonpueMHoe ycrporctso icom ic 8500 - 1 wr., npubop B6-9 - 1 mr., npubop
BO-71 - 1 wr., mpubop I'3-111 - 1 wrt., mpubop '4-102 - 4 wr., mpubop 1'4-102A -
1 wrt., mpubop C1-73 - 2 ., mpubop C1-77 - 1 wrt., mpudop U3-33 - 4 wrt., mpudop
B3-38 - 3 mr., mpubop 4323 - 2 mwr., npudop B7-26 - 1 mrt., mpubop 11-4315 - 2
mt., npueMHuk Karpan - 7 mr., vacrotomep Y3-33 - 1 wr., paguocranius Hua-M
- 1 mr., TIK 7 mwt: mouutop 17”7 TFT LG Flatron L1730S, cucremusiii 010K
(Microlab/GA-81865GVME/Intel Celeron D-320 2.4GHz/ 2xDDR 512 Mb| WD
Seagate Barracuda 80Gb ,mporpammuoe obecnieuenue: Windows XP, LibreOffice 5,
Foxit Reader 7, ONEPLAN RPLS-DB, nokanbsHnas ceth ¢ goctynom k DbC u C/10.

4.2 WudopmanuonHoe obecnevyeHue 00ydeHus

Ilepeyenb y4eOHbIX wu3ganni, HWHTepHeT-pecypcoB, AONMOJHUTEJIbHOH
JIUTEepPaTypbl

OcCHOBHBIC MEYATHBIC H JICKTPOHHBbIC U3IaHUA:

1. ByonoB, A.A. OcHoBbI HH(OPMALIMOHHOW Oe301macHOCTH (3-€ U3J.): YUYCOHUK
| A.A. By6HoB. - Axanemus, 2020.

2. byonoB, A.A. Texaumueckas 3ammurta HWHPOpMAMM B 00BEKTax
nH(popManmoHHOW HHPpACTPYKTYyphI (1-€ u3x.) : yueOHuk / byOHos, A.A. - Mocksa:
Axanemus, 2019.

3. BacunpkoB, A. B. be3omacHocTh u ympaBieHHE JOCTYIIOM B
nH(OpMAIIMOHHBIX cHUcTeMax : YydeOHoe mocooue / A.B. Bacuibkos, U.A.
BacunbkoB. — MockBa : ®OPYM : UHDPA-M, 2020. — 368 c¢. — (Cpennee
npodeccuonanbHoe oOpazoBanue). - ISBN 978-5-16-104336-3. - URL:
https://new.znanium.com/catalog/product/1082470 - Pexxum  nmoctyma: st
3apPErUCTp. NOIb30BaTeNIe. — TEKCT JIEKTPOHHBIN.

4. Tarapuna, JI. I'. Undopmarmonnsie TexHomaoruu: yuebnoe mocodue / JI. T
l'arapuna, A. O. Temnosa, E. JI. PymsHueBa u ap.; — Mocksa: U ®opym: HUIL]
NHO®PA-M, 2019. -URL: https://znanium.com/catalog/product/1018534. — Pexwum
JIOCTYTIA: ISl 3aPETUCTPUP. TIOJIB30BATENIEN. - TEKCT : QJEKTPOHHBIM.

5. 3Bepesa, B. II. Texuuueckue cpeacrBa nuHpopmaruzanuu : yueonuk / B. T1.
3BepeBa, A. B. Hazapos. - Mocksa : KYPC : UHOPA-M, 2021. - 256 c. - (Cpeanee
npodeccCuoHaIbHOE o0pa3oBaHue). - URL:
https://znanium.com/catalog/product/1214881. - Pexxum moctyma: Ajsl 3aperucTpup.
MOJIb30BaTeNel. — TEKCT : AIEKTPOHHBIM.

6. 3Bepea, B. Il. Yyactue B mNiIaHUpPOBaHWUM M OpraHU3aANMHA PadbOT TIO
oOecrieuenuto 3amuThl 00bekTa: yueoHuk / B.I1. 3BepeBa, A.B. Hazapo. — Mockaa:
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KYPC: HUH®PA-M, 2020. — 320 c. - ISBN 978-5-16-105204-4. - URL:
https://new.znanium.com/catalog/product/1055808 - Pexum pmoctyma: s
3apETUCTP. MOJIb30BaTENEH. — TEKCT 3JIIEKTPOHHBIN.

7. 3vipsinoB, I1.A. Panuonepenaromue ycTpoWcTBa B CUCTEMax paJHOCBS3U:
yuebHoe nocodue / FO. T. 3vipsinos, I1. A. @emnonun, O. A. benoycoB [u ap.]. - 3-¢
u3M., crep. - Cankr-IlerepOypr: Jlanb, 2019. - 176 c. - ISBN 978-5-8114-2441-2 .-
Texct: onekTpoHHbld // JlaHb: »aeKTpoHHO-OMONMOTEeuHas cuctema. - URL:
https://e.lanbook.com/book/112070 - Pexxum moctyma: I aBTOPH3. MOJIb30BaTEIICH.

8. Umeun, M.E. Kpunrorpaduueckas 3ammura wHGOpManmuum B 00BEKTaxX
uH(pOpMaMOHHON HHPPACTPYKTYpHI (1-€ u31.) : yuebnuk. / M.E. Unbun. - Mocksa:
Axanemust, 2020.

9. Kazapun, O.B. IIporpammHo-anmapatHbie CpeiCTBa 3alUThl MHGOPMAIIHH.
3amuTa mporpaMMHOro obecriedenus : yuyeOHMK u mpaktukym s CIIO / O. B.
Kazapun, A. C. 3a6abypun. - Mocksa: FOpaiit, 2020.

10. Koctpos, b.B. CeTtu u cucremsl nepenaun uadopmanmu (2-¢ uza., nepepad.
u jom.): yueonuk / b.B. Koctpos. - Axanemus, 2019.

11. Jlupun, W.M. Crangaptuzamnusi, METPOJOTUS U  MOATBEPXKICHUE
COOTBETCTBHS: Y4eOHNK U npakTHKyM 111 CTIO /.M. JInduu. — Mocksa: IOPANT,
2020. — URL.: https://urait.ru/bcode/490224. - Pexxum pocTyna: Jis 3aperucTp.
[10JIb30BaTENEH. - TEKCT : AJIEKTPOHHBIN.

12. JIysun, B. U. OcHoBBel QopmupoBanusi, nepenadn U npueMa nudpoBoi
uHpopmanuu : yudeOHoe mocodume / B. W. Jlysun, H. II. Huxwutun, B. H.
l'apzukoBckuit ; Hayd. pea. B. WM. 'amsukosckumit. - Mocka : OO0 «COJIOH-
IIpecc», 2020. - 316 «c¢. - ISBN 978-5-321-01961-0. - URL:
https://znanium.com/catalog/product/1858788. — Pexxum goctyma: mjis 3aperucTpup.
IOJIb30BaTeNe. — TEKCT : AIEKTPOHHBIM.

13. MaxkcumoB, H. B. Texuuueckue cpenctsa nundopmarusamnuu : yaeOnuk / H.
B. Makcumos, T. JI. Ilapteika, U. U. Tlonos. — 4-e u3zn., nepepab. u qon. — MockBa
: ®OPYM : UHOPA-M, 2021. — 608 c. — (IIpodeccuonanpHoe oO6pa3oBaHue). -
ISBN 978-5-91134-763-5. - URL.: https://znanium.com/catalog/product/1189949 —
PexuMm noctymna: uist 3aperucTpup. nojb30BaTeNen. - TEKCT : AJEeKTPOHHBIM.

14. Mamues, I'.B. IludpoBoe TteneBuneHue. TeopeTHueckue OCHOBBI U
npaktuyeckoe npumeHeHue: yueOnuk / [.B. MawmueB, C.B. Teipbikun. -
HoBocubupck : HoBocuOupCkHii TrocyJapCTBEHHBIM TEXHUYECKUW YHUBEPCHUTET,
2019. - 564 c. - ISBN 978-5-7782-3825-1. - URL:
https://ibooks.ru/reading.php?productid=367840. - Pexwm goctyma: s
3apEruCTPUP.MOJIb30BATENECH.

15. MenbuaukoB, I.A. NudopmanmonHas 06€30MaCHOCTh OTKPBITBIX CHUCTEM /
JI.A. MenbpaukoB. - Mocksa : ®munaTa, 2019. - 444 c. - ISBN 978-5-9765-1613-7. -
URL: https://ibooks.ru/reading.php?productid=340843 - Pexum goctyma: s
3apETUCTp. MOJIb30BaTENCH. — TEKCT 3JIEKTPOHHBIN.

16. Hemrora, T. U. KommbroTepHas rpaduka n web-nu3aitd: yue6Hoe mocodue /
T. 1. Hemuona, T. B. KazankoBa, A. B. IIIuskun. - Mocksa: U] ®OPYM: HUILL
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https://urait.ru/bcode/490224
https://znanium.com/catalog/product/1189949

NHOPA-M, 2020. - 400 c. - URL: https://znanium.com/read?id=344626. — Pexum
J0CTyNA: JUIsl 3apETUCTPUP. MOJIb30BaTeNeH. - TEeKCT : 3eKTPOHHBIN.

17. Hedenos, B. . Teopus snexrpocsszu: yueOnuk nis CIIO / mox pen. B.U.
Hedenosa, A. C. Curos. - IOpaiit, 2020.

18. Hukutun, B.E. TenekoMMyHHKallMOHHBIE cUCTeMbl U cetu (1-¢ wu3m.):
yueOnuk / Hukutun, B.E. - Axkanemus, 2019.

19. ITapteika, T. JI. UadopmarimonHas 6e30macHoOCTh : yueOHoe mocooue / T. JI.
[Tapteika, U. W. TlomoB. — 5-e m3x., mepepad. u gom. — MockBa : ®OPYM :
NH®PA-M, 2020. — 432 ¢. — (Cpennee npodeccuonanbaoe obpazoBanue). - ISBN
978-5-00091-473-1. - URL.: https://znanium.com/catalog/product/1081318. — Pexxum
JNOCTyIIA: ISl 3aPETUCTPUP.MOJIb30BATENEHN. - TEKCT : SMIEKTPOHHBIN.

20. Ilpaktuxkym / E.K. bapanoBa, A.B. bab6am. - Mocksa : UL PUOP, 2018. -
224 C. - ISBN 978-5-369-01559-9. - URL:
https://ibooks.ru/reading.php?productid=361422 - — Pexum gocryma: s
3apETUCTPUP.IIOJIB30BATENIECH. - TEKCT : 3JIEKTPOHHBIMN.

21. CutaukoB, A. B. DIeKTpOTEXHHMYECKHE OCHOBHI HCTOYHHUKOB MUTAHUS:
yueOHuk s cryn. yupexna. CIIO/ A.B. CurnukoB, M.A. CutHukoB. - Mockga:
KYPC: MH®PA-M, 2020. - URL: https://znanium.com/catalog/product/1095052.
PexuMm nocrymna: uist 3aperucTp. noyb30BaTeIen. - TEKCT : JIEKTPOHHBIN.

22. ®enoroBa, E. JI. MHpopMannoHHBIE TEXHOJOTHMH B MPOdecCHOHATBHON
nesrenbHocTu: ydeOHoe mnocobue (CIIO)/ E. JI. demotoBa — MockBa : UJ]
«DOPYM» - NHDA-M, 2021. - URL:
https://znanium.com/catalog/document?id=364625. — Pexum goctyma: s
3apErucTpup. MOIb30BaTENCH. - TEKCT : AIEKTPOHHBIM.

23. Xopes, IL.b. [IporpamMmmuo-anmapaTHas 3amurta uapopmarmn / [1.b. Xopes.
- MockBa : ®opym, 2019. - 352 c. - ISBN 978-5-00091-709-1. - URL:
https://ibooks.ru/reading.php?productid=361548 - Pexxum noctyma: juis 3apeructp.
[0JIb30BaTENEN. — TEKCT AIEKTPOHHBIN.

JlonoJiHUTeIbHbIE HCTOYHUKMU:

1. babeunko, JI. K. Kpunrorpaduueckas 3ammura uHQOpMaIUd: CUMMETPUIHOE
mudpoBanue: yuyebnoe nocodbue s By3oB / JI. K. babdenko, E. A. Umykosa. -
Mocksa: HOpaiit, 2020. -URL: https://urait.ru/book/kriptograficheskaya-zaschita-
informacii-simmetrichnoeshifrovanie-437667 - Pexxum pmocTyma: JIjisi 3aperucrp.
ITOJIb30BaTeNEN. — TEKCT IIEKTPOHHBIN.

2. I'puminna, H.B. HMudopmanmonHas 0e30MacHOCTb MNPEANpUITHS: YueOHOE
nocooue/H.B.I'pumuna. - 2-e usn., gom. - MockBa: @opym: UHOPA-M, 2019.-
URL: https://znanium.com/catalog/product/1001363. -  Pexum jgoctyma: st
3apETUCTp. NMOJb30BaTENEH. — TEKCT SJIIEKTPOHHBIN.

3. IIpoxopenok, H. A. HTML, JavaScript, PHP u MySQL. J[>eHTapMeHCKHit
Habop Web-macrtepa. / H. A. IIpoxopenok, B. A. JIporos - Caukt-IlerepOypr : BXB,
2020.

4. CokomoB, C.A. BOJIOKOHHO-ONITHYECKHE JIMHUM CBSA3M M HUX 3allUTa OT
BHEIMIHUX BiusHUM:  ydeOHoe mocobume / C.A. CokomoB. — MockBa: Hudpa-
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Wmxenepus, 2019. - URL: https://znanium.com/catalog/product/1053404. - Pexum
JNOCTYTIA: AJIsSl 3aPETUCTP. MOJIb30BaTENEH. - TEKCT : AIEKTPOHHBIN.

5. Cpiues, FO. H. 3amura unpopmanuu u uHopmanmoHHass 0€30MaCHOCTh :
yuebHoe mocobue / FO.H. CprueB. — Mocksa : UHOPA-M, 2021. — 201 c. —
(Cpennee mpodeccuonanbHoe obpazoBanue). - ISBN 978-5-16-016583-7. - URL:
https://znanium.com/catalog/product/1191479 . — Pexum gmocryma: s
3apETUCTPUP.TIOIB30BATENEH. - TEKCT : AIEKTPOHHBII.

6. TyzoBckmii, A. ®. IIpoektupoBanue u pa3paboTka web-TIPUIOKEHUHN
yaeOHnoe nocobue ais CI1IO / A. @. Tyzosckuii. - FOpaiit, 2020.

7. XpomouH, IL.K. DnekTporexHuueckue H3MEpeHHs: ydeOHoe mocodue s
CTyd. YUYPEX. CIIO/MTL.K Xpomoun. - MockBa: Popym, 2020.- URL:
https://znanium.com/catalog/product/1071959. - Pexxum poctyma: Juisi 3aperwctp.
II0JIb30BaTENEN. - TEKCT : AIEKTPOHHBIM.

8. llykanoB, @ B.H.  BosiokoHHO-ONTHYECKass  TEXHUKA:  MPAKTHYECKOE
pyxoBosctBo/ B.H. Ilykanos, M.. fIkosneB. — MockBa: Undpa-Unxenepus, 2019. -
URL.: https://ibooks.ru/bookshelf/344592/reading - Pexxum nmoctyma: uist 3aperucrp.
[10JIb30BaTeNEH. - TEKCT : AJIEKTPOHHBIM.

9. llefinakoB, H. E. ®u3nueckre 0CHOBHI 3aUTHI HHPOPMAITUHU: y4ueO. mocodure
/ H.E. eitnakos, O.B. Cepnenunos, E.H. Tumenko. - Mocksa: PUOP: UHOPA-M,
2019. -URL: https://znanium.com/catalog/product/916070. - Pexum moctyma: s
3apErucTp. Moab30BaTeNel. — TeKCT JIEeKTPOHHBIN.

10. [Mummapés, B.KO. Mertponorusa, cranmapTuzanus, cepTuduxamms,
TEXHUYECKOE PETYJMPOBaHUE U JOKYMEHTOBEACHHE: YUYEOHHMK ISl CTYH. YUPEK]I.
CIIO/B.IO.IITummapeB. — MockBa: KYPC: HWHO®OPA-M, 2020.- URL:
https://znanium.com/catalog/product/1078580- Pexum moctyma: s 3aperucrp.
ITOJIb30BaTENEN. - TEKCT : DIEKTPOHHBIM.

11. umos, O. B. CoBpeMeHHbIE TEXHOJOTMM W TEXHUYECKHE CpEICTBa
uHdopmatuzammu : yueoHuk / O. B. [llumos. - Mocksa: UHOPA-M, 2021. - 462 c. -
URL: https://znanium.com/catalog/document?id=367931. - Pexum pgoctyma: s
3apETUCTPUP. MOJIb30BATEICH. — TEKCT : SJIEKTPOHHBIM.

4.3 OOmue Tpe6OBaAHNS K OPraHU3AMM 00Pa30BaTeJLHOI0 Mpolecca

VYyeOHasi MpakTUKa MPOBOAUTCSA TpPENojaBaTeIsIMU PO eCCHOHATBHBIX
IIUKJIOB.

Y4eOHass TpakTHKa TMPOBOJUTCS PACCPEIOTOYCHO B paMKax KaXKIIOTo
PO EeCCHOHATIBHOTO MOAYJIS.

4.4 Kaaposoe obecnieueHue 00pa3oBaTeILHOIO Mpolecca

TpeboBanus K KBaIM(PUKAIMK TEAATOTHYECKUX KaJpOB, OCYIIECTBISIOIMINX
PYKOBOJCTBO MPAKTUKOM:
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WHXEHEPHO-TIEJarOTUYEeCKU  COCTaB: JUILNIOMHUPOBAHHbIC CIEHHAIUCTBI —
penojaBaTesid MEKIUCIUIUIMHAPHBIX KYpCOB, a Takke o0IenpodecCHOHAIbHBIX
JTUCIIUATLIIAH.
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5 KOHTPOJIb ¥ OILEHKA
YUYEBHOU MPAKTHUKHA

PE3YJBTATOB OCBOEHUA

KoHnTposnib W oOlleHKa pe3yJdbTaTOB  OCBOCHMSI  Y4eOHOW  IPAKTUKH
OCYUIIECTBJISICTCS. PYKOBOJUTENEM IMPAKTUKU B MPOIECCE MPOBEACHUS Yy4eOHBIX

3aHATHI, CaMOCTOSITEIbBHOTO BBINIOJIHEHUS OOydYarouuMucs BHIIOB paboT. B
pe3ysbTaTe OCBOCHHUSI y4eOHOM MPaKTHKH, B paMKax MpodecCHOHAIbHBIX MOAYJIEH,
oOyyaroiuecs POXOAT MIPOMEKYTOUHYIO aTTECTAINIO B dbopme
b depeHITnPOBaHHOTO 3a4YeTa.
Pe3yibTaTrhl 00yyeHust Kputepumn onenku
y y pHTEp DopmMbI U
(ocBOCHHBIE YMEHUH,
. MeTO/IbI
NpuoOpeTeHHbIH
9 KOHTPOJISl U
NMEePBOHAYAIbHBINH ONBIT
OIl€eHKH
padoThI 10 BHAAM
. pe3yJibTaTOB
npo¢ecCuHOHAIbLHOM
00y4yeHust
HesITEJILHOCTH)

JKenayaTanusi MHPOPMAINHOHHO-TEJIEKOMMYHUKALNMOHHBIX CHCTEM U ceTel

- OCYHICCTBJIITH TCXHUYCCKYIO

AKCILTyaTaInIo JMHENHBIX
COOpYKEHUU CBSI3H;

- MIPOU3BOIUTH MOHTaX
KaOeJIbHBIX JUHUN u
OKOHEYHBIX KaOeIbHBIX
YCTPOWMCTB;

- HACTpanBaTh,
AKCILTYyaTUPOBAThH u
oOcnmykuBaTh  000pyJIOBaHUE
UTKC;

- OCYIIECTBIISATh
IIOJKJIIOYEHHUE, HaCTPOUKY
MOOWJIBHBIX ~ YCTPOMCTB U
pacnpesieieHHbIX ~ CEpBHUCOB
NTKC;

-  TIPOM3BOJAWTH HCITBITAHUS,
OPOBEPKY U TMPUEMKY 000-
pyJIOBaHUS

TEICKOMMYHHUKAITMOHHBIX
CHUCTEM;

- MPOBOJHTH
TEXHUYECKOMY
00CITy>)KUBaHUIO, JTUATHOCTHKHU
TEXHUYECKOTO COCTOSIHUSI U
PEMOHTY 000pyAOBaHUS

paboTel MO

XapaKkTepuCTUKH
JNIEMOHCTPUPYEMBIX
YMEHHU

«OTIM4HO» -  yMEHHus
chOpMHUPOBaHHI, BCE
IIPENyCMOTPEHHBIE
IIPOrpaMMOu
NIPaKTUYECKHE  3aJaHUS
BBIIIOJIHEHBI, KaYeCTBO HX
BBIIIOJIHEHHUS OLICHEHO
BBICOKO.

«Xopouio» - HEKOTOPBIE

yMeHusi  c(HOpMHPOBAHBI
HEJOCTATOYHO, BCE
IIPELYCMOTPEHHBIE
MIPOrpaMMONn
NPaKTUYECKHE  3aJaHUs
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3aJlaHuN

BBIIIOJTHEHBI C OITHOKAMU.

«Y IOBJICTBOPUTEITLHO» -
HEOOXOMMBIE YMEHHUS
paboTBl C  OCBOCHHBIM

[IpakTnueckue
3aJjaHUS

HaOmonenue
Ananms
DKcIepTHast
OIlEHKa
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NTKC

MarcpuajioMm B OCHOBHOM

c(hopMHUPOBaHHI,
OOJILIIMHCTBO
IPETyCMOTPEHHBIX
nporpaMMoil  o0y4YeHUs
NPAKTHYECKUX  3aJaHUi
BEITIOJITHEHO,  HEKOTOPHIC

K3 BBIIIOJTHCHHBIX 3aﬂaHHﬁ
CoacpiKar OIITHNOKH.

«HeynoBieTBOpUTEIHHOY
- HEOOXOJIUMBIC YMEHUS
HE c(hOpMHUPOBAHHI,
BBITTIOJTHECHHBIC
MPAKTUYECKUE
cojiepKar
OILIMOKH.

3aJjaHus
rpyobie

3ammura

uHpopmauuu B

I/IH(l)OpMaIII/IOHHO-TEJICKOMMyHI/IKaIII/IOHHLIX
CUCTEMAX M CE€TAX ¢ MHNCHOJb30BAaHMEM IIPpOrpaMMHBLIX M MNPOrpamMmMHO-
alimapaTHbIX, B TOM YUCJI€ KpnnTorpa(lmquKnx CPEACTB 3allIIThbI

- BBIBJISITh M OILICHUBATh
yTPO3BbI 0e30MacHOCTH
unpopmaruu B UTKC;

- HacTpauBaTb U TPUMEHSTH
cpencTBa 3aIUTHI
uHbopMaIuu B
OMEpPallMOHHBIX CUCTEMax, B
TOM quclie cpencTBa
AHTUBUPYCHOMW 3aIlINUTHI;

- MpPOBOAUTH YCTAHOBKY U
HAaCTPOMKY HPOTPaMMHBIX H
MPOrpaMMHO - alMapaTHBIX, B
TOM qyucie
KpUNTOrpaUyecKux CpeiCTB
3amuThl THHOPMAIIHH;

- IPOBOJUTH
KOH(pUrypupoBanue
MPOrpaMMHBIX U MPOTrpaMMHO-
anmapaTHbIX, B TOM 4HCIIE
Kpunrorpauyeckux CpeacTB
3aIUTHl THPOPMALIHH;

- MPOBOJIUTH KOHTPOJIb
IoKas3areJen U [poluecca
(YHKIMOHUPOBAHUS

XapakTepucTUKU
JEMOHCTPHUPYEMBIX
YMEHUH

«OTnM4HO» -  yMEHHusd
c(hopMUPOBaHHI, BCE
PEeTyCMOTPEHHbIE
IIPOrpaMMON
NpaKTUYECKUE  3aJaHUs
BBITIOJTHEHBI, KAYECTBO HX
BBITIOJTHEHUS OLICHEHO
BBICOKO.

«Xopouio» - HEKOTOPBIE

yMeHusi  c(hOpMHPOBAHBI
HEJI0OCTATOYHO, BCE
PEeTyCMOTPEHHbIE
IIpOrpaMMOu
MpaKTUYECKUe  3aJaHus
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3aJlaHuM

BBITIOJIHEHBI C OIIHOKaMH.

((yJIOBJ'IeTBOPI/ITeJ'IBHO» -

[IpakTnueckue
3aJjaHUS

Hab6monenne
Ananms
DKcrepTHas
Oll€HKa
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IPOrPaMMHBIX U NPOrPAMMHO-
anmapaTtHelX, B TOM 4HCIE
KpUNTOrpaUUECKUX CpEACTB
3a1UThl HUHOpPMALUY;

- TNPOBOJUTH YCTAHOBJICHHUE
npouecca M [IapaMeTpoB
(YHKIIMOHUPOBAHUS

MPOrPaMMHBIX U MPOTPaMMHO-
anmapaTHbIX, B TOM YHCIE
KpUNTOrpaUuecknux CpeacTB
3aIUThl HHGOPMAIIUY;

- NPOBOJIUTH TEXHUUYECKOE
oOCIIy’)kKMBaHUE W  PEMOHT

H€O6XO,Z[I/IMBIG YMCHHA
pa6OTBI C OCBOCHHBIM
MaTcpuajioM B OCHOBHOM

c(hopMHUPOBaHHI,
OOJBIIMHCTBO
MPETYCMOTPEHHBIX
nporpamMmot  00y4YeHHs
MPAKTUYECKUX  3aJaHHMI
BBITIOJTHEHO,  HEKOTOPHIC

K3 BBIITIOJTHCHHBIX 3aﬂaHHﬁ
CoacpiKar OIITNOKH.

((Hey,HOBJ'ICTBOPI/ITeJILHO»

[IporpaMMHoO-anmnapaTHelX, B |~ HEOOXOIUMBIE YMEHHUS
TOM yucie | HC c(hopMHUpOBaHHbI,
Kpunrorpauueckux CpeacTB | BBIITOTHECHHBIC
3aMIUTHI I/IH(I)OpMaIII/II/I. IMPAaKTHYCCKHC 3alaHuA

coaepkar rpyoOnie

OIITHMOKH.
3amura  uHpopMamuuM B HH(POPMALMOHHO-TEJIEKOMMYHHUKANUOHHBIX
CHCTEMAX M CeTHAX € UCIMOJb30BAHNEM TEXHUYECKHUX CPEACTB 3alUUThI
- TIPOBOAUTH  YCTAHOBKY, | XapaKTEPUCTUKHU [IpakTrueckue
MOHTaX, HACTPOMKY U | JE€MOHCTPUPYEMBIX 3aJIaHUsA
VCIIBITAHUE TEXHUYECKUX | YMCHUU
CPEACTB 3aIUThl HHPOPMAITUN Habmonenue
OT yTeykd 10 TexHudeckum | «OTIHYHO» - YMEHHUS | AHanus
KaHajaM; cpopmMHupOBaHbL, BCC | DkcnepTHas
- TPOBOAMUTH  TexHHUYeckoe | MPCAYCMOTPCHHBIC OLICHKA
00CITy’KMBaHHE, YCTpaHeHHe | IPOrPaMMOit
HEHUCHPABHOCTEM M PEMOHT | PAKTHYCCKUC  3aTaHMSA
TEXHUYECCKHUX CPEACTB 3alllUThl | BBIIIOJHCHBI, Ka4€CTBO HX
I/IH(l)OpMaI_II/II/I OT YTE€UKH MO | BBIIOTHCHHUS OLICHEHO

BBICOKO.

TEXHUYECKUM KaHaJIaM;
- NPOBOJWTH  U3MEPEHHUE
napamMeTpoB (HOHOBBIX IIYMOB

n IIDMHUH, co3maBaeMbIX
ob6opynoBanuem UTKC;

- TPOBOJWTH  HU3MEPEHUE
apaMeTpoB
AJIEKTPOMArHUTHBIX
W3Ty4EHUN 151 TOKOB,
CO3/IaBaE€MbIX TEXHUYECKUMHU
CpeACTBaMHU 3aIIUThI

uH(pOpMaIIMM OT YTEYKH IO

«Xopouio» - HEKOTOpPBIE

yMeHusi  c(hOpMHPOBAHBI
HEJI0OCTATOYHO, BCE
PEeTyCMOTPEHHbIE
IIpOrpaMMOu
NPaKTUYECKHE  3aJaHUs
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3aJlaHuN

BBITIOJIHEHBI C OIIMOKAMHU.
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TEXHUUYECKUM KaHaJjaM,

- HUCIIOJB30BaTh  CPEACTBA
dbu3uYecKo 3alMThl JTUHUN
cBs3u UTKC;

- TNPUMEHATh HOPMATUBHBIC
IIPaBOBBIE aKTBI u
HOPMATUBHBIE METOJNYECKUE
JIOKYMEHTBI B 00JIACTH 3aIUThI
uH(pOpMaLIUU.

«Y,Z[OBJICTBOPI/ITCJ'IBHO» -
H€O6XO,Z[I/IMBI€ YMCHHA
pa60T51 C OCBOCHHBIM
MaTcpuajioM B OCHOBHOM

c(hopMHUPOBaHHI,
OOJBIIMHCTBO
MIPETYCMOTPEHHBIX
nporpaMmot  00y4YeHHs
MPAKTUYECKUX  3aJaHUU
BBITIOJTHEHO,  HEKOTOpPHIC

K3 BBIITIOJTHCHHBIX 3aﬂaHHﬁ
CoacpiKar OIITHNOKH.

«HeynoBieTBOpUTEIBLHO»
- HEoOXOAMMBIE YMEHHS
HE c(OpMHUPOBaHBI,
BBIIIOJIHEHHbIE
MPaKTUYECKUE
coziepxKaT
OIIUOKH.

3a7aHus
rpyoObie

BeinmosiHeHue padoOT MO OJHOM WJIM HECKOJbLKHM Ipodeccusim padovux,

HAOJIZKHOCTHAM CJIYKallluX

- BBINOJHATH  TPEOOBAHUS
TEXHUKA O€30MacHOCTU MpHU
paboTe C  BBIYUCIUTEIBHOMN
TEXHUKOM;

- IPOU3BOAMTH MOAKIOYEHUE
0JI0KOB MEPCOHATBLHOTO
KOMIIBIOTEPA u
nepudepuitHbIX yCTPOMCTB;

- IPOM3BOAUTH YCTAHOBKY M
3aMEHy PacXOIHBIX
MaTepuaioB JUTSI
nepu(epuiiHbIX yCTPOHCTB U
KOMITbIOTEPHOU OPTTEXHUKU;

- JMarHOCTUPOBATh
IIPOCTEUIIINE HEUCIIPABHOCTH
NEPCOHAIILHOTO KOMIIBIOTEPA,
nepuepuitHOro
o0opynoBaHus U
KOMITBIOTEPHOW OPTTEXHUKHU;

- BBIIOJIHATh MHCTAJUIALIMIO
CUCTEMHOTO M MPHUKIATHOTO
IPOrpaMMHOTr0 0OecreyeHus;

XapaKTepUCTUKHU
JEMOHCTPUPYEMBIX
YMEHHU

«OTIM4HO» -  yMEHusd
chOpMHPOBaHHI, BCE
IIPELYCMOTPEHHBIE
IIPOTPaMMOM
MpaKTUYECKUE  3aJaHUs
BBITIOJIHEHBI, KA4eCTBO HX
BBITIOJIHEHHUS OLICHEHO
BBICOKO.

«XOpOIHO» - HCKOTOPEIC

yMeHusT  c(hOpPMHUPOBAHBI
HEJIOCTAaTOYHO, BCE
MPElyCMOTPEHHBIE
IIpOrpaMMOu
MPAKTUYECKUE 3a1aHus
BBITIOJIHEHBI, HEKOTOPHIC
BU/JIbI 3aJlaHuM

[IpakTnueckue
3a1aHUS

HaOmronenue
Ananms
DKcrepTHas
OIleHKa
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- co3laBaTb M YIpPaBIAThH
COJIEPKUMBIM JTOKYMEHTOB C
OMOIIbIO TEKCTOBBIX
IPOLIECCOPOB;

- Cco3laBaTb M  YIpPaBIAThH
COJEPKUMBIM  DJIEKTPOHHBIX
Ta0IuUI C OMOILBIO
pEAaKTOPOB TAOJIMII;

- Cco3JaBaTb M  YIpPaBIATh
COIEP)KUMBIM IIPE3CHTALUN C
MTOMOILBIO pEaaKTOpoOB
MpE3CHTalU;

- HCIIOJIB30BATh MYJIbTHUMCIHA
IIPOCKTOP JII ACMOHCTpPAIlUU

MIPE3CHTALNM;

- BBOJIUTb, PEIAKTHUPOBATH W
yIaISITh ~ 3almiucu B 0ase
JTAHHBIX

- 3(pdekTUBHO TOIH30BATHCS
3ampocamu 0a3bl JaHHBIX;

- CO37aBaTh M PEAaKTUPOBATh
rpaguueckue  OOBEKTBI  C
MOMOIIBI0  TPOTpaMM ISt
00pabOTKM  pacTpoBOM U
BEKTOpPHOU rpaduku;

- IPOU3BOJUTH CKaHHPOBAHHE

JOKYMEHTOB u ux
pacrno3HaBaHUE;

-  TPOU3BOAUTH PACIEYATKY,
KOIIMPOBaHHUE u

TUPAXUPOBAHUE JOKYMEHTOB
Ha IIpUHTEpPE U  JPYyIux
YCTPOMCTBAX;

- yOpaBisATh (aiaaMu JaHHBIX
Ha  JIOKAJbHBIX  CHEMHBIX
3aIIOMHUHAIOIIUX YCTPOMCTBAX,
a Tak)Ke Ha JUCKaX JOKaJIbHOU
KOMIIBIOTEPHOW CE€THU U B
MHTEPHETE;

- OCYLIECTBJIATb HABUIALUIO
o Be6-pecypcam UnTeprera ¢
MOMOIIBIO Opay3epa;
- OCYILECTBIIATH
COPTUPOBKY u

TTIOMCK,
aHaJIu3

BBIIIOJIHEHBI C OITHOKAMMU.

((YI[OBJIGTBOPI/ITCJ'II)HO» -

HEOOXOMbIE YMEHHUS
paboThl C  OCBOCHHBIM
MaTepUaJoM B OCHOBHOM
c(OpMHPOBaHHI,
OOJBIIMHCTBO
IPETyCMOTPEHHBIX
nporpaMmoil  oOydeHus
NPaKTUYECKUX  3a/1aHuil
BBITIOJIHEHO,  HEKOTOPHIE

W3 BBINOJIHEHHBIX 3aJaHUN
COJIEp>KaT OIITUOKH.

«HeynoBneTBopuTEIbHO
- HEOOXOJIUMBIE YMEHUS

HE c(OpMHUPOBaHBI,
BEITIOJTHCHHBIE
MpaKTUYECKUe  3aJaHUs
cozepKar rpyObie
OIIUOKH.

46




uHpopMaIlMM C  [OMOIIbIO
MOMCKOBBIX HUHTEPHET CANTOB;

- OCYIIECTBJISITh
AHTUBUPYCHYIO 3aIlUTy
NEPCOHATLHOTO KOMIIBIOTEpPA C
TOMOIIBIO AHTUBUPYCHBIX
porpamwm;

- OCYLIECTBJISITH  PE3EPBHOE
KOITUPOBAHUE "
BOCCTAaHOBJICHHUE JTAHHBIX
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