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Paboyas mporpamma yueGHOM MCHMIUIMHBI COCTaBIEHA HA OCHOBE
DefiepallbHOTO  TOCYJApCTBEHHOTO  06Pa30BATEIBHOTO CTaHJApTa  CpeIHEro
npoecCHOHANBLHOrO  06pasoBanus 1o  cremmansHoctd  10.02.04 OBecredenue
MH(OPMALMOHHON (e30MaCHOCTH TeNeKOMMYHUKAIIMOHHEIX CHCTEM, IPUMEPHOIH
OCHOBHOW 00pa3oBaTebHON MporpamMMel 110 crerpansaoctd 10.02.04 Obecneuenue
MHPOPMALMOHHON ~ Ge30aCHOCTH  TENeKOMMYHHKALMOHHBIX ~ CHCTEM H B
COOTBETCTBUH C y4eOHBIM IUIaHOM MO crnenuanbHocTH 10.02.04  Obecreuenue
HH(POPMALIMOHHON G€30IIaCHOCTH TeNeKOMMYHUKAIIMOHHBIX CHCTEM.

Pabouas mporpamMma paccMoTpeHa M 0f06peHa LMKIOBONW KOMHCCHeN
MHpopmannonHoii 6e3011acHOCTH MH()OKOMMYHHKALHOHHBIX CHCTEM
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1 OBHIAA XAPAKTEPUCTHUKA PABOYEN ITPOI'PAMMBbI
YYEBHOU UCIUIIJIMHBI OI1.04 OCHOBbI NWH®OPMAIIMOHHOU
BE3OITACHOCTHA

1.1 MecTo IUCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl:

VYyebnas nucuurmiauHa «OCHOBBI MH(GOPMALIMOHHON 0€30MaCHOCTHY SBIISIETCS
00s3aTeNIbHOM  4YacThlo  OOHIENpPO(ECCHOHATBLHOTO  IMKJIa  00pa3oBaTeIbHOU
nporpammbl B cooTBercTBUM ¢ PI'OC mno cnenumansHoctn 10.02.04 OGecnieyeHue
UH(OPMAIMOHHON 0€30MaCHOCTH TEIEKOMMYHHUKAIITMOHHBIX CUCTEM.

1.2 Tlnanupyembie pe3yabTAThl OCBOECHHS TUCHHILIHHBI

B pamkax mporpammbl y4eOHOM AMCHMIUIMHBI OOYYAarONIMMUCS OCBaUBAIOTCS
YMEHHUS U 3HAHUS:

Kon

IK, OK Ymenus 3HaHUsA

OK 02 Knaccudumupoars CyIlHOCTb U MOHATHE

OK 03 3amuinaeMyo uHbopmaiuio | uHGOpMaIMOHHOM O€30MaCHOCTH,

OK 06 10 BUJIaM TalHbl U CTEIICHSIM | XapaKTEPUCTHUKY €€

OK 09 CEKPETHOCTH. COCTAaBJISIIOIIHUX.

IK 2.1
Knaccuduimpoars Mecto nHpopMaLIMOHHON
OCHOBHBIE YTPO3bI 0€e30MaCHOCTH B CHCTEME
6e3omnacHocTh UHGOPMAIIMU. | HAIIMOHAIBHOM 0€30MacHOCTH

CTpaHbl.

Bupl, ICTOYHUKY W HOCUTEIH
3amuiaeMoi HGOpMaIIiH.

HcTounuku yrpo3 6e30nacHOCTH
UHGOpPMAIIUU U MEPHI IO UX
IPEIOTBPAIICHHIO.

DaxTOpbl, BO3ICHCTBYIOIIME Ha
uH(popMaIIo IpHu ee 00padoTKe B
ABTOMATU3HPOBAHHBIX
(MH(pOPMALIMOHHBIX) CUCTEMAX.

JKuzHeHHbIC UKITBI UHPOPMALIUT
OTPaHUYECHHOTO JIOCTYIIA B
mporiecce ee co3aanus, o00padboTKH,
nepeaayn.




CoBpeMeHHbIE CPEICTBA U
CIocoObl oOecreueHus
nH(pOopMaIIMOHHOM 06€30MaCHOCTH.

OCHOBHBIE METOIMKH aHAJIN3Aa
yIrpo3 U PUCKOB MH(GOPMAIIMOHHOMN
0€30IacHOCTH.




2 CTPYKTYPA U COJAEPXAHHUE YUEBHOM JJUCHUTLTAHBI

2.1 O0bem yuyeOHOUH TUCHUNIMHBI U BUIbI Y4eOHOH padoThl

. O0bem
Bun yueOHoii padoThI
4acoB
O0beM 00pa3oBaTe/IbHON NPOrpaMMbl Y4eOHOM TMCHHMIIIMHBI 64
CamocrosiTesibHas padora 16
CymmapHas yuyeOHasi Harpy3ka BO B3aUMOJACHCTBHH C 48
npenojaBareyiemM
T.4. B (p)OpMe NPAKTHYECKON NOATOTOBKH 18
B TOM YHCJIE:
TEOpPETUYECKOE 00yUeHUE 28
MPAaKTUYECKHE 3aHATUS 18
UTOTOBOE 3aHATHE 2

IIpomesxkyTouyHasi arrectauus B popme JuddpepeHIHPOBAHHOIO 3a4eTa




2.2 TemaTuyeckmii IJaH W cojep:kamue yde6Hoii aucuunauasl OIL04 OCHOBBI MH®OPMAIIMOHHOM

BE30OITACHOCTHA
HaumenoBanue Coaep:xxanue yueOHOro marepuaja u popmMbl OpraHu3anuu Oo0bem Koabl koMniereHumi,
pa3aesioB H TeM AeATeIbHOCTH 00YYAKIIHNXCS yacoB | (OpMHPOBAHHIO KOTOPBIX
CIOCO0CTBYET 3JIeMEHT
NMPOrpamMMmbl
1 2 3 4
Pazgea 1. TeopeTnueckne 0OCHOBBI HH(POPMAIHOHHOM 0€30MIACHOCTH 36
Tema 1.1. Conep:kanue y4eOHOr0 MaTepuasa 6 OK 02, OK 03, OK 06,
OcCHOBHBIE IOHATHUS [TonsiTue nadopmary 1 HHGOPMAIMOHHOM OE€30MACHOCTH. OK 09, ITIK.2.1
U 3371a4u 1 WNudopmanus, cooduieHusi, ”HQOpMaIMOHHBIE TPOLECCHI 9
nH(}OpMaAITMOHHOM KaK 00BbeKThl HH(OpMaIMOHHON Oe3omacHocTH. O030p
0€301MacHOCTH 3alUIIAEMbIX 00BEKTOB U CUCTEM.
[TonsiTue «yrposa undopmanumy. [lonarue «pucka
2 uH(popMarimoHHo¥ 6e3onacHocTy. [Ipumepsr 2
npecTyrieHui B cepe nHbpopma 1 HHPOPMaMOHHBIX
TEXHOJIOTUH.
CymHOCTh PYHKIIMOHUPOBAHUS CUCTEMBI 3aLTUThHI
3 uH(dopmaIuu. 3aiuTa 4eI0BeKa OT OIMacHO! nHpOpMaIuu U 9
OT HEe HH()OPMUPOBAHHOCTHU B 00J1aCTH WHDOPMAITMOHHON
0€30IaCHOCTH.
Tema 1.2. OcuoBbl  |CopaepskaHue y4eOHOT0 MaTepuaJia 6 OK 02, OK 03, OK 06,
3alUATEI 1 [{emoCcTHOCTD, JOCTYIMHOCTh U KOH(UICHITNATBLHOCTh OK 09, IIK 2.1
uHbopmanuu uHpopmanuu. Knaccudukarus nabopmaiyu no BujgaM
TalHBI U CTETICHSIM KOH(puaeHIanbHOCTH. [loHsTHSA 2

roCyapCTBEHHOW TalHbI M KOHPUACHITNATBHON
uHdOopMaIuu.




2 JKuzHeHHbIe IMKIIBI KOH(DHUICHITHATLHON HHOOPMAILIUK B
IpoIiecce ee co3/lanus, o0padoTKu, nepenadu. lleau u
3a1auu 3anuThl HHGopMaluu. OCHOBHBIC TTOHATHUS B
00J1acTH 3a1UThl HHHOPMAIIUH.

3 DiiemMeHTHI nponiecca MeHexMenTa Ub. Moaenb

WHTErpanuu HHPOPMAITMOHHOW 0€301TaCHOCTH B OCHOBHYIO
JnesaTenbHOCTh opranu3anuu. [lonstue [lonutuku
0€30MacHOCTH.

HpaKanecm{e JaHATHUA

1 | Pabora ¢ nokyMeHTaMH B 001aCTH HHPOPMALITMOHHOM
6e3onacHoctu PD 1o onpeseneHno 0ObEKTUB 3alTUThI U
KJaccuukanuy TaitH

9 Omnpenenenne 0ObEKTOB 3aIIUTH HA TATIOBOM OOBEKTE
nH(pOpMaTH3AIIUN.

3 Knaccudukanus 3amuimaeMoil ”HGOpMALMK 110 BUAM

TalHbBI U CTETIICHSIM KOH(l)I/II[CHHI/IaJ'IBHOCTI/I.

CamocrosiTesibHas pad0Ta 00y4YAOLIMXCH

BrlnonHenue nomcka MHPOpMalUy B TOKYMEHTaX B 00J1aCTH

1 | uadopManoHHOM 0€30MaCHOCTH, CBS3aHHOM C
KJIaccuUKaIMe TaliH KacaTeJIbHOM

2 | Amanu3 coctaBa TUMOBBIX OOBEKTUB HH(POPMATU3ZAITUU

3 AHanm3 yCTpOUCTB JjIsi 00ecrieueHus onpeeEHHbIX

KJIACCOB 3aIMIIEHHON HH(pOpMaluu

Tema 1.3. Yrpo3sl
0e301acHOCTH
3alUIIaeMOu
uHpopmanuu.

Conep:xkanue y4eOHOro MmaTepuasa

[Tonsitue yrpossl 6e3onacHocty nHpopmanuu CucteMHas

1
Kiaccuukaiys yrpo3 6€30nacHoCTH HHPOPMAIIUH.
KanaJel 1 METOIbI HECAHKITMOHUPOBAHHOTO JJOCTYTIA K

2 | madopmManK Y I3BUMOCTH. METOIbI OLIEHKHU YSI3BUMOCTH

uHdopmManuu

OK 02, OK 03, OK 06,
OK 09, IIK.2.1




IIpakTH4eckoe 3aHsATHE

4 | PaboTa ¢ TOKyMeHTaMU KJlacCU(PUKaAIUU yrpo3 U METOIOB
OTpeJIeNIeHHs YA3BUMOCTEH 00bEKTOB HHPOPMATU3ALINH

N

Omnpenenenue yrpo3 o0beKkTa MHPOPMATU3AILNHI U UX

5
Kiaccuukanus

CamocrosiTesibHasi padoTa 00y4aroImuxcs

4 | Pabota c cuctemoii knaccudukanuu yrpo3 CVE

5 | IlocTpoenue BeKTOpa aTak

NN B DN

Paznea 2. MeTogosiorust 3aiutbl HHGOpMANNu

Tema 2.1.
Merononoruyeckue
MOIXO/IbI K 3aIlUTE
uH(popmMauu

Copaepxanue yuyeOHOro marepuaJjia

K 3amuTe uHopmanuu. [lapamerpsl 3amumnaemMon

1 | uadopmanum 1 oueHKa (pakTOpOB, BIUAIOMINX Ha
TpeOyeMbIil ypOBEHb 3aIUThI HHpopMau. Buasl Mep u
OCHOBHBIE TPUHITUIIBI 3AIIUTHI THOPMALIIH.

AHaJIN3 CyIIECTBYIOIIMX METOJIUK OINpeiesieHus TpeOOBaHUI

OK 02, OK 03, OK 06,
OK 09, IIK 2.1

Tema 2.2.
HopmartusHo
IIPaBOBOE
pEryJaupoBaHue
3aIIUTHI
uHbopMaIuu

Conepxanue yueOHOIro MaTepuaJjia

Opranu3anuoHHas CTPYKTypa CUCTEMBI 3aIlUThI
1 | uadopmaruu 3aKoHOJATEIBHBIC AKTHI B 00JACTH 3aIIUTHI
uHbOopMaIuu.

uHhopmManuu

Pocculickue u MexayHapOaHbIE CTAHAAPTHI, ONPEACIISIOIINE
TpeboBaHus K 3amute nHpopmanuu.Cucrema ceptudukanuu
2 | PO B ob6nactu 3amuTsl nHGopMaruu. OCHOBHBIC MTpaBUIIa U
JIOKyMEHTHBI cucteMbl cepTudukannu PO B obmactu 3ammThl

HpaKanecxoe 3aHATHEC

6 | PabGoTta B cripaBOYHO-TIPABOBOI CHCTEME C HOPMATUBHBIMU U

MIPABOBBIMU JIOKYMEHTAMH 110 HHPOPMAITHOHHOM
oeszomnacuHoctu P

7 | PaboTa B cripaBOYHO-TIPABOBOIM CUCTEME C HOPMATHUBHBIMH U

9

OK 02, OK 03, OK 06,
OK 09, IIK 2.1




MPaBOBBIMH JIOKYMEHTaMHU 110 MHGOPMAIIMOHHON
6e3onacHOoCTH MexXayHapO HbBIX

CamocrosiTesibHas pa0d0Ta 00y4YAKOIIMXCS

6 | CocraBneHue TpeOOBaHUI MO 3aUUTe HH(OPMALIUK OOBEKTA
uH(GOpPMaTU3aILIMU COTJIACHO TPEOOBaHNN HOPMATHUBHBIMU U
MPABOBBIMU TIOKYMEHTAMH 110 HHPOPMAIIHOHHOM
oe3onacHoctu PO

7 | CocraBnenue TpeOOBaHUi MO 3anIUTe HHOOPMALIUK O0BEKTA

WH(GOPMATU3AINN COTJIACHO TPEOOBAHUN HOPMATHBHBIMU U
IIPaBOBBIMH JIOKYMEHTAMH 10 MH(GOPMAIIHOHHOMH
oeszomacuHoctu P

Tema 2.3. 3ammura
uHpopmaIuu B
aBTOMATU3UPOBAHH
BIX
(MH(pOPMALIMOHHBIX )
cUCTEeMax

Conepxanue y4e0HOIro MaTepuaJjia

1

OcHOBHBIE MEXaHU3MBI 3alIUThl UHPopManuu. Cucrema
3aIUThl HHpopMauu. Mepsl 3alUThl THGOPMALIHH,
peanu3zyeMbie B aBTOMaTU3UPOBAHHBIX (MH(POPMAIIMOHHBIX )
CUCTEMAX.

[IporpamMHBbIe ¥ IPOTPaMMHO-aNINIapPaTHBIE CPEICTBA
3amuThl nHGopMaru. MHXKeHepHas 3aiuTa U TEXHHUecKas
oxpaHa 00BEKTOB MH(OpPMATU3AIINH.

OpraHu3almoHHO-PacOpAIUTENbHAS 3alUTa HH)OPMALIHH.
PaGoTa ¢ kaapamMu ¥ BHYTpH OOBEKTOBBIN PEIKUM.
[TpUHIIUTIBI TOCTPOEHUS OPTaHNU3AIMOHHO-
pPaCIOPSAUTEILHON CUCTEMBI.

HpaKTqucxoe 3aHATHE

8 | Bribop Mep 3aIUTEI uHpopMaru IS
aBTOMATU3UPOBAHHOTO pabOYEro MecTa
9 | CocraBnenue nacrnopTra 3alIUIIIEHHOTO

aBTOMATU3UPOBAHHOTO pabOYero MecTa

10

OK 02, OK 03, OK 06,
OK 09, IIK 2.1




CamocrosiTesibHas pad0Ta 00y4YAKIIMXCS

8 | Beibop mnporpaMMHO—amnmapaTHBIX CPEACTB JUIS  3alllUThI 9
aBTOMATHU3HPOBAHHOTO MECTa
HNToroBoe 3ansitue 2 OK 02, OK 03, OK 06,
OK 09, IIK 2.1
Bcero 64

11




3 VCJOBHUSI PEAJM3ALMKA TIPOTPAMMBI  YUEBHOWM
TV CHUILIAHBI

3.1 Jlns peanu3zanuu nporpaMmbl y4eOHOI TUCHMILIMHBI MPeIyCMOTPEHbI
cjieayoye crenuaJibHble MOMeIleHNs:

Kabuner unpopmaiimonHoit 0€30MaCHOCTH, OCHAIEHHBI 000pYy/IOBaHUEM U
TEXHUYECKMUMU CpeACTBaMU OOy4yeHus: JIocka KkiaccHas — 1 1mT.,, CTOJd
KOMIBIOTEepHBbI— 13 mT., ctyn — 13 1mT., KOMObIOTEpHbIE Kpecina — 13 miT.,
cucteMuslil 6510k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'Gaiit
(16 I'6aiit) mamsatu DDR4, 2 666 MI'n, 6e3 ECC; TBepnoTeabHbIi HakomuTelb M.2
PCle NVMe, 512 I'Gaiit, xiacc 35) — 13 mr., monutop (Asus 2378) — 13 miT.,
kiaBuatypa (Oklick 530S) — 14 ., mbimb g kommnbsiotepa (Defender OPTICAL
MB-160) — 14 mT., uctoynuk OecriepeboriHOoro mutanuss — 13 mrT., mpoekrop — 1
IIT., aKTUBHAs KOJIOHKa - 11T., opucHbIit maker Microsoft Office Professional 2016 -
13 1T, BUpTyalIbHBIN MEXCETEBOM AKpaH cienytouiero nokonenus Cisco Firepower B
coctae ¢ FMC- 10 mT., OC Microsoft Windows Server - 1 mT., OC Microsoft
Windows 10 - 13 mr., cepBep SuperMicro CSE-113AC2-R706WB2 2x750W black
Intel Xeon Silver 4216 256 I'b O3Y, 960 GB SSD - 1 mt., monuTop 23,6 — 1 mir.,
MCTOYHUK OecriepeOOMHOro MUTaHUs IS cepBepa - 1 1IT., cTolKa JByXpaMHas (CTK-
24.2-9005 umo) — 1 mr., TeneBu3op Ha croiike (huawei 55”) — 1 mT., sKkpaH mns
npoekTopa (SAKURA CINEMA WALLSCREEN) — 1 mt., MOV (Xerox B205) — 1
mT., [IAK Arduino - 3 mr.,Ananu3arop cnekrpa [FR 2398 - 1 mr.,DnekTpoHHBIH
ocummtorpad IBIS-1 — 1mrr.,Co6omas 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mr .,.Bumeo
peructparop jassun jsr-HO0415mini - 1 wr.,Buneo perucrpatop vesta VDRV-5004M
- 1 mr.,Kommyrarop Alcatel OmniStack LS 6224 - 5 wr . IIporpamMHsbie
MEKCeTeBbIe dKpaHbl 1 MapiipyTuzaTopoB Cisco 1700 (Cisco 1721) - 2 mt.,Ctenn
. MyJbT 3alIUThl omenieHnii — 1 wr.,CTeHa: uccneqoBaHue yTeuku uHpopmanuu
M0 3BYKOBBIM KaHajgaMm — | IIT., CTOMKHU JIJI1 MOHTaka CETEBOTO 00OpYyIOBaHUS - 2
wT. [Iporpammuoe obecnieuenne: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, CepBep obHoBneHuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunro IIpo.,RedCheck 2.0.,
DevieelLock 8.

Macrepckas, nabopatopus HHPOPMAIMOHHBIX TEXHOJIOTHH,  OCHAI[CHHAs
000pyIOBaHUEM U TEXHUYECKHUMH CPEICTBAMHU OOYUYCHHS: CTOJ HA METaNIOKapKace—
15 mT., CTON y4YeHMUECKM Ha MHTaJJIOKapkace— 8 IIT., CTyJd YYEHHYECKUH Ha
meTayutokapkace— 30 mT., cereBoit kommytarop D-Link DGS-1016D E-net Switch
(16 ports, 10/100/1000Mbps) — 1 m., I[IK - 1 mr.: morurop 19” TFT Hyundai
X91D, cucremnsrii 6ok (INWin/GA-H87-HD3/Intel Core 13-4330 3.5GHz/DDR I
4Gb/Seagate 500Gb SATA I11/Gigabit Lan), TIK 14 mr.: monurop 19”7 TFT LG
Flatron L1953S, cucremusiii 6ok (Foxconn TLA-397/Asus B85M-G/Intel Core 13-
4170 3.7GHz/DDR 11l 4Gb/Seagate 500Gb/Gigabit Lan), mymsTuMeana-npoeKTop
(Epson EMP-821), »skpam (Lumien Master Picture 4*3), yueOHas mocka,
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nporpammuoe obecrieuenue: MS Windows 7, MS Office 2007, MS Visio 2007, MS
Visual Studio 2010, MS SQL Server 2008, Eset NOD32, LibreOffice 5, Foxit
Reader 7, Multisim 10.1, MathCAD 2014, Adobe Flash CS3, Any Logic 7, 7-Zip,
HaOop aucTpuOyTHBOB s BeO-paspadbotku Denwer, Koncynbrant+, RAD Studio
Berlin 10.1, 6pay3ep Google Chrome, 6paysep MS Internet Explorer 11, KiCAD
4.0.5, Python 3.6, Free Pascal 3.0.2.0ffice 2013, SQL Server2012, LibreOffice 6,2,
Visual Studio2012, Free Pascal 3.04.JIokaibpHasi ceTh ¢ BBIXOJOM B ceTh VIHTEpHET u
noctynom k ObC u C/IO.

HoxymenTtarus PCTOK:

1. COopHUK BpEMEHHBIX METOAMK OLIEHKH 3aIUIICHHOCTH KOH()UIECHIINAIBHOMI
MH(}OpMaAMU OT YTEUKHU [0 TEXHUYECKUM KaHasiaM, UHB. Ne 2170xcr, sk3. Ne 1828, 1
KHUTa, U1 CITYy>KEOHOT0 MOJIb30BaHUS.

2. TpeboBanus k cucreMaMm OOHapyXeHUsl BTOp>keHuH, uHB. Ne 4457 acm, k3. Ne
1736, 1 xuura, s CIIyKEOHOTO MOJIb30BaHMUS.

3. COOpHUK METOJAMYECKUX JOKYMEHTOB IO TEXHUYECKOW 3alIuTe MHPOpMaLUH
OTPaHUYEHHOIO0  JOCTyIla, HE  COJAEpXKalled  CBEIEHUH,  COCTaBIIAIOIIMX
rOCyJJapCTBEHHYIO TailHy, B BOJIOKOHHO-ONTHYECKHX cucTteMax nepemaun (MJ] mo
T3 BOCII-K), unB. Ne 4453ncm, sx3. Ne 1630, 1 kHura, mus ciaykeOHOToO
MOJIb30BaHUSL.

4. PyxkoBomsumii nokymeHT. 3ammta uH(opmanuu. Komruiektyromue
MOMEXOIOAABIISIIONINE M3JEIUS DJIEKTPOHHOM TEXHUKH, PAJAUOIKPAHUPYIOIIHUE U
noMexonoAasistomue Marepuaisl. OOmme TexHUyeckue TpeOoBaHUs, HHB. Ne
4477 ncn, 3k3. Ne 409, 1 kaura, 115 C1y>KeO0HOT0 MOJIb30BAHUS.

5. TpeOoBaHus K CpeACTBaM aHTUBUPYCHOW 3aiiuThl, MHB. No 4471 ncm, sk3. No
790, 1 xkuura, AJist CJIy,KeOHOTO MOJIb30BaHUSI.

6. CnemnuanbHble TPEOOBaHUS W PEKOMEHAAIMU TIO0 TEXHUYECKOW 3alluTe
koH(punenmmaneuoit uHpopmamuu (CTP-K) (c u3MeHeHHsIMH, BHECEHHBIMU B
cooTBeTcTBUH ¢ M3Bemenussmu o koppektupoBke Ne 1-2005, Ne 1-2006, Ne 1-2008),
uHB. Ne 5210xcr, 5k3. Ne 778, 1 kaura, i ciry>keOHOTO TTOJIH30BaHHMS.

7. TpeOGoBanus B 00JAaCTH TEXHUYECKOTO PETYIMPOBAHMS K TMPOMYKIIUH,
HCIIOJIb3YEeMOM B LEJISIX 3alUThl CBEAECHUMN, COCTABIISIIONIUX TOCY/IAPCTBEHHYIO TailHy
WJIA OTHOCUMBIX K OXPAaHSEMOM B COOTBETCTBHUM C 3aKOHOAATENLCTBOM Poccuiickon
deneparuu nHOM MHOpMaNMKM orpaHuyeHHoro goctyna (TpeboBaHus K cpeAcTBaM
JOBepeHHOM 3arpy3ku), uHB. No 5288ncr, sk3. Ne 619, 1 kHwura, qjs ciaykeOHOTO
MOJIb30BAHUS.

8. TpeboBaHusi K CpeacTBaM KOHTPOJII CHhEMHBIX MAIIMHHBIX HOCHUTENEH
uHpopmanuu, uHB. Ne 55507acm, 5k3. Ne 542, 1 knura, 11l ClIyKe€OHOTO MOIb30BaHUS.

3.2 HUndopmaunoHHoe obecnieyeHHe peajn3alui NPOrpaMmMbl

3.2.1. OcHoOBHbIE MeYATHBbIE U IJIEKTPOHHbIE U3TAHNS
1. Bapanosa, E. K. OcHoBbl nadopmarmonsei 6e3onacHoctu : yuebnuk / E.K.
bapanoBa, A.B. babam. — Mocksa : PUOP : UH®PA-M, 2025. — 202 c. —
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(Cpennee npodeccruoHansHOe oOpasoBaHue). — DOI:
https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Texkct
anekrponnbii. - URL: https://znanium.ru/catalog/product/2169040 — Pexum
JOCTYTIA: TIO TIOATHCKE.

2. I'puminna, H. B. OcHoBbl nH(pOpMaAIIMOHHOW 0€30MaCHOCTH MPEAIPUSITHS :
yuebHoe mocooue / H.B. I'pumuna. — Mocksa : UHOPA-M, 2024. — 216 ¢. —
(Beiciiee oOpazoBanue: Cnenumanurer). - ISBN 978-5-16-016534-9. - Tekcr :
atektporabi. -  URL: https://znanium.ru/catalog/product/2131865 — Pexwum
JOCTYyTIA: TIO TIOJIITHCKE.

3. 3Bepesa, B. I1. [Ipranusamnus u TexHOJIOTUS pabOTHI ¢ KOH(DUIESHIINATBHBIMU
nokyMeHTamu : yuebnoe mocoobue / B. II. 3BepeBa, A. B. HazapoB. — Mocksa :
KYPC : HUHO®OPA-M, 2023. — 320 c¢. — (Cpemnee mpodeccruoHalbHOE
obOpazoBanme). - ISBN 978-5-906818-96-6. - Tekct : amexktponnbiii. - URL:
https://znanium.ru/catalog/product/1095176 — Pexum gocTyIma: o MOAIMKCKE.

4. 3amurta uHpopmamuu : yueoHoe mocodue / A.Il. XKyk, E.ILl. XKyk, O.M.
Jlenemkun, A M. Tumomkun. — 3-e¢ u3a. — Mocksa : PUOP : UHOPA-M, 2024. —
400 c. — (Beiciiee odpazosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN
978-5-369-01759-3. - Tekct : AIEKTPOHHBII. - URL:
https://znanium.ru/catalog/product/2140566— Pexwum nocTyria: mo MOIMHCKe.

5. Mapteika, T. JI. Uadopmanmonnast 6e3omacHocTs : yueOHoe nocooue / T.JL.
[Tapteika, M.A. TlonoB. — 5-¢ u3m., mepepadb. u gomn. — MockBa : ®OPYM
NH®PA-M, 2021. — 432 ¢. — (Cpennee mpodeccuonanbaoe oobpazoBanue). - ISBN
978-5-00091-473-1. - URL: https://znanium.com/catalog/product/1189328 — Pexxum
JIOCTyTIA: MO NOAMUCKE. - TEKCT : 3JIEKTPOHHBIMN.

3.2.2. JIonmoJIHUTEIbHbI€ HCTOYHUKM:
1. BacuwibkoB, A. B. be3onacHocTh #  yIpaBji€HUE JIOCTYIIOM B

uH(OpMAIIMOHHBIX cHUcTeMax : yudeOHoe mocooue / A.B. Bacwibkon, W.A.
BacunbkoB. — MockBa : ®OPYM : UHDPA-M, 2022. — 368 c¢. — (Cpennee
npodeccruoHanbHoe oOpaszoBanue). - ISBN 978-5-91134-360-6. - Tekct

anektponHbii. - URL: https://znanium.ru/catalog/product/1836631 — Pexum

JIOCTYyTIA: TIO TIOJIITUCKE.
2. Oprau3aioHHO-TEXHUYECKOE U TIPABOBOE OOecTieueHre NHPOPMAIMOHHOM
6e3omnacHoctu Poccuiickoit denepannu : yueOHuk / coct. W. I'. [IpoBHukoBa, A. B.
Kamau, U. W. Jlusmmn [u ap]. - Boponex : Hayunas xkaura, 2022. - 304 c¢. - ISBN
978-5-4446-1743-4. - Tekct : AIEKTPOHHBIM. = URL:
https://znanium.com/catalog/product/1999941 — Pexxum mocTyna: Mo MOIMUCKe.
3. Cprues, FO. H. OcHoBBI HHpOpMAITMOHHON 0€30MMacHOCTH : yueOHOe mocodue

/ 10. H. CsueB. — MockBa : MHOPA-M, 2024. — 337 c¢. — (Cpennee
npodeccuonanbHoe obpaszoBanme). - ISBN 978-5-16-019432-5. - Tekct
atektpornabii. - URL: https://znanium.ru/catalog/product/2118689  — Pexwum

A0CTYyIIA: 110 IMOAITUCKCE.
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4 KOHTPOJIb MW OILEHKA

YYEBHOM JUCIHUATIIMHBI

PE3YJBTATOB OCBOEHUA

Pe3yabTaThl 00yyeHus

Kpurtepuu oneHku

MeToabl OLIEHKH

[Iepeuenpb 3HAHUM,
OCBaMBAaEMbIX B paMKax
JTUCHUILINHBI:

- CYIIHOCTbH U TIOHSTHE
uH(OPMAITMOHHOU
0e301acCHOCTH,
XapaKTEPUCTUKY €€
COCTAaBJISIONINUX;

- MECTO
UH(OPMAIMOHHOU
0€30MMacHOCTH B CHUCTEME
HaAIlMOHAJILHOM
0€30MacHOCTH CTPaHbl;

- BUJIBI, HCTOYHUKH U
HOCHUTENHU 3aIAIIaeMOU
uHdopmaIuu;

- UICTOYHUKHU yTPO3
0e30macHOCTH
uH(OpMAITUU U MEPHI TI0
UX MPEOTBPAIIECHUIO;

- (pakTopHI,
BO3/ICUCTBYIOIIME HA
uH(pOpMAIUIO TIPH €€
00paboTKe B
aBTOMATHU3UPOBAHHBIX
(nH(pOPMAITMOHHBIX )
CHUCTEMax;

- )KU3HEHHBIC ITUKJIBI
uHbOopMaIuu
OTPaHUYEHHOTO JOCTYyTa
B IIPOLIECCE €€ CO3TaHMUs,
00paboTKH, Mepeiavu;

XapaKTepUCTUKHU
JEMOHCTPUPYEMBIX 3HAHUU

OrueHka 3HaHUI
OCYIICCTBIISETCS T10
NATHOAJUILHOH IIIKAJIE.

— TECTUPOBAHHE;
— MMIUCBbMEHHBIN OIPOC;

— YCTHBIH ONPOC;

- YCTHOE coOeceqoBaHue

1 () TEOPETHUECCKOMY
MaTepHay;

— OIIGHKa pEe3yJIbTaTOB
BBITIOJTHCHHS
MPaKTUICCKUX pabot
NoNel-9;

— muddepeHInpoBaHHbBIN
3a4eT
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- COBpEMEHHBIE CPEJICTBA
1 CIIOCOOBI 00eCTICUCHUS
UH(pOpMAITMOHHOM
0€30I1aCHOCTH;

- OCHOBHBIE METOJIMKHU
aHaJIM3a yrpo3 U PUCKOB
uHPOPMAITMOHHON
0€30MMacHOCTH.

[lepeuenb ymenun,
OCBaMBaeMbIX B paMKax
JVCLUTIIINHBI

- KJ1accu(pUIMpoBaTh
3alIUIIAEMYIO
uH(pOpMAIUIO TIO0 BHUIAM
TalHbl U CTEHEHSIM
CEKPETHOCTH;

- K1accuuIupoBaTh
OCHOBHBIC yTPO3BI
0e30macHOCTH
uH(pOopManuu.

XapaKTepUCTUKHU
JEMOHCTPUPYEMBIX YMEHUI

OueHka ymMmeHHU
OCYILIECTBIISETCS 10
nATUOAIIBHOM TIIKaJIe.

— OIlEHKa pe3yJIbTaTOB
BBITIOJIHEHHUS
MPAKTUYECKUX
NoNel-9;

— OIICHKA PE3yJIbTaTOB
BBITIOJIHCHHUS
CaMOCTOSITEJIbHOU
paboTHI;

— nuddepeHIupPOBAHHBIN
3a4ger

pabot
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