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1 OBIIASI  XAPAKTEPUCTHUKA PABOYENl  ITPOTPAMMEI
MPO®ECCUOHAJIBHOIO MOJYJIS MM.02 3AIIUTA
NHO®OPMALINU B UH®OPMALIMOHHO-
TEJEKOMMYHUKALIUOHHBIX CHCTEMAX M CETSAX C
NUCHOJL30BAHUEM TIPOTPAMMHBIX M TIPOTPAMMHO-
ATIIAPATHBIX, B TOM YHCJE KPHUITOTPA®UUYECKHUX
CPEJICTB 3ALIIMTHI

1.1 O6aacTb npuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mporpamma TpoECCHOHATBLHOTO MOIYJsI — SBISETCS YacThiO
POrpaMMBbI MOJATOTOBKH CIEIMATMCTOB cpeHero 38eHa B cooTBercTBUM ¢ PI'OC 110
cnermanbHocT CITO 10.02.04 ObGecnevenne wHOOPMAITMOHHONW O€30MacHOCTH
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM.

1.2  Heap u miaHupyemble pe3yJibTaThl 0CBOeHHS NMPOGecCHOHATHHOIO
MOAYJIst

B pesynbpTaTe nzyueHus: npopecCuOHaAIbHOIO MOYJIA CTYAEHT JOJIKEH OCBOUTD
BU/I NEeSTENbHOCTU «3amura uH(popManuu B MH(pOpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMAaX M CETSIX C HMCIOJb30BAaHUEM MPOIPAMMHBIX M
IIPOrPaMMHO-AIIAPATHBIX, B TOM YHUCJIE KPUNTOTrpaUyeCKUX CPEACTB 3AIIUTHD) H
COOTBETCTBYIOIIME €My OOLIME KOMIIETEHIUU U TPO(PECCHOHATIbHBIE KOMIIETEHIUU:

1.2.1 TlepedeHn OOMMX KOMITCTCHITHHA

Kon HaumMmeHoBaHue 00X KOMIIETEHIINI

OK.01 | BeiOupats criocoObl perieHus 3aaa4d npohecCuoHaAIbHON IeITebHOCTH,
IPUMEHHUTENIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK.02 | OcymiecTBisaATh TOWUCK, aHAIW3 W HMHTEPOpETAlnio WHGOpMAIUH,
HEOOXOAMMOW i1 BBINOJHEHUA  3aJady  NpOoPecCHOHANTbHOU
JESITEIbHOCTH.

OK.03 | IlmanupoBaTh W peaTu30BbIBATH COOCTBEHHOE MpPO(ecCHOHAIFHOE H
JMYHOCTHOE PAa3BUTHE.

OK.04 | PaboraTh B KOJIJIEKTUBE U KOMaH/E, 3H(PEKTUBHO B3aMMOICHCTBOBATH C
KOJUJIETaMH, PYKOBOACTBOM, KJIMEHTAMH.

OK.09 | Mcnonws3oBath MH(POPMAIMOHHBIE TEXHOJIOTHH B MPOdecCHOHATHLHOM
JESITEIEHOCTH.

OK .10 | ITonp3oBaThbes npodeccuoHaTbHON JTOKyMEHTaIuei Ha
TOCy/IapCTBEHHOM U MHOCTPAHHOM SI3bIKaX.




1.2.2 Tlepeuens npodecCHOHATBHBIX KOMIIETEHIIUH

Kon

HaumeHoBaHuMe BUIOB JAeSITEJIbHOCTH U MPO(PecCHOHATBHBIX
KOMIIeTeHII NI

B 2

3amura UHpOpMaALIUH B HH(OPMALMOHHO-
TeJIeKOMMYHUKAIMOHHBIX CHCTEMAaX M CeTAX C HCIOJIb30BaHHMEM
NPOrpaMMHBIX M NPOrpaMMHO-ANNAPATHbIX, B TOM 4YHCJe
KPUNTOrpa@uyecKux CPpeacTB 3alUThI

IIK 2.1

[Ipou3BOANTH YCTAaHOBKY, HACTPOMKY, UCIIBITAHUSL U KOH(PUTypUpOBaHUE
OpPOrpaMMHBIX W [POrpaMMHO-allapaTHbIX, B TOM  YHCIIE
KpUInTorpadguueckux CpEJICTB 3aIUTHI uHdopmanuu oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYNAa M CHEIHUAIbHBIX BO3ACHCTBUN B
obopynoBanue HUHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHUCTEM U
ceTel.

[IK 2.2

[lopnepxuBath 6eciepeOoitHyI0 padOTy MPOrpaMMHBIX U IPOrPAMMHO-
anmapaTHBIX, B TOM WYHCJE KPUNTOTpaUUECKUX CPEACTB 3alIUTHI
uHpopManuu B WH(GOPMAIIMOHHO-TEIIEKOMMYHHKAIMOHHBIX CHUCTEMAX U
CeTsX.

I[IK 2.3

OcymiecTBiATh  3amuTy HUHGOPMALMU OT HECAHKIIMOHUPOBAHHBIX
NEUCTBUN M CIENHAIBHBIX BO3JCHCTBUM B HWH(POPMAIIMOHHO —
TEJICKOMMYHHUKAIIMOHHBIX CHUCTEMaX M CETSAX C MCIOJIb30BAHUEM
NPOrPAaMMHBIX W IPOTPAaMMHO-alapaTHbBIX, B  TOM  YHUCJE
Kpunrorpauueckux CpeJaCcTB B COOTBETCTBUH C IIPEABSABICHHBIMU
TpeOOBaHUSIMU

1.2.3 B pesynbrare ocBOeHUS MPOPECCHOHATTEHOTO MOAYJIS CTYJEHT JOJIKEH:

NmeTs npakTnuecku | - YCTaHOBKH, HaCTPOMKH, WCTIBITAHU 51

OIIBIT

KOH(DUTYpHpOBaHUS TPOTPAMMHBIX W MPOTPAMMHO-
anmapaTHbIX, B TOM YHCJIE KPUNTOrpadUIECKUX CPENICTB
3amuThl HQOpMaIUU B 000py10BaHUN MH(GOPMAIIHOHHO-
TEJICKOMMYHUKAIIMOHHBIX CUCTEM U CETEeH;

- mojiepkanus OecriepeOoHON paboThl MPOTPAMMHBIX H
IPOTrpaMMHO-AIMIAPATHBIX, B TOM quclie
KpUnrorpa@uuecknx CpeACTB 3amuThl HHPOPMAIMH B
UH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHCTEMax |
CeTHX;

- samuTtel uH@opmarmu ot HCJl u cnenuanbHBIX
Boszaeiicteuii B UTKC ¢ ucnonp3oBaHueM IMpOrpaMMHBIX
u IPOTPaMMHO-AITITAPATHBIX, B TOM qucIie
KpUNTOrpapuuecKux CpPeACTB 3aIIUTHI B COOTBETCTBUU C
IPETBSBISIEMBIMHA TPEOOBAHUSMU.

YMETH

- BBIABISATH W OICHUBATH YIPO3bl  0O€30MAaCHOCTH
undopmaruu B UTKC;
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- HacTpaWBaTb W IPUMEHATh CPEACTBA  3AlLUTHI
MH(pOpMallMU B ONEPALMOHHBIX CHCTEMAax, B TOM YHCIE
CpEICTBa aHTUBUPYCHOM 3aLUTHI;

- MPOBOJUTH YCTAHOBKY M HACTPOWKY IPOTPAMMHBIX U
OpOrpaMMHO -  almapaTHbIX, B  TOM  YHCJE
KpUNTOrpapuuecKux CpeAcTB 3alUThl UH(pOpMALINH;

- TpPOBOIUTH KOH(MUTYPUPOBAHUE TMPOTPAMMHBIX U
IPOrpPaMMHO-AMNIaAPaTHBIX, B TOM qrcie
KpUNTOrpauuecKkux CpeAcTB 3alIUThl HH)OPMALIUH;

- INpPOBOAUTH KOHTPOJIb IIOKa3arelaeil M Ipolecca
(YHKIIMOHUPOBAHUA TMPOTPAMMHBIX W IPOrpPaMMHO-
anmapaTHbIX, B TOM 4YHCIE KPUOTOrpaUIeCKUX CPEICTB
3alUThl UHPOpPMALUY;

- TIPOBOJMUTH YCTAaHOBJIEHHE IIpollecca U TMapaMeTpoB
(YHKIIMOHUPOBAHUS MPOTPAMMHBIX W IPOrpaMMHO-
anmnapaTHbIX, B TOM 4YHCIE KpUNTOrpaduyecKuX CpesiCTB
3alUThl UHPOpPMALUY;

- MpPOBOAUTH TEXHUYECKOE OOCIYKHBAHME U PEMOHT
IPOrpaMMHO-aIIapPaTHbIX, B TOM qucie
KpUNITOTpaUueCcKUX CPEACTB 3aUIUThI HH(DOPMAIUH.

3HaTb

-BO3MOXXHBIE YIpO3bl 0€30MacCHOCTH HMH(POpPMALMA B
NTKC;

- CIIOCOOBI 3aIIUATHI uH(popMauu oT
HECAHKIIMOHUpPOBaHHOrO  noctyna  (manee-HCJ) wu
CHEeIMAJIbHBIX BO3JICHCTBUM Ha HEE;

-TUMOBBIE TPOTPAMMHBIE U POTPaMMHO-aNNapaTHHIE
cpenctBa 3ammThl WHOpMAUU W MHGOPMAIIMOHHO -
TEJICKOMMYHUKAIIMOHHBIX CUCTEMAaX U CETSX;

- Kpunrorpaduyeckue CpelCcTBa 3aluThl HHGOPMAIUH
KOH(DHICHIIMAIEHOTO XapaKTepa, KOTOPbIe MPUMEHSIOTCS
B MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIX CUCTEMAX U
CeTHX;

- TOPSAAOK TECTHPOBAaHUA (PYHKIIMH TPOTPaMMHBIX H
OporpaMMHO  —  ammapaTHBIX, B  TOM  YHUCJE
KpUNTorpaduueckux CpeicTB 3alUThl HH()OPMAIUY;

- OpraHu3alMio W COJEp)KaHHe  TEXHUYECKOTO
OOCITy’)KMBaHHUS ¥ PEMOHTa MPOTPAMMHO — amiapaTHHIX, B
TOM 4YHUCJIE€ KPUNTOTpaQUUECKHX CPEJCTB  3alUTHI
uHdopMaIuu;

- TOPAIOK W TIpaBWia BEIEHUS DKCIUTyaTallMOHHOM
JIOKyMEHTAIlMd Ha TMPOTPAaMMHBIE U TMPOTPAMMHO —
anmapaTHble, B TOM YHUCJIE€ KpUNTOrpaduyecKux CPeCTB
3aIUThl HHPOPMAIIUH.




1.3 KoaudecTBO 4YacoB, OTBOJHMOE HAa OCBOeHHE MPOGecCHOHATHHOTO
MOYJIst

Bcero gacos — 746

B TOM 4HCJe B (popMe NMpaKTUIECKOU MOAroTOBKH — 398.

N3 Hux

Ha ocBoeHne MJIK.02.01 — 272 gaca, B TOM 4HCJIE€ cCaMOCTOsITeIbHas paboTa —
32 yaca.

M/IK.02.02 —168 gacoB, B TOM 4ucje caMOCTOsITeIbHas padboTa — 8 yac.

Ha TmpakTuku — 288 wacoB, B Tom umcie ydeOHyro — 108 wacoB u
npousBoacTBeHHYI0 — 180 yacos.

[TpomexxyTounas arrecranus — 18 gacos.



2 CTPYKTYPA U COAEPKAHUE TIPO®ECCHUOHAJIBHOI'O MOAYJIA

2.1 Crpykrypa npogeccHoHAILHOr0 MOIYJIs

O06wem npodeccroHaIbHOTO MOTYJIS, aK. Yac.

Konbt Cym- Pag "
npoheccHo Map- aboTa 00yJaronxcs BO B3aUMOJICHCTBUH C TIPEIOIaBaTeIeM Canoct [Tpomex
HATBHBIX, HaumenoBanus paznenos L O6yuenne no MJIK _— o yTOYHAas
oGX poeCCOHATHLHOTO oBLeM B ToM gqiciie p o | atTecta
KOMITIETEHI] MonyJud Harpys3 Bcero | Jlaboparopusix | KypcoBbix | HTorosbie Ve6- Moo Hast oy
Hit KH, 9ac. W IPAKTUYECKUX pabor 3aHATUA P pabota (oK3a-
3aHATUN (IpOeKTOB) Hast | BOJICTREHHAA MCH)
IIK 2.1-2.3 | Pa3nen 1 IIporpammusie,
OK 01-04, | mporpammHoO-
0K 09,10 anmapaTHBIC METO/IbI
3a1uThl HH(OPMALIUY B 2792 240 66 20 2 - - 32 -
MH(POPMAIMOHHO-
TEJIeKOMMYHUKALMOHHBI
X CHCTEMaX M CEeTIX
IK 2.1-2.3 | Pa3nen 2
OK 01-04, | Kpunrorpaduueckue
0K 09,10 METO/IBI 3aIATHI 168 160 44 10 2 ) i 8 i
uHpopMauu
[1IK 2.1-2.3 | Y4eOHas npakTHka
OK 01-04, 108 108 - - -
OK 09,10
IIK 2.1-2.3 | IIpon3BoACTBeHHAS
OK 01-04, MpaKkTHKa 180 180 - -
OK 09,10
I1IK 2.1-2.3 | IIpomexyTouHas
OK 01-04, | arrecramms (3K3aMeH) 18 - - 18
OK 09,10
Bcezo: 746 | 400 | 110 \ 30 | 4 | 108 180 40 18




2.2 TemaTHYecKHii IVIAH U coJep:kaHue NpodeccuoHaabHOro moay.as (IIM)

HaumeHoBaHue pa3ie/ioB U TeM Conepsxkanue yueOHOro MmarepuaJia,
npodeccuonanbHoro moayJas (IIM), JIa0OpaTOpPHbIE M MPAKTUYECKHE 3aHATHSA, caMocTosITeJibHAsE | O0beM B yacax
MEKIMCIUITHHAPHBIX KypcoB (M/IK) y4eOHasi paboTa 00y4aImnxcs, KypcoBasi padora (IIpoeKT)
Paznen IIM 1. TlporpamMmmHbie, mporpaMMHO-aIapaTHbie METOAbl 3alIUTHl MH(POPMallUU B MH(POPMAIMOHHO- 452
TEJIEKOMMYHUKAIITMOHHBIX CUCTEMAX M CETAX
MK 02.01. 3ammra uHpopManuu B HHPOPMALMOHHO-TEICEKOMMYHUKAIIMOHHBIX CHCTEMaX H CeTAX ¢ 452
HCIO0JIb30BAHMEM NMPOTPAMMHBIX ¥ IPOrPAMMHO-ANNAPATHBIX CPEACTB 3aIIUThHI
Tema 1.1 Oo6ecneuenue 0Oe3omacHoctu | Coaep:xxanue yueOHOro MaTepuasia 28
ONePALMOHHBIX CHCTEM 1 [IpoGnembr  obecrnieueHusi OE30MACHOCTH  ONEPALMOHHBIX 9
CUCTEM.
2 [IoTHOCTBIO ~ KOHTPOJMPYEMBIE  CHCTEMBI.  YacTHUYHO- 9
KOHTPOJIUPYEMBIE CUCTEMBI.
3 | OnepanmoHHbIe cCTeMBI Ha OCHOBE siipa NT. 2
4 OmnepalmoHHBIE CHCTEMbI Ha OCHOBE sipa Linux. 9
OmneparroHHbIe CUCTEMBI Ha ocHOBE sipa QNX,
5 Texnonoruun ayTeHTU(UKALIUHN. AyTteHTuduKaus, 9
aBTOpHU3AIUs U AIMUHUCTPUPOBAHUE AEHCTBHI MOJIb30BATEIIS.
5 Mertonsl ayrentudukanuu. Ilapomu. PIN-xomgel. MeTonabl 9
HAJIE’)KHOT'O COCTABJICHUS MTApPOJICH.
Crporas ayrentudukamus. OQHOCTOPOHHSS ayTEeHTU(DUKAITHS.
7 | JAByXCTOpOHHSS ayTeHTU(PUKaLIUS. MHuorodakTopHas 2
ayTeHTU(PUKALIHSL.
AnmnapaTHO-IpOTpaMMHBIE  CpEICTBAa  WJACHTHUGUKAIUA U
8 | ayrentuduxanuu. Toxenbl. CwmaprT-kapTel. BupTyanbHbie 2
KJTFOUH.
9 Unentudukarmm u  ayTeHTUGUKAIME ~ OHOMETPHUUYECKUMHU 9
METOJJAMH.




10 | [IporpaMMHO-anmapaTHble MOAYJIH IOBEPEHHOM 3arpy3KHu. 2

11 3agaun AIIM/I3. Bo3moxxnoctu AIIM/I3. Buaer AIIM/I3. 5
ATIM/I3 KpuntoH —3aMOK CUCTEMHBIN aIMUHUCTPATOP.
N3ydeHne HacTpoeK cucTeMHoro agmuuucrparopa AIIM/I3.

12 | ATIMAI3 Kpunton —3amMoOK, HacTpOHKH TOJIB30BATEIS 2
ATIMJI3.
OrpannueHust JNEUCTBUI ToOb30BaTeNsd. VaeHTudukams.

13 | Kypnan peructpamuu coObiTHil. HacTpolku 1emocTHOCTH 2
cpenst AIIM/I3
CekTopbl HAKONMUTEJEWM Ha MArHUTHBIX JKECTKUX JHCKaxX H

14 | TBepaoTenbHBIX HakonuTenen. Oonacts nmamsaTu. Maiis, mamnka, 2
KaTaJor.

IIpakTuyeckue 3aHATHSA 10

1 | HacTpoiika JiokaapHOM moJuTHKH Oe3omacHocTr Windows. 2

2 | Hactpoiika n301upoBaHHON CpeJIb 2
AIIM/I3  KpunroH-3aMOK  HMHUIUAIHA3ALUS  CHCTEMHOTO

3 | aAMHHHCTpATOpa, WHUIMATU3ANMS TOJh30BaTENs, IPOBEpKa 2
L[EJTIOCTHOCTHU CPEbI

4 | HacTtpolika mporpaMMHbIE Cpe/IcTBa mu(poBaHus. 2

5 | BoccranoBnenne nHpopMaluy TUTIOBBIMHU CPEJICTBAMHU 2

JlabopaTopHblie 3aHATHS 4

1 WN3yyenue  cpencts  uAeHTUGUKALMM  ayTEeHTU(UKAIUU 2
OTIEPAITMOHHBIX CUCTEM

2 WccnenoBanve  anmapaTHOro — cpeactBa MG POBaHUS 2
HACTPOMKa, KCIUTyaTaIus

CamocrosiTesibHasi padoTa 00y4aroIMXcsH 8

1 [IpoGnembr  oOecriedeHus:  OE30MACHOCTH  OTMEPAIMOHHBIX 9
cucrem WindowsXP. Windows 7. Windows8. Linux. QNX.

2 | Ayrentudukanus, apTOpu3alus M aJIMUHUCTPUPOBAHME 2

10




I[eﬁCTBI/Iﬁ noab3oBaTelsl. TeXHoJoruu aYTGHTI/I(l)I/IKaHI/II/I.

3 | Tokensl. CmapT-KapThl. BupTyanbHbie KIIOYH. 2

4 KomrmuiekcHas cucrema OpraHu3aliu YIPaBICHHUS JTOCTYIIOM. 2
Nuacramusiumsa. Hactporika.

Tema 1.2 Texnonorum pasrpannyeduss | Comepxxanue y4eOHOro MaTepuaJia 46
AOCTyHA 1 ApXUTEKTypa MOJCUCTEMBI 3alHUTHl ONEPALMOHHON CHCTEMBbI 2

penakiuu Server. Ocobernoctu OC penaknuu Server.

5 Bo3MoxHOCTH agMuHHCTparopa. Pa3rpaHndeHwe aocTyna K 2
00BEKTaM OIEepPallMOHHON CUCTEMBI.

3 Mopnenmn pocryna. JluckpenuoHHass Monenb. MaHnaTHas 9
Mozenb. Posn.

4 JlokanpHas mosiTUKa Oe3omacHocTu. HacTpoiika nokanbHOU 2
MOJIUTUKU O€30MAaCHOCTH.

5 AJIMUHUCTPUPOBAHNE ONEPALMOHHOU CHUCTEMBI. 5
W3ommpoBanHas mporpaMMHasi cpeza.

5 CrnocoObl opranu3auuud. MeToJibl IpUMEHEHHUS. 9
ActiveDirectory.

v JlomeHnHnas monuThka Oe3omacHOCTH. HacTpoiika aoMeHHOM 5
MOJIMTUKU OE€30MACHOCTH.

8 KoMriekcHast cucreMa OpraHu3alyy YIPaBICHUS JTOCTYIIOM. 2
Nucranauus. Hactpoiika.

9 | Ayaut 6€30nmacHOCTH ONIEPAITMOHHON CUCTEMBI. 2

10 MeTtonbl MIPOBEICHHUS KOHTPOJIBHBIX MIPOBEPOYHBIX 2
Meponpusitui. [IporpaMmmHbIe CpencTBa ayauTa.

11 Orpannuenue JocTyna BHEIITHUX MI0JI30BATENEH. 9
Pasrpannuenue nocryna.

12 Ounprpanus Tpaduka. AnHanmuz wuHGopManuu. [lakeTHas 9
bunsTparms.

13 | ®ynkuun MexcereBbIX AKpaHOB. llocpegnuueckue QyHKIMM. 2

11




JlononHUTENBHBIE BO3MOXKHOCTH MO,

OcobOeHHocTH  (YHKIMOHUPOBAHUS MEXKCETEBBIX HKPAHOB.

14 Monens OSI. 2

15 | Dxpanupyromuii maprpytusarop. 11103 ceancoBoro ypoBHsi. 2

16 | [Mpukmagaoit mumro3. 111103 skcrepTHOTO YPOBHSL. 2

17 | Cxemsbl 3aMThI Ha 0a3€ MEXKCETEBBIX IKPAHOB. 2

18 ITonntuka MEXKCETEBOI'0 B3aMOJICICTBHA. CxeMBbl 5
MOJKJIIoUeHus MDO.
[lepconanbubie u  pacmpeneneHneile  MD.  TIpobGiembr

19 2
6e3onacHoctu MO.

20 TectupoBanue MEKCETEBBIX HKpPaHOB. TpebGoBanus 9
nokaszaresnen trectupoBanusi. Kimaccsr MO.

21 | TpeboBanust ®CTIOK k MD. 2

29 Cucrembl ypoBHs L2. ®@wibrpanus Ha ocHoBe Port Security. 5
be301macHOCTh KaHAJIBHOTO YPOBHS.

23 [Toctpoenue cererri Ha ocHoBe VLAN s pasrpannyeHus 9
JIOCTYTIa K 00bEKTaM BHYTPH JIOKAJTLHOM CETH.

JlaGopaTopHble 3aHATHS 10

3 | Ananu3 mporpaMm HaJIeKHOTO yaaleHus uHpopMauu 2

4 | Ananu3 cpeicTB apXUBUPOBaHUs HH(DOpMAIUU 2

5 AHanu3 NpOrpaMMHBIX CPEICTB PE3EPBHOIO KOMMPOBAHUA. 2
Hactpoiika RAID-maccuBoB

5 AHanu3 wuHcalaepckoit wuHpopmammu. I[Iporpammer  cOopa 2
undopmaruu o 11K

7/ | AHaIM3 HACTPOMKH MEXKCETEBOI0 dKpaHa. 2

CamocrosiTesibHasi padoTa 00y4aroMXcs 10

5 IIporpaMMmHoO-anmaparaple MOAYJIM JOBEPEHHOW 3arpy3KH. 2
N3ydeHne HacTpoek cucteMHoro agmuuucrparopa AIIM/I3.

6 | Pazrpanmdenue qoctymna K 00beKTaM ONepaluoOHHON CUCTEMBI. 2
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OYHKIIUU MEXKCETEBbIX JKpaHoB. OrpaHuueHue JoCTyma 2
7 | BHEIIHMX  TIOJIb30BaTEJICH. Pasrpannuenue  nocTyma.
OuibTpanus Tpaduka.
Ananus uHpopMaruu. [TakeTHas bunpTpanus. 2
8 | Ilocpennuueckue (yHkuuu. JomoTHUTENbHBIE BO3MOXKHOCTH
MD.
9 [Tonutrka MEKCETEBOTO B3aUMOJICCTBUSL. Cxempbl 2
noakmoueHuss MO. IlepcoHanibHbie U pacrpeeaeHubie MO.
Tema 1.3 Oobecneuenne | Coaep:kanue yueOHOro MaTepuaJjia 38
uHpopmannoHHoit 0esonacHoctTu cerei. | 1 | [IpoGremsl nHGOpMaITMOHHOM O€301TACHOCTH CETEH. 2
OCHOBBI  TEXHOJIOTHH BHUPTYaJbHBIX Brenenue B ceTeBOM  MHQPOpPMAIMOHHBIM  OOMEH. 2
3amumeHHbIx cereii VPN 2 | Ucnonw3zoBanne cet Mutepuer. Mogens ISO/OSI u crex
nporokosioB TCP/IP.
3 OGecneuenre  MHPOPMAIIMOHHOM  OE30MACHOCTH  CETEH. 2
Cnoco0bI o0ecnieueHus MHPOPMAITMOHHOM 0€30MaCHOCTH.
4 [1yTn pemenus npo0aeM 3auThl HHPOPMALIUU B CETSIX. 2
KoHnenmumst mocTpoeHus BUPTYaJIbHBIX 3alIUIIIEHHBIX CETEH.
5 Hanexnass mnepemaya wuHGOpManuu 1O  HE3ANUIIICHHBIM 2
ka"anam cBs3u. [ludposanue.
6 | Ayrentuduxanus. Bepuduxarus. M30b1TouH0Ee KOTMPOBAHKE. 2
7 | VPN — pemienust 11 nOCTpOEHUS 3alIMIIIEHHBIX CETEH. 2
3 Buptyansnsie 3alUIICHHBIC CETHU. TynenupoBanue. 2
WNHKancynsuus nakeTos.
9 | Crpykrypa makera. CTpyKTypa 3allUIEHHOTO TaKeTa. 2
10 Bapuantst MOCTPOCHUS 3aIUIIEHHBIX KaHaJIOB. 2
Knaccuduxkanmus.
11 | 3ammra Ha kaHabHOM ypoBHE. [Iporokonst PPTP, L2F, L2TP. 2
12 [Ipotokonsr  (GopmMupoBaHusi 3alIMIICHHBIX KaHAJIOB Ha 2

ceancoBoM ypoBHe. [Ipotokonsr SSL, TLS, SOCKS.
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3amura Ha CETEBOM YpOBHE. ApXUTEKTypa CpEICTB

13 oeszonacuoctu IPSec, AH, ESP.

14 3amura Ha npukiagHom ypoBHe. DHCP. DNS Sec. HTTPS. 2
Security mail protocol.

15 Opranmsanus ynanennoro nocryma. SSH, Telnet, RDP, pop3, 2
imap4, smtp, smb.

16 VYnopasnenue ugeHtTuuKanumein u - jgoctynom. CpeacTsa 2
yTPaBICHUS TIOCTYIIOM.

17 | Web-noctyn. Web-app. 2

18 | Ilpotokonsr PAP, CHAP,S/Key, SSO, Kerberos. 2

19 | Wi-fi cetu. Bluetooth cetu. WPA, WPA-2, WPA-3. 2

IIpakTH4yeckue 3aHATHS 20

6 | Pabota ¢ KOHTPOJLHBIMH TOYKAMH B CHCTEMaX BUPYTATU3ALIUU 2

7 Pabora c nokanbHbIM XpaHwimmeM ceptupukatoB B OC 2
WINDOWS

8 | Ycranoska u Hactpoiika [10 eTokenPKIClient 2

9 Hactpoiika T1IO eTokenPKIClient ¢ momorpio rpynmoBbIX 2
TIOJTUTHK

10 | PassepteiBanue TMS B cpene Active Directory 2

11 | Hactpoiika TMS B cpene Active Directory 2

12 | HacTpoiika NCOIp30BaHUS BUPTYAJILHOTO TOKEHA 2

13 | Ucnonp30BaHue TOKEHA HA paboyeM MecTe aMHUHHICTpaTOpa 2

14 | YcranoBka u Hactpoiika CK3U «KpuntollpoCSPy 2
PaboTa ¢ xoHTeiHEpaMH 3aKPBHITOTO KJIIOYa U cepTUdUKaTaMu 2

15
nob3oBaTens cpeacreamu Kpunro I1po CSP

JlabopaTopHble 3aHATUSA 16

8 HccnenoBanne pabOThI CHUCTEM  BHUPTyalU3allud U C 2
BHUPTYaJIbHBIMUA MaIlIMHAMU

9 | AHanu3 UCNIOJIB30BAaHUE BHEIIHUX YCTPONCTB B UCTIOJIb30BaHUE 2
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Pa3JIMYHBbIX CUCTCM

10 | Ananu3 pabotsr SecretDisk4 2

11 | Anamm3 pabotsr SecretDisk Server NG 2

12 | Mzydyenne ocHoBHbIX Bo3moxkHOcTel [10 VipNetClient 2

13 | Mzyuyenne Hactpoek [TOVipNetClient 2

14 | U3yuenue Bo3mosxkHocteil 110 JlemoBas moura 2

15 | Ananu3 HacTpoMKu moUTHK TMS 2

CamocrosiTesibHAs pa0d0Ta 00yYAKOIIMXCS 8

10 | 3amura Ha KaHambHOM ypoBHe. I[IpoTokonslPPTP, L2F, L2TP. 2

11 [Ipotokonsr (opMHUpOBaHMS 3alMIICHHBIX KaHAJIOB Ha 2
ceancoBoM ypoBHe. [Ipotokonsr SSL, TLS, SOCKS.

12 3ammTa Ha CETEBOM YpOBHE. ApXUTEKTypa CpEICTB 2
oe3omacHoctu IPSec, AH, ESP.

13 3ammra Ha  mpukiIagHoMm  ypoBHe.  [IpotokonbsiPAP, 2
CHAP,S/Key, SSO, Kerberos.

Tema 1.4 Texuonorun oOHapy:xenusi | Coaepxxanue yaeOHOro MaTepuajia 22
BTOPKEHUI 1 TexHonorus oOHapyxeHus artak. KoHIeENus aganTUBHOTO 2

yrpaByieHHs 0€30MaCHOCTHIO.

2 TexHomoruss aHanu3a 3amuuieHHocTH. CpelncTBa aHanu3a 2
3aIUAIIEHHOCTH CETEBBIX IPOTOKOJIOB U CEPBUCOB.
CpenctBa aHayiv3a 3alIUIIEHHOCTH OMEPAIMOHHON CHCTEMBI. 2

3 | Obmue TtpeOoBaHUS K BHIOMpAaeMBIM CpEACTBAM aHAM3a
3aIUIIEHHOCTH.

4 CpenctBa oOHapyXeHHUSI CETEBBIX arak. MeTojabl aHaiu3a 2
ceTeBOI MHGOPMAIIHH.

5 Knaccudukanus cuctem oOHapykeHus aTak. KOMIOHEHTHI U 2
apXUTEKTypa CUCTEMbI OOHAPYKCHUS aTak.

6 Oco0eHHOCTH CcHCTeM OOHapy)XeHUs aTaKk Ha CETeBOM H 2

ONEPAIMOHHOM YPOBHSIX.
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7 | MeTonbl pearupoBaHMsI Ha CETEBBIC aTaKH. 2

8 | O030p COBpEMEHHBIX CPEICTB OOHAPYKEHHUS aATaK. 2

9 TexHomoruu 3ammThl OT BUPYCOB. KOMIBIOTEpHBIE BUPYCH U 2
po0JIeMbl AHTUBUPYCHOM 3aIIUTHI.

10 Krnaccudukaiys KOMIbIOTEpHBIX BUPYCOB. JKU3HEHHBINA ITHKIT 2
BHPYCOB.

11 OCHOBHBIE KaHajbl PAcHpPOCTPAaHEHUS BHUPYCOB M JIPYTUX 2
BPEIOHOCHBIX TPOrPaMM.

JlabopaTopHble 3aHATHS 4

16 | U3yuenue cpencTB OOHAPYKEHHUS aTaKk 2

17 | U3yueHue aHTUBUPYCHBIX TPOTYKTOB 2

CamocrosiTesibHas pa0d0Ta 00y4YAIOIUMXCH 2

14 TpeboBanus mokazareneid TectupoBanus. Kiaccer MD. 2
TpeboBanuss ®CTIOK k MO.

Tema 1.5 Meroasl ynpasiaenusi | Coaepxanue yaeOHOro MaTepuajia 18
CpeJACTBAMU 3alIUTHI 1 | Mertoas! ynpaBiieHHs CPEJCTBAMU CETEBOM 3aIlUTHI. 2

2 | 3ajmaum ynpaBieHUsI CUCTEMOM CETEBOM 3aIIUTHI. 2

3 | ApxuTekTypa yrpaBieHUs CPEJACTBAMU CETEBOM 3alTUTHI. 2

4 OYHKITMOHUPOBAHUE CHCTEMBl  YIPABJICHHS  CPEACTBAMHU 2
3aIUTHI.

5 | Aynut 6e30nacHOCTH HHPOPMALIMOHHON CHCTEMBI. 2

5 Monutopunr  6e3omacHOCTH  cUCTeMbl.  [IporpamMmHbIe 2
CpEICTBA MPOBEACHUS ayIUTa OE30MaCHOCTH.

7 | O630p COBpEMEHHBIX CUCTEM YNPABIICHUS CETEBON 3aIUTOM. 2

8 | Kitaccudukaiys cHCTEM 3aIlHTHhI. 2

9 | IlepcrieKTUBHI M TCHJICHIIMHA B PA3BUTHH CHCTEM 3aITUTHI. 2

JlabopaTopHble 3aHATHSA 2
HccnenoBanue CHCTEM yIpaBICHHUS CpEIICTBAMH 2

18

neHTpanuzoBanHoi 3amuTel OSSIM
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CamocrosiTesibHAs pa0d0Ta 00yYAKIIMXCSH

N

15

cDyHKHI/IOHI/IpOBElHI(IG CHCTCMBI YIPABJICHUA CpcaACTBaAMH
3aIlIUThBI.

N

16

Ayaut 6e30macHOCTH UHOOPMAITMOHHON CUCTEMBI.

N

KypcoBoe npoekTupoBanue

O0si3aTesibHbIE ayAUTOPHbIC yueOHbIC 3aHATHS M0 KyPCOBOMY

npo

eKTY

N
o

Bsenenne. Brigaua 3a1anmii.

AHanu3 ocTaBJICHHOMN 3aJa4H.

Ananus u BBI60p BO3MOJXHBIX pemeHHﬁ.

CocraBneHus IICPCYHA 3TAIIOB p33pa6OTKI/I.

AHann3 MexaHu3MOB 3alIUTHhI.

Ananus CYHICCTBYIOIIUX YI'PO3 ITIOCTABJICHHBIX 3a14a4.

AHanu3 Tpe0yeMbIX KOMIIOHEHTOB.

[IpoekTrpoBaHNE MOJENIH YIPO3.

OO NO|OTPBAWINF-

HacTtpoliika KOMITOHEHTOB 3aIUTHI.

[EEY
o

KonduryprupoBanue moib30BaTeIbCKUX 3a]1a4.

NININININININININIDN

I[IpumepHas TeMaTHKA KypPCOBBIX
NPOEKTOB

Conep:kaHue NPUMEPHBIX TeM KYPCOBBIX IPOCKTOB

1 | Mogens yrpo3 HCJ Ha npeanpustuu

2 [IpoBenenne knaccudukauuu AC u CBT no TtpedoBanusim
OCTOK Ha npeanpustun

3 [Tposenenne knaccudukammu 110 no Tpedboanusim @PCTIK Ha
MPEANPUITUN

4 [IpoBenenne knaccudukammu MDD no tpedoanusim GCTIK
Ha MPEANPUITUN

5 [Toctpoenue monenu Hapymutens no Tpedboanusim OCTIK
Ha TPEANPUATHN

6 [Toctpoenue moaenu HapymwuTens no tpedoBanusM OChb Ha
IPEANIPUATHN

7 | Mogens yrpo3 6e3omacHoctu MC mepcoHaNbHBIX JTaHHBIX HA
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PEeANPUITUN

8 | KommiekcHas Mojienb 3alMThl HHMOOPMAIIMU Ha NPETPUSITHH.
Onenka 3(Q¢GEeKTUBHOCTH CYHIECTBYIOUIUX MPOTPAMMHBIX U

g | TPOTPaMMHO-aNNapaTHLIX CPE/ICTB 3AUIUTHI uHdopMaI ¢
MPUMEHEHUEM  CICIUAIN3UPOBAHHBIX ~ MHCTPYMEHTOB U
METO/IOB (MHIWBUIyAJILHOE 33/IaHNC)

10 O030p W aHanM3 COBPEMEHHBIX MPOrPaMMHO-AIAPATHBIX
CPEIICTB 3aMThl HHGOPMAIH (MHIUBUIYATHHOE 3a/TaHIE)
Br160p onTuMagbHOTO CpeicTBa 3aluThl THGOPMAIIMU UCXOIS

11 | u3 merommueckux pekomermaruid ®CTOK u wumerommxcs
MCXOJIHBIX JAHHBIX (MHANBUIYabHOE 3a]JaHUEC)
[IpumeHeHne TPOrpaMMHO-AINIAPATHRIX CPEJICTB  3allUThI

12 | unopManui OT Pa3IUYHBIX TUIIOB YIPO3 Ha MPEANPUITUU
(MHAMBUTYATBLHOE 33/IAHKE)

13 [IpoGnema 3amuThl MH(GOpPMAIMU B OOJAYHBIX XPaHWIMILAX
nanubix 1 [1O/lax

14 | 3amura cpen BUpTyaIu3aiu.

Hrorosoe 3ansiTue 2
Y4yeOHasi npakTHKa 1Mo pasaeny 1 Buabl pador 72

1 | Pa3zpaboTka KOHIIETIIMHY WHKEHEPHOU 3alUThl HHOOPMAITUH. 2

2 | IloctpoeHne MaTpHIIBl TEXHHYECKUX YTPO3 00BEKTA. 2

3 HccnenoBanre METOAOB M CIIOCOOOB HECAHKIIMOHMPOBAHHOTO 2
CheMa CUTHAJIA.

4 HccnenoBanre METOIOB M CIIOCOOOB 3KPAHHUPOBAHUSL CPENbI 2
nepeaun JaHHBIX.

5 HccnenoBanre METOMOB U CIIOCOOOB DKPAaHUPOBAHUS CPEICTB 2
00paboTKM 1 XpaHeHUs] HHOPMAIIHH.

6 Pa3paboTrka Moaenw IMOJACHCTEMBI 3aIUThl MHGOPMAIUH OT 2

Cb€Ma CUIrHajJIa HAaBOJKH.
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PazpaboTka MoaeNH MOJACHCTEMBI 3aIUThI CPEJCTB 00PabOTKH

! nH(}OpMAIUKU C TPUMEHEHHEM TEXHOJIOTHUHU SKPaHUPOBAHUS

8 N3yyeHue MeTOOB W CHOCOOOB CO3JaHHUSI TEXHUYECKHUX
KAHAJIOB YTEUKU MHGOPMALIHH.

9 Pa3paboTka mojenu mporiecca 3alIMThl aKTUBOB OT YTEUKH
uH(GOpPMaIIMU IO TEXHUYECKUM KaHaJaM.

10 PaspaboTka mnaHa BBOJAa B OKCIUTyaTalldi0  CHCTEMBI
WH)XKCHEPHO-TEXHUYECKOM 3aUThl HHpOpMauu oOBEKTa.
O3HakoOMJIEHHE C MPaKTUYECKUMHU METOIaMH

11 IPOTUBOJIEUCTBUSA HaOJII0JCHUIO u OCHOBHBIMHU
XapaKTepUCTUKaMH CpPEICTB U CHUCTEM MPOTUBOACUCTBUSA
Ha0JII0ICHUIO.

19 PabGora co cpeactBaMM W CUCTEMaMHM IPOTUBOACHCTBUS
HaOJII0ICHHIO.

O3HaKOMIIEHHE C METOJaMu U CHoco0amMu MPOTHUBOAECUCTBUS

13 | mpomeccy yreukn wuHpOpMAIMM O aKyCTHUYECKOMY U
BUOPOAKYCTHUECKOMY KaHAITY.

Pabora co cpeacTBamu TPOTHBOIAEHCTBHUS TPOIECCY YTEUKH

14 | uadopManuu MO aKyCTHYECKOMY M BHOPOAKYyCTHYECKOMY
KaHaly.

O3HakOMJIEHME C METOJaMHU M CpeICTBaMU IepexBaTa

15 | undopmanuu U BIpabOTKa MEXaHNU3MOB 3aIIUTHI OT TIEpeXBaTa
uHdOopMaIuu.

16 Paborta ¢ MexaHM3MaMu 3alUTHl CPebl Nepeavyn JTaHHBIX OT
nepexsara HHGOpMaIuu.

17 | O3HaKOMJIEHUE CO CIOCO0AMHM peaTn3alii OXPAHHbBIX CUCTEM.

18 CocraBneHue KOHICTIIUMA YIPaBICHUS PHCKaMU B OO0JacTH
nH)OPMAITMOHHON O€30MaCHOCTH MPEIPHUSITHS.

19 | PaGoTa c mporpaMMHBIMU CPEJICTBAMU aHAIN3a PUCKOB.
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20 | CocTaBieHue MaTPUIIbl YTPO3 JJIsl IPEATIPUSITHUS. 2

21 | Pa3zBepThiBaHME CUCTEM OOHAPYKEHUSI BTOPKEHUH. 2

22 | KondurypupoBaHue cCUCTEM 0OHAPYKCHHS BTOP)KECHUMH. 2

23 Hactpoiika  cuctem  OOHapyKe€HHs  BTOPXKEHHH IS 2
0OHapYy>KCHHsI CETEBBIX aTaK.

24 CocraBneHue MONMUTHKY 0€30ITaCHOCTH NMPEANPUATUS C YUETOM 2
paboTHI CUCTEM OOHAPY>KEHUSI BTOPKECHHI.

25 | TectupoBaHus anmapaTHBIX MEXKCETEBBIX SKPAHOB. 2

26 | TecTupoBaHUsI IPOTPAMMHBIX MEKCETEBBIX IKPAHOB. 2

27 | HacTpoiika nepcoHaJIbHBIX MEKCETEBBIX HKPAHOB. 2

8 Hactpoiika ¥ KOHQUI'YpUpOBaHHE MEXKCETEBBIX SKpPaHOB B 2
cetsix SOHO.

29 Hactpoiika ¥ KOHQUI'ypHpOBaHHE MEXKCETEBBIX SKPaHOB B 2
CPEJTHUX CETSIX.

30 MonennpoBanue paOOTbl MEKCETEBBIX JKPaHOB B KPYIHBIX 2
CeTsIX.

31 MoenrpoBaHue 3alIUIIEHHBIX KaHAJIOB CBSI3U B Pa3IMUHbBIX 2
CeTsIX.

32 Opranuzanusi npoiecca MOCTPOSHUS 3alllMIICHHBIX KaHaJIOB 2
CBSI3M B Pa3JIMUHBIX CETSIX.

33 Hactpoiika mMexaHu3MOB 3amuThl (aillioBbIX cUCTeM U 0a3 2
JTAHHBIX.

34 Hacrtpolika pa3snuuHbIX MEXaHW3MOB 3aIUTHI AJIEKTPOHHOMN 2
NOYTHI B CETH NPEANPUSATHSL.

35 MopaenupoBanue TmojcucTeM oOecrnedyeHuss 0e30MacHOCTH 2
uH(GOpMaIlMU OT HECAaHKIIMOHMPOBAHHOIO JOCTYTIA.

36 O3HakOMJIEHME,  MOAKIIOUYEHHE,  HACTpOilka  CHUCTEMBI 2

PE3EePBHOIO KOIMUPOBAHUS
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IIpousBoaCTBEHHAsSI MPAKTUKA
pa3nena 1

Buabi pador

O3HaKOMJICHHE CO CTPYKTYpOW TMpEANpUATHS, BBOJHBIN

L WHCTPYKTaX 10 TEXHUKE O€30MMaCHOCTH U OXPaHEe TPYa.

5 BreisiBnenne  yrpo3  Oe3omacHocTd  WMHGOpManMud  Ha
3aIUIIAEMOM OOBEKTE.

3 Ornenka yrpo3 0e30macHOCTH HWH(pOpMAIMK Ha 3alIUIAEMOM
00BEKTE.

4 BrisBiIeHHE BO3MOMKHBIX TEXHHYECKMX KAHAJIOB  YTCYKHU
nH(OpMAIMU Ha 3alTUIIAeMOM OOBEKTE.

5 OrneHka BO3MOXKHOCTEHM yTeukr MHGOPMAIIK TT0 TEXHUYECKUM
KaHaJlaM Ha 3aliI[aeMOM OOBEKTE.

5 [IpuMeHeHre TeXHUYECKUX METOOB 3allUThl HH(POpMAIIUK Ha
3aIMIIAeMOM OOBEKTE.

7 [IpumMeHeHrne TEXHUYECKUX CPEACTB 3aIUThl HHGOPMAIMK Ha
3aIMIIAeMOM OOBEKTE.

8 | Ucnonb3oBaHue CpesiCTB OXpaHbl OOBHEKTOB.

9 | Mcnonb3oBaHue cpesicTB 0€30MaCHOCTH OXPaHbl 00bEKTOB.

10 Hcnonp3oBanne  CpeiCTB  MHXKEHEPHOM  3alUThl  Ha
3aIMIAEMOM OOBEKTE.

11 Hcnonp3oBaHne  CpeiCcTB  TEXHUYECKOM  OXpaHbl  Ha
3aIMIIAeMOM OOBEKTE.

12 OcyImiecTBIeHHE YCTAaHOBKM TEXHHUYECKHUX CPEACTB 3alllUThI
nH(OpPMAITMHU Ha 3alTUIIIaeMOM OOBEKTE.

13 OcymiecTBIeHHEe HACTPONKH TEXHUYECKHX CPEACTB 3alllUThI
nH(OpMAITUHU Ha 3alUIIIAeMOM OOBEKTE.

14 OcymiecTBieHne  OOCTY)KMBAHUS ~ TEXHUYECKUX  CPEACTB
3amuThl HTHGOPMAIIMK HA 3alUIIAEMOM O0BEKTE.

15 Ocy1ecTBIeHHE YCTAHOBKHU CPEJICTB OXPAaHBI HA 3aIUIAEMOM

00BEKTE.

108
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PemeHrue 4YacTHBIX TEXHUYECKHUX 3aa4 IIpu aTrTeCTalluu

16 CPEJICTB Ha 3alllMIIaeMOM OOBEKTE.
Pemienrie 4YacTHBIX TEXHMUECKHX 3ajlad IPU  aTTeCTalluu

17 | cpenctB oOecrieueHuss OE30MACHOCTH Ha  3alllMIAEMOM
00BEKTE.

18 Pemenne 4dYacTHBIX TEXHWYECKHMX 3a/ad TPHU aTTECTalluu
ITOMEIIEHUI Ha 3alllAIIaeMOM OOBEKTE.

19 OcyiiecTBiieHHEe HAaCTPOWKH OOOPYIOBAaHUS CPENCTB 3allUThI
Ha 3aIIMIIIa€EMOM OOBEKTE.

20 OcymiecTBieHHEe  PETYJIUPOBKH  OOOPYJIOBaHHUS  CPEJICTB
3allATHI HAa 3aIIMIIIaeMOM OOBEKTE.

21 Ocy1iecTBiieHHE MPOPHITAKTUIECKUX pabor TUISt
000pyT0BaHUs CPECTB 3aIIUTHI Ha 3aITUIIIAEMOM O0OBEKTE.

29 OcyliecTBIEHNE HACTPOMKHU CPEJICTB OXPaHbI HA 3aIIHUIIAEMOM
00BEKTE.

23 OcymecTBieHne  OOCTYyKMBAaHUS  CPEIACTB  OXpaHbl  Ha
3alIMIIIaeMOM OOBEKTE.

24 Pa3paboTrka pekomMeHAaInMii MO BHEIPEHUIO TEXHUUYCCKUX
CPEJICTB 3aIlMTHI HA 3aIUIIIAEMOM OOBEKTE.

o5 Brinenenne Ha mOpeanpuUITHH TOMENIEHWH YYacTBYIOIIMX B
IpoIIeccax XpaHeHMs 3alUIaeMo HHGOPMAaIIUH.

26 Brinenenne Ha TpeANpUATHH TIOMEIICHUM, YYacCTBYIOIIMX B
npoiieccax o0pabOTKU 3anunaeMon naopmamm.

97 Brinenenre Ha NpeAnpHSITHH TOMENIEHUH YydYacTBYIOIIUX B
mpolieccax J0CTyna K 3alunaeMoil HHGOPMAIIHH.

28 Hcnonp3oBanne MpaBoOBOM JOKYMEHTAIIMU B OOJACTH 3aIllUThI
nH(OpPMAIUU OTPAaHUYEHHOTO JTOCTYIIA.

29 Hcnonp3oBaHne HOPMATUBHBIX JOKYMEHTOB B  00JacTu

3amuThl HHGOPMAIIMKA OTPAHUYEHHOTO JOCTYTIA.
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VYuactue B paborax 10 obOecrieueHur0 0e30MacHOCTH

30 | BBIAEIIEHHBIX IIOMEIICHUH, 00pabaThIBaIOIITNX
KOH(PUIESHIIUAIBHYIO HH()OPMAIIHIO.
Yyactue B paboTax MO MPOEKTUPOBAHUIO, BHEAPEHUIO U
31 | skcruTyaTanM BBIJICIICHHBIX IOMENIEHUM, 00padaThIBAIOIINX
KOH(QUICHIMAIBHYIO HHPOPMAITHIO.
Yyactrie B paboTax MO MPOCKTUPOBAHHIO, BHEAPEHUIO U
32 | aKcruTyaTanuu pabounx MECT, 00pabaThIBAIOIITIX
KOH(HICHIIMAJIbHYIO HH(DOPMAIHUIO.
VYyactue B paboTax MO MPOEKTUPOBAHUIO CPEJACTB aHaU3a
33 | aeMeHTOB 0€30MacHOCTH pabounMx MecT, 00pabdaThIBAIOIINX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
VYyactue B paboTrax 1O BHEIPEHUIO CPEACTB aHajIu3a
34 | oneMeHTOB 0€30MaCHOCTH Paboyux MeCT, 00pabaThIBAIOLIUX
KOH(HICHIIMAJIbHYIO HH(DOpMAIHUIO.
Yyactie B paboTax 1O OKCIUTyaTalldd CPEACTB aHaIm3a
35 | aneMeHTOB 0e30macHOCTH pabounx MecCT, 00padaThIBAIOIINX
KOH(HIeHIIMAJIbHYIO HH(DOpMAIHIO.
Yyactrie B paboTax IO MPOCKTUPOBAHHUIO CPEICTB aHAIM3a
36 | peMeHTOB OE30IMMacCHOCTH ITOMEIICHHH, 00padaThIBAOITUX
KOH(HIeHIIMATbHYIO0 HH()OPMAITHIO.
VYyactue B paboTax BHEIPEHUIO CPEACTB aHAIM3a JIEMEHTOB
37 | 6e30macHOCTH IMOMEIIECHUH, 00pabaThIBAIOIINX
KOH(HICHIIMATbHYIO HH()OPMAITHIO.
Yyactie B paboTax IO OKCIUTyaTalldd CPEACTB aHaImM3a
38 | aeMeHTOB 0O€30MacHOCTH TOMEIICHUM, 00padaThIBAIOIITUX
KOH(HIeHIIMAJIbHYIO HH(DOpMAIHIO.
39 Yyactre B paboTax MO MPOEKTHPOBAHUIO CPEICTB KOHTPOJIS

AJIEMEHTOB OE30IMaCHOCTH ITOMEIICHMM, 00padaThIBAOITUX
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KOH(PHUIESHIIUAIBHYIO HH()OPMAIIHIO.

Yyactne B pa60TaX II0 BHCAPCHUIO CPCIACTB KOHTPOJIA

40 |»sneMeHTOB 0€30MacHOCTH IOMEIICHHM, 00padaThIBAIOITUX
KOH(PUIESHIIUAIBHYIO HH()OPMAIIHIO.
Ydactue B paboTax MO SKCIUIyaTallud CPEJICTB KOHTPOJIA
41 | snemeHTOB 0€30MacHOCTH TMOMEIIEHUHN, 00padaThIBAIOIINX
KOH(QUICHIMAIBHYIO HHPOPMAITHIO.
Yyactrie B paboTax Mo MPOEKTHUPOBAHUIO CPEICTB KOHTPOJIS
42 | snemeHTOB Oe30macHOCTH paboumx MecT, 00pabaThIBAIOIINX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
VYyactue B paboTax MO BHEIPEHUIO CPEACTB KOHTPOJIS
43 | aieMEeHTOB 0€30MacHOCTU pabouux MecT, 00padaThIBAIOIIUX
KOH(HIeHIIMAbHYI0 HH()OPMAITHIO.
Ydactne B paboTax OJKCIUIyaTalldd CPEACTB  KOHTPOJIS
44 | aneMeHTOB 0€30MacHOCTH pabo4YMX MECT, 00padaThIBAIOIIMX
KOH(HICHIIMAJIbHYIO HH(DOpMAIHUIO.
Yyacte B  paboTrax 1O  MPOCKTUPOBAHHUIO  CPEICTB
45 | 6e3zonacHOCTH NOMEIICHHUI U pabounx MECT,
oOpabaTbeIBalONUX KOH(UICHIIMATLHYIO0 HH(POPMAITHUIO.
Yyactue B paboTax BHEAPEHUIO CPEICTB O€30MacHOCTH
46 | moMeleHu 51 pabounx MECT, 00pabaThIBAIOIITUX
KOH(HIeHIIMATbHYI0 HH()OPMAITHIO.
Yyactue B paboTax peanu3alud CpeacTB 0€30MacHOCTH
47 | noMeleHun " pabounx MECT, 00pabaThIBaIOIINX
KOH(HICHIIMATIbHYIO0 HH()OpMAIHIO.
IIpoBeneHre TUMOBBIX ONEpPALIM HACTPOUKHU CPEACTB 3ALLUTHI
48 | omepallMOHHBIX CHUCTEM ISl TOMEIICHUM, 00padaThIBaIOIIUX
KOH(HICeHIIMAIbHYIO HH()OPMAIHUIO.
49 | YVyactme B paborax 1o obecnedeHuio  0e30MacHOCTH
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BBIJICJIEHHBIX pabounx MECT, 00pabaThIBaIOIINX
KOH(PHUIESHIIUAIBHYIO HH()OPMAIIHIO.

Opranuzamusi 0e30macHOrO JocTyna K HMH(POPMAIMOHHBIM
pecypcam UH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM

S0 CUCTEMBI: TPOBEJCHUE YCTAHOBKH MPOTPAMMHO-AMNMapaTHBIX
CPEICTB 3aIUTHl HHPOPMAIIHH.
[IpoBeneHrEe TUNIOBBIX ONEPALMN HACTPOMKHU CPEACTB 3aLUTHI
51 | omepalMOHHBIX CHUCTEM JJIsi pabOUMX MECT, 00padaThIBAIOIINUX
KOH(HICHIIMAJIbHYIO0 HH()OPMALUIO.
Opranuzanusi 0€30MacCHOTO JOCTyNa K HH(OPMALMOHHBIM
5o | Pecypcam I/IH(bopMauHOUHHo-TeﬂeKOMMyHHKauHOHHOﬁ
CUCTEMbI: TNPOBEACHUE HACTPOMKU THUIIOBBIX HIPOrpaMMHO-
anmnapaTHbIX CPEJICTB 3aIUTH HHHOPMAIIHH.
OobHnapyxeHue U 00e3BpexKUBaHUE paspyLIarommx
53 | mporpaMMHBIX BO3ACUCTBUI C HCIIOIH30BAaHHEM MPOTPAMMHBIX
CPEJICTB.
54 | O6061eHne Matepuana, ohpoOpMICHUE OTUETA.
Pa3nen I[IM 2. Kpunrorpadudeckue MeTOAbI 3alTUTH HHPOPMAITUH 276
MK 02.02.Kpunrorpadgudeckas 3amura uHGopmManuu 276
Tema 2.1. OcnoBbl kpunrorpapuueckux | Coaepxxanne yueOHOro MaTepuajia 30
METOA0B 3aIUThI HHpopManuu 1 | CpoiicTBa nHMOOPMAITMOHHON OE30MaCHOCTH. 2
2 CaoiicTBa nH(pOpMaAIIMOHHON 0€30MacHOCTH, 00ECTIEYUBAEMbIC 2
KpUnTorpaguuecKuMy METOJaMH 3aIUTHl HHPOPMAITHH.
3 Buaet arak. CiuyxObl  0€30MaCHOCTH W MEXaHU3MBbI 2
JIOCTHKEHHS TPEOYEMOTO YPOBHS 3aIIUIIICHHOCTH.
4 Kpunirorpadpuueckue metonpl. [lludposanue. Koamposanue. 2
Creranorpadus.
5 | Cxarue. MatemaTuka kpunrorpadum. 2
6 | bunapusie oneparu. ApudmeTrKa 1eIbIX YHCell. 2
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7 | MonynbHas apudmeTrka. MaTpuiipl. 2
8 | Jluneiinoe cpaBHenue. TpaauiimoHHblie MUGPHI IEPECTAHOBKH. 2
9 [udpsr nepecranoBkr. OAHO W JBYX HaIpaBJCHHbIE. 2
[Torounsie 1 OJ09YHBIC MIHUQPHI.
10 | Mexanuzanus mudposanus. TpaaunnoHHble MHU(PHI 3aMEHBI. 2
11 Mudpper  3amensl. udpsr  MHOrOan(haBUTHON  3aMEHBI. 2
YacTOTHOCTH CHMBOJIOB.
12 | Kpunroananus. Ataka rpy0oii cuiibl. YacTOTHBIN aHaAIM3. 2
13 | Ataka no o6pa3iry. ATaka 3HaHUSI KUCXOJTHOTO TEKCTA . 2
14 | KomnsiorepHoe mudposanue. Kogosas tabauia ASCII. 2
15 AnreOpanueckue  CTPYKTYpbl: TPYMIbI, KOJbLA, TOJS. 2
I'eneparop nmaponen.
IIpakTHyecKkue 3aHATHS 10
1 | [IpumMeHeHne MeToA0B U(POBAHUS TEPECTAHOBKON 2
2 | llpumeHeHune MeTOIOB MH(PPOBAHUS 3aMEHON 2
3 [Ipumenenue MeTonoB  mudpoBaHUs  MHOTOaa(haBUTHON 2
3aMEHbI
4 | IlpumeHeHne KOMITBIOTEPHOTO MUGPOBaAHUS 2
5 [Ipumenenne  creraHorpau4eckKux  METOJOB  CKPBITHS 2
uH(popmaImn
JlaGopaTopHble 3aHATHS 6
1 | Ananus OunapHoi apudmetnku. MonynbHas apudmeTrka 2
2 | Ananu3 MeToJI0B KpUIITOAHAIN3a IEPECTAHOBKHU 2
3 | AHaM3 METOI0B KPUIITOAHAJIN3a 3aMCHBI 2
CamocrosiTesibHbIE PA00THI 2
1 | ATaka 3HAHHS HCXOIHOTO TEKCTA. 2
Tema 2.2. CoBpemennblie ctraHaaptsl | Coaep:xxanue yueOHOro MaTepuasia 32
mudpoBanus 1 | Cummerpuunoe mudposanue. Cetn Daiicens. 2
2 | Crangapt mudposanus nanaeix DES. Crpykrypa DES. 2
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Anammz  DES.  MmuorokpatHoe — NpHUMEHEHUE DES. 2
3
bezonacHocts DES.
4 VYcoBepiieHCTBOBaHHBIM  cTaHgapT  mmdpoBanus  AES. 2
Crpyktypa AES. Pacupenue kimtoueit 128/192/256.
5 | Ananus 6e3omacHoctu AES. 2
6 Poccuiickue  cTaHAapThl  CUMMETPUYHOTO  IH(pPOBAHUS. 2
Crpykrypa TOCT 28147-89.
7 Pexumbr  mmdpoBanus  ['OCT  28147-89.  Amnamms 2
6e3onacHoctu ['OCT 28147-89. 'OCT P 34.12-2015.
8 [IpobGnema  pacnpenesneHuss — KJIOUYEH  CUMMETPUYHOTO 2
mndpoBaHusl.
9 Anroput™  [uddu-Xenmana. VYrpaBieHne — KIHOYaMHu. 2
Kerberos.
10 | AcummetpuaHoe mmdposanue. [IpocTeie yncia u ypaBHEHHS. 2
11 | Paznoxenne Ha MHOKkHTEemd. RSA. Teopema 00 ocTaTkax. 2
12 Bo3Bengenue B crenenbp u sorapudmsl. Kpunrorpaduueckas 2
cuctema Jib-1"amans.
Kpunrocucrembl Ha OCHOBE METO/A AIIIUITHUYECKUX KPUBBIX. 2
13
OHIT.
14 Poccuiickue cTaHmapThl aCMMMETPUYHOTO  IHU(POBAHUA. 2
['OCT 34.10-94. TOCT P 34.10-2001
15 Poccuiickue ctanaaptel acummerpuydoro mudposanus ['OCT 2
P 34.10 -2012.
16 | be3omacHOCTh aCHMMETPUYHBIX AITOPUTMOB. 2
JlabGopaTopHble 3aHATHS 4
4 Uccnenoanne anroputma [uddu-Xenmana. Opranuzarus 2
JITOPUTMa Mepeavu CUMMETPUYHOTO KITH04a
5 UccnenoBanre AcuMMmeTpuyHoe muUppoBaHUE. AJITOPUTM 2

pa3JIOKCHUA TNPOU3BCACHUA ABYX IIPOCTBIX YHMCCI HaA
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‘ MHOXKHTCJIN

CamocrosiTesibHAss pa0d0Ta 00yYAKOIIMXCSH 6
2 | Crangapt mmdpoBanus qanubeix DES. 2
3 | YipasieHue kiodamu, ucnoiib3yst Kerberos. 2
4 | Acummerpuunoe mugpposarne [OCT P 34.10 -2012. 2
Tema 2.3. Kpunrorpadpuueckue meroanl | Conepxanue yueOHOro MaTepuaJia 42
o0ecrieyeHns 0€30MACHOCTH 1 [{enoctHOCTB coobmieHus. Ciayyaitnast mozgenp Oracle. 9
ceTeBbIX TeXHOJIOTuii YcraHoBIeHUE TOJITTMHHOCTH COOOIIIEHUS.
2 | Kpunrorpabuueckue xam-pynkiuun. MD-5. SHA-1. SHA-512. 2
3 |TOCT P 34.11-94.TOCT P 34.11 -2012 2
4 AHanmu3 0e30macHOCTH XAUW-QPYHKUMWA. ATakM Ha Xdll- 2
(GyHKIHH.
5 OnexkTpoHHass HUQPpPoBask NOANUCH. AIrOpUTM (POPMUPOBAHUS 2
HOJIIUCH.
5 CpoiictBa oOecnieunBaemble  OIIIl. Cxembl 1udpoBoit 2
NOJMUCU. ATakH Ha IU(PPOBYIO NOJIHUCH.
7 OMII c¢ Bpemennoit metkoi. Cnenas OIIII. beccropHas 2
SUILT'OCT P 34.10 -2012.
3 VY cTa"HoBIEHME MOTMHHOCTA OOBEKTA. 2
[IpocToit maposb. JInHaMUYECKUI TapOJIb. 3alpOC-OTBET.
9 PIN.  TIloaTBepxkaeHwe C  HYJEBbIM  pasrjalllecHHEM. 2
buomeTprueckue cpeacTBa uaeHTUDUKALINN.
10 | DyeKTpOHHBIE KITIOYU U KapThl. TOKEHBI. 2
11 [TpoGnemsr pacrpeneneHus OTKPBITOTO KJIF04a 2
ACUMMETPUYHOTO NIHU(PPOBAHUSI.
12 CepTudukaThl OTKPBHITOTO KITI0Ya. Y TOCTOBEPSIONINE IICHTPHI. 2
X.509. Uepapxus PKI.
13 Obecnieuenrie  0€30MaCHOCTH  CE€TH € NPUMEHEHUEM 2

KpUnTorpaduyeckux NpoToOKOJIOB Ha MPUKIATHOM YPOBHE.
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DnektpoHHas noura. Apxurekrypa e-mail. PGP. S/MIME.

Obecnieuenrie  0€30MaCHOCTM  CETH € MPUMEHEHHEM 2
14 | kpuntorpa@uyeckux MPOTOKOJOB  HAa TPAHCHOPTHOM U
ceTeBoM ypoBHe. DopmaThl coobmieHus SSL. TLS.
15 be3omacHocTh TpancmopTtHOrOo ypoBHsS [PSec. Opranmsarus 2
VPN-cetu
3ammra wWHPOPMAMA B  CETAX OPraHW30BAaHHBIX 10 2
16 | Texnonoruu OecmpoBonHoro aoctyma. |[EEE 802.11. WEP.
WPA. WPA-2.
17 IEEE 802.16. 3ammura uHbopmMalmm B CETIX COTOBOW CBS3U. 2
A3. A8.A5/3.
18 Ataku Ha anroputmsbl. [lepcriekTuBbl pa3BUTHS OECTIPOBOTHON 2
MOOMIILHOM CBS3H.
19 | KpunroBanioTel. butkonH. BiokueiH-cuctemsl Ethereum. 2
20 [lepcriekTBBI ~ pa3BUTHSA Kpunrorpaguu. KBaHToBas 2
Kpunrorpadus.
21 [IpoGnembl orpannyeHusi ckopoctu mudpoBanus. [Ipodiembl 2
TEOPUH ACUMMETPUYHBIX aJITOPUTMOB.
IlpakTHyeckue 3aHATHS 14
6 | Paspabotka xomi-GyHKIuu 2
7 | PazpaboTka cxeMbl IPOCTOrO MapoJsi 2
8 | Pa3paboTka cxembl JMHAMHYECKOTO MapoJis 2
9 | CeptuduKkarbl OTKPHITOTO KIHOYA 2
10 | Hactpoiika u aiMUHUCTPHUPOBAHNUE TOKEHA 2
11 Hactpoiika Oe3omacHOocTH OECIPOBOIHON CETH Tiepenayu 2
undopmaruu [EEE 802.11. WEP. WPA. WPA-2
12 | Pabota c mpotoxomamu SSL, TLS, IPSec 2
JlabopaTopHble 3aHATHSA 10
6 | MccrenoBamue HaCTpOiiKH cepBrcoB Pyroken-PinPad 2
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HccnenoBanne HacTpoiiku cepBucoB PyToken-OLI1

VccnenoBanue HacTpoliku cepBucoB Pyroken—Bluetooth

HccnenoBanne HaCTPOMKU CepBUCOB PyToKkeH—S

;
8
9
1

0

Amnanu3 pa3pabotku anroputma PGP

NININIDN

KypcoBoe npoekTupoBanme

OO0si3aTesibHbIE ayAUTOPHbIC yueOHbIC 3aHATHS MO0 KyPCOBOMY

npo

eKTY

1

KonduryprupoBanue cucTeMbl 3aIIUTHI.

[ToaroroBka MPOEKTOPHOM TOKYMEHTAIIUH.

BHGI[peHI/IG IIPOCKTA.

TGCTI/IpOBaHI/IG IIPOCKTA.

g wWwinN

3amura KypcoBOro mpoeKTa.

HTrorosoe 3ansitue

NININDNININ

Y4yeOHasi NpaKTHKA 110 pa3aeny 2

Buabi pador

w
»

Koudurypupoanue mudpyromeit gaitnosoit cuctemsl EFS

Coznanve moanuced u  ceprudukaroB, mUbpoBaHUE
JIOKyMEHTOB mpu nomotu EFS.

Koudurypuposanne CK3U kpunto APM

Co3nanne mnoanmuced u  ceprudukaroB, MmWHUppPOBaAHUE
JOKYMEHTOB IpH nomomu kpunto APM.

[ToamuceiBanue 00BLEKTOB ¢ ITOMOIILI0 APM

Kondurypuposanne CK3U GnuPG

[MToamucekiBanre 00bEKTOB ¢ ToMoIbI0 GNUPG

Koundurypuposanne CK3U1 PGP

OO |N®O(O1| &~ |[W N |-

IToamuceiBanue 00bEKTOB ¢ oMol b0 PGP

[HEN
o

Koudurypupoanue  CK3M  TrueCrypt.  IludpoBanue
pa3ziesioB U JUCKoB mipu nomortu 1rueCrypt

[HEN
[EEN

Kondurypuposanne SSL na onepannonnoii cucreme DEBIAN

[HEN
N

KoundurypupoBanne SSH Ha omepamvioHHOW  cucTeMe

DEBIAN

W W W INDNNDNININ NN DN
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VYcraHoBka U KoH(UTypUpOBaHUE IIEHTpa CepTHU(UKALMKU Ha

13 DEBIAN 3

14 Coznanve u mnepeHoc kouteitHepoB Ha Crypto PRO, 9
KoudurypupoBanue cuntoiBarenei

15 Coznmanne SJICKTPOHHBIX TMOAMHCEH W CcepTU(UKATOB TIpU 9
romoru Crypto PRO

16 Coznanue 3aMpOCOB M MONyYEHHE cepTu(UKaToOB IIEHTpa 2
ceprudukammu Windows server

IIpousBoacTBeHHAast NMPAaKTHKA no | Buasl pador
pasaeny 2 1 O3HakOMJIEHHE CO CTPYKTYypOHl MpeanpusiTusi, BBOJHBIN

MHCTPYKTaX 110 TEXHUKE OE30MMaCHOCTH U OXPaHE TpyJa.

2 Hcnonp3oBaHue METONOB  WIM(PPOBaHUSA JUIsl  THOJIHUCH
JIOKYMEHTOB.

3 | [lonp3oBaHMe TEPMHUHOJIOTHEH COBPEMEHHOM KpUnTorpahun

4 Hcnonb3oBaHWE THUIOBBIX  KPUNTOIPa(PUUECKUX  CPEACTB
3aIUThl HHPOPMALIUH

5 Hcnonp3oBanne  MeTOAOB  IIM(poBaHHs  OJs  IHCEM
JIOKYMEHTOB.

6 | Mcnonb3oBanue MeTo10B MM(BPOBAHUS JIJIsl TOANKUCH (DaiisioB. 72

7 Hcnonp3oBanue MeTojoB ImMpoBaHUsS s UG POBAHUS
M0JIb30BATENBCKUX MANOK.

3 Hcnonb3zoBanue MeTooB MmHUGpoBaHUS Uil MG POBAHUS
apxuBoB U backup - naHHbIX.

9 Hcnonb3zoBanue  MeTOAO0B  WHU(GpPOBaHUS  JUIS  3aIIMUTHI
nepegaBaeMoil HHQOpMaIuY MO KaHaJlaM CBSI3H.

10 | Hactpoiika cpecTB 3JEKTPOHHOM MOITUCH

11 | AAMUHHCTPUPOBAHUE CPENICTB ANEKTPOHHON MOANUCH

12 | AnmunuctpupoBanue cpeacts PKI

13 | O6001eHne maTepuana, opopmiieHre OTYETA.
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IIpome:xxyTouHas arTecTanus (IK3aMeH)

18

Bcero

746

32




3  ydJaoBus PEAJIM3ALINN IHPOI'PAMMUbI
HPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 s peanusauud  NporpaMMbl  NPO(ecCHOHATBHOIO  MOIYJIA
MpeayCMOTPEHBI CJIeAYIOlHe CTieliaTbHbIe MOMeIeHHUsI:

Peanuzanus mporpaMMbl Monysst TpeOyeT Haauuusl J1abOpaTOpUM  3alllUTh
uH(pOpMAIMU OT YTEUKU MO TEXHUYECKUM KaHaiaMm, JiabopaTopuu MPOrPaMMHBIX U
NpPOrpaMMHO-aIapaTHBIX  CPEACTB  3alMThl  uHGOpMaluu,  JabopaTopuu
WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CUCTEM W ceTei, Macrepckoit 110
koMmrieTeHn «Kubep-6e30macHOCTbY.

JlabopaTopust 3amuThl WHPOPMAIMKA OT YTEUKH MO TEXHHUYECKUM KaHajaM,
OCHAINICHHAsT O00OpPYJOBAaHMEM M TEXHUYECKUMU CpEACTBAMU OOydYCHHs: JOCKa
KJIaccHasg — 1 mT., cTon KOMIBIOTEPHBIM— 13 mT., cTyn — 13 mrT., KOMIBIOTEPHBIE
kpecia — 13 mrT., cucremusii Onok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'0aiit) mamstu DDR4, 2 666 MI'1,
0e3 ECC; tBepaorenbubiii Hakonureab M.2 PCle NVMe, 512 I'6aiit, ki1acc 35) — 13
mT., MOHUTOP (ASUS 23”8) — 13 mir., knaBuarypa (Oklick 530S) — 14 wT., MbIIIb 115
kommnbioTepa (Defender OPTICAL MB-160) — 14 mr., uCTOYHHUK OecriepeOornHOTo
nutanus — 13 wr., npoekTop — 1 MmT., akTUBHAs KOJIOHKA - 11IT., OPUCHBIN MakeT
Microsoft Office Professional 2016 - 13 T, BUpTyaJdbHBIH MEXKCETEBOW 3KpaH
cnenyromiero nokojienust Cisco Firepower B coctaBe ¢ FMC- 10 mr., OC Microsoft
Windows Server - 1 mr., OC Microsoft Windows 10 - 13 mr., cepep SuperMicro
CSE-113AC2-R706WB2 2x750W black Intel Xeon Silver 4216 256 T'b O3V, 960
GB SSD - 1 mr., MmoruTop 23,6 — 1 MT., ICTOYHHUK OecTIepeOONHOTO MUTAHUS IS
cepBepa - 1 mrT., cTolika AByxpamHas (cTk-24.2-9005 nmo) — 1 miT., TeneBu30p Ha
croiike (huawei 55”) — 1 mr.,, »3kpan s npoektopa (SAKURA CINEMA
WALLSCREEN) — 1 mr., M®Y (Xerox B205) — 1 mr., ITAK Arduino - 3
mT., AHanuzatop crekrpa IFR 2398 - 1 mT.,9nexrponnsiii ocumsuiorpad I1BIS-1 —
lmt.,Co6oib 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mt .,Buzmeo perucrpatop jassun jsr-
HO0415mini - 1 mT.,Buneo peructparop vesta VDRV-5004M - 1 mr.,KommyTtatop
Alcatel OmniStack LS 6224 - 5 mr . IlporpaMMHBIE MEKCETEBBIC DKPaHBI IS
mapmipyTtuzaropoB Cisco 1700 (Cisco 1721) - 2 mr.,CTeHn : TyJbT 3allUThI
nomenieHnit — 1 mT.,CTeHa: uccieoBaHue yTeUYkd HHGOPMAIMHU MO 3BYKOBBIM
KaHajgaM — 1 1IIT., CTOMKHM JUIsi MOHTa)a CETeBOTr0 OO0OpydAOBaHWS - 2 IIIT.
IIporpammuoe obecneuenue: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepep ooHOBiIeHud WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,Devieelock 8.

Cron mpenogaBatess Ha MeTajuiokapkace -1mrT., kpecino FOmurep -2mrT., cTon
KOMIBIOTEPHBIA Ha METaJUIOKapKace JIeBbIii- 4IT., CTOJA KOMIBIOTEPHBIM Ha
MeTajutokapkace mpasbiid -10miT., cTon Ha meTtamiokapkace- lmr., cryn CM-9I'TI-
14mt., Tabyper CM-31- 14mT., Tenexka moja CUCTeMHbBIN 010k- 1miT., pabodyee MecTo



npernonasatens — [1IK -1 mr: Monwurop 19” TFT LG Flatron L1942SE-BF -1 mir.,
Foxconn TSAA-700 (Kopmyc)-1 mr., ASRock H67DE3 (Martepunckas riara)-1 mir.,
Intel HD Graphics (Buneokapta)-1 wir., Realtek PCle GBE (CereBas miata)-1 mir.,
Realtek HDA (3BykoBas miata)-1 mt., Intel Core i3 2120 3.3GHz (IIpomeccop)-1
mt., 4XDDR 111 2Gb Samsung (O3V)-1 wt., D-Link DGE-528T (Ceteas muiara)-1
mr, WD (500Gb) SATA 11l (OKectkwuii auck)-1 mt.,paboune MecTa 00ydaromuxcs —
I1IK 14 wt: mouutop 19” TFT LG Flatron L1942SE-BF - 14 mr, Foxconn TSAA-
700 (Kopmyc)- 14 mt,ASRock H67DE3 (Marepunckas tuiata)- 14 mr, Intel HD
Graphics (Buneokapta)- 14 mit, Realtek PCle GBE (CeteBas tuiata)- 14 mT, Realtek
HDA (3BykoBas miata)- 14 mr, Intel Core i3 2120 3.3GHz (IIpoueccop)- 14 i,
4xXDDR 111 2Gb Samsung (O3Y)- 14 mt,D-Link DGE-528T (CereBas 1urara) - 14
mr, WD (500Gb) SATA Il (OKectkwit muck)- 14 mT, MyJIbTHMEIHA-IPOCKTOP
(Epson EB-X12),- lmr, skxpan (Screen Media GoldView MW),- 1 mT, ydeOHas
nocka -1mr., mapmpytusatop D-Link Dir-320-1mrt., mapmpyrtusarop D-Link DSR-
500N-1mrt., mapmpytuzarop D-link DFL-800- lmt., xkommyratop D-Link DGS-
3312SR — 2mr., kommyrtatop D-Link DES-3528 — 8mit., croiika a1 MOHTaka
CETEBOT0 00OpYyAOBaHMS — 2 IIT., MATY-MAHENb — 2IIT., KU 00KUMHbIe — 8IIT.,
po3eTtku pacmpeaenutTenbabie moax RJ-45 — 4mr.,, xoHekTopel RJ-45 —50mir.
[Iporpammuoe obecneuenne: MS Windows Server 2008 R2, MS Windows Server
2012 R2, MS Windows Server 2016, OpenVAS 8, LibreOffice 6, OC Ubuntu Linux
14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Ceppep o6HOBieHuir WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2, lredMail 0.9.9,
PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL Workbench 6.3,
Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Jlaboparopusi TPOrpaMMHBIX M IPOrPaMMHO-AIIIAPaTHBIX CPEJICTB 3alUThI
uH(pOpMaIlMK, OCHAICHHAas OOOpYyJOBaHWEM M TEXHHMYCCKUMH CpEJACTBAMHU
oOyueHHus. J0ocKa KjaccHas — 1 mIT., cToJ KOMIbIOTEpHbIN— 13 mT., ctyn — 13 mirT.,
KOMIIbIOTepHBIC Kpecaa — 13 mr., cucremusiii 6ok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'6aiit) mamsatu DDR4, 2666 MI1,
0e3 ECC; tBepmorenbubiii Hakonuteabr M.2 PCle NVMe, 512 I'6aiit, kiacc 35) — 13
mt., MOHUTOD (Asus 2378) — 13 mur., kiaBuatypa (Oklick 530S) — 14 wt., MbIib 1S
kommnbioTepa (Defender OPTICAL MB-160) — 14 mir., ucTo4HuK OecriepeOorHOro
nutanus — 13 mT., mpoekTop — 1 mIT., aKTUBHAs KOJIOHKA - 1IIT., OPUCHBIN MaKeT
Microsoft Office Professional 2016 - 13 mr, BUpTyalbHBI MEXCETEBOM 3KpaH
cienyromero mokosenust Cisco Firepower B cocraBe ¢ FMC- 10 mr., OC Microsoft
Windows Server - 1 mr., OC Microsoft Windows 10 - 13 wr., cepsep SuperMicro
CSE-113AC2-R706WB2 2x750W black Intel Xeon Silver 4216 256 I'b O3Y, 960
GB SSD - 1 mr., morutop 23,6 — 1 mT., UCTOYHUK OecriepeOOMHOr0 MUTAHUS IS
cepBepa - 1 mrT., croiika aByxpamHas (ctk-24.2-9005 nmo) — 1 mit., TeneBu3op Ha
croiike (huawei 55”) — 1 mr.,, oskxpan mis npoekropa (SAKURA CINEMA
WALLSCREEN) — 1 mrt., M®Y (Xerox B205) — 1 mr., ITAK Arduino - 3
mT., AHanuzatop crekrpa IFR 2398 - 1 mt.,Onexrponssiii ocimiuiorpad I1BIS-1 —
1mr.,Co60as 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 wr .,Bugeo perucrparop jassun jsr-
HO0415mini - 1 mt.,Buageo perucrparop vesta VDRV-5004M - 1 wr., KommyTtarop
Alcatel OmniStack LS 6224 - 5 mr . IIporpaMMHbIE MEXKCETEBBIC DKPaHBI IS
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mapmpytuszaropoB Cisco 1700 (Cisco 1721) - 2 mwr.,CreHa : IyJbT 3alllHUTHI
nomemieHnd — 1 mT.,CTeHa: uccienoBaHUe yTEUYKH HH(DOpPMAIMH IO 3BYKOBBIM
KaHagaMm — 1 IIT., CTOHWKM /IS MOHTaXXa CETEBOrO0 OOOpYIOBaHHS - 2 IIT.
[Tporpammuoe obecneuenue: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep obnoBnenuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.

JlabopaTopun wWH(DOPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX CHCTEM U CeTel
OCHAIIICHHAss O0OpYJOBaHHEM W TEXHHUYCCKUMHU W IPOTPAMMHBIMH CPEICTBAMH
OoOy4eHHs. CTOJ ayAWTOPHBIA - 6 IIT., CTOJN KBaApaTHBIA - 3 IIT., CTOM
OJIHOTYMOOBBIH - 1 MIT., CTOJI KOMIIBIOTEPHBIN - 1 mIT., cTON yriaoBoi - 1 miT., cToN
pabouuit - 1 mr., Tabyper - 18 mrT., Jocka kiaccHast - 1 mT., coTOBBIN TenedoH
Samsung GT-S5830 - 1 mir., 6a3oBbIit anmapar Siemens Gigaset4010 Classic - 1
mr., Touka mgoctyma D-Link AirPlus Xtreme G DWL-AP2100 - 1 r.,
mapmpytuzarop D-Link DIR-620 - 1 mir., paguoymiuHutens - 1 mr., cucreMa
pamnomonutopunra UKAP-2 - 1 mir., paauonpuemuoe ycrpoiictso icom ic 8500 - 1
mT., npudop B6-9 - 1 mt., mpubop BO-71 - 1 mir., npubop '3-111 - 1 wrt., mpudop
['4-102 - 4 wr., mpubop '4-102A - 1 mwr., mpubop C1-73 - 2 ., mpudop C1-77 - 1
mt., mpudop Y3-33 - 4 mt., mpudop B3-38 - 3 mr., mpubop 4323 - 2 mwit., mpudop
B7-26 - 1 mt., mpubop 11-4315 - 2 wr., npuemuuk Katpan - 7 mr., yactoromep U3-
33 - 1 wr., paguocranus Husa-M - 1 mt., I[1IK 7 mwt: morurop 177 TFT LG Flatron
L1730S, cucremuniii Osox (Microlab/GA-81865GVME/Intel Celeron D-320
2.4GHz/ 2xDDR 512 Mb| WD Seagate Barracuda 80Gb ,mporpammuoe
obecnieuenue: Windows XP, LibreOffice 5, Foxit Reader 7, ONEPLAN RPLS-DB,
nokanbHas ceTb ¢ goctynom Kk 9bC u C/IO.

Macrepckas no  komnereHiuu — «Kubep-O6e3omacHOCTb»,  OCHaIlEHHAs
000pyZI0OBaHUEM M TEXHHUYECKUMHU U TMPOTPAMMHBIMH CPEICTBAMH OOYYEHUS: JTOCKa
KiaccHas — 1 mT., cTol KOMIbIOTEpHBIM— 13 mT., cTyn — 13 mT., KOMIIBIOTEPHBIS
kpecima — 13 mr.,, cucremusii Omok (CPU AMD Ryzen 7 3700x (8
Cores/32MB/8T/3.6GHz); 16 I'Gaiir (16 I'6aiit) mamsatu DDR4, 2 666 MI1,
0e3 ECC; tBepnorenbubiii Hakonuteab M.2 PCle NVMe, 512 I'6aiit, kiace 35) — 13
mit., MoHUTOP (ASus 23”8) — 13 mt., knaBuarypa (Oklick 530S) — 14 wt., MbITIb 1S
kommbioTepa (Defender OPTICAL MB-160) — 14 mir., ucto4HuK Oecriepe0oiHOTo
nutanus — 13 wr., npoektop — 1 mT., akTUBHAsA KOJIOHKA - 1mT., opUCHBIN MakeT
Microsoft Office Professional 2016 - 13 1ur, BHUpTyalbHBIH MEXCETEBOM 3KpaH
cienyromero mokonenus Cisco Firepower B cocraBe ¢ FMC- 10 mr., OC Microsoft
Windows Server - 1 mr., OC Microsoft Windows 10 - 13 mr., cepep SuperMicro
CSE-113AC2-R706WB2 2x750W black Intel Xeon Silver 4216 256 I'b O3V, 960
GB SSD - 1 mr., moruTop 23,6 — 1 mT., HICTOYHUK OeCriepeOOMHOr0 MUTAHMS IS
cepsepa - 1 mrT., croiika aByxpamuas (ctk-24.2-9005 1mo) — 1 mmitT., TeleBU30p Ha
croiike (huawei 55”) — 1 mr.,, okxpan mis npoekropa (SAKURA CINEMA
WALLSCREEN) — 1 mrt., M®Y (Xerox B205) — 1 mr., ITAK Arduino - 3
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wt.,Ananuzatop cnekrpa IFR 2398 - 1 mt.,Onekrponnsiii ocuumiorpag I1BIS-1 —
1mr.,Co60as 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mr .,Bugeo perucrparop jassun jsr-
HO0415mini - 1 wr.,Buneo perucrparop vesta VDRV-5004M - 1 miT., koMMyTaTop
Alcatel OmniStack LS 6224 - 5 mr . IIporpaMMHbIe MEKCETEBBIC SKpaHbI IS
mapmipyrusatopoB Cisco 1700 (Cisco 1721) - 2 mr., cTeHi . MyJbT 3allUThI
noMmenieHni — 1 mT., CTeHI. WCCIeAOBaHWE YTEYKH HWH(OPMAIUU TIO 3BYKOBBIM
KaHajgaMm — 1 IIT., CTOMKY JJIs MOHTa)Xa CeTeBOro 000pyI0BaHUs - 2 IIIT.

[Tporpammuoe obecnieuenue: MS Windows Server 2008 R2, OS Debian Linux
9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep obnoBiennii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.

3.2 HNudopmanmonHoe obecnevyeHue peajn3anuu NporpaMmmal

3.2.1. OcHoBHbIE NeYATHbIE U YJIEKTPOHHbIE W3IAHUS:

1. bByonoB, A. A. OcHoBbel uHpOpMaMOHHOW Oe3omacHOCTH (3-€ u3M.)
yueOHuk / A.A. ByOHoB. - MockBa: Akanemus, 2020.

2. BacwmmbkoB, A. B. be3zonmacHocTh ®  ympaBiIeHHE JIOCTYIIOM B
nH(DOpMAIIMOHHBIX cHUcTeMax : yudeOHoe mocooue / A.B. Bacwibkon, W.A.
BacunbkoB. — MockBa : ®OPYM : UHDPA-M, 2020. — 368 c¢. — (Cpennee
npodeccuonanbHoe oOpaszoBanue). - ISBN 978-5-16-104336-3. - URL:
https://new.znanium.com/catalog/product/1082470 - Pexxum  moctyma: st
3apETUCTp. MOJIb30BaTENCH. — TEKCT 3JIEKTPOHHBIN.

3. 3mepema, B. Il. YyacTue B MJIaHUpPOBaHMM M OpraHU3ANMH PabOT TIO
obecnieueHuto 3amuThl o0bekTa: yueonuk / B.I1. 3BepeBa, A.B. HazapoB. — Mockaa:
KYPC: HMH®PA-M, 2020. — 320 c. - ISBN 978-5-16-105204-4. - URL:
https://new.znanium.com/catalog/product/1055808 - Pexum gpoctyma: s
3apErucTp. Moab30BaTeNe. — TeKCT JIEKTPOHHBIN.

4. Uneun, M.E. Kpunrorpadguueckas 3amura HHPOpPMALMK B OO0BEKTaX
nHpopmanmoHHo nHPpacTpykTypsl (1-e u3a.) : yueonuk. / M.E. WUnbun. - Mocksa:
Axanemus, 2020.

5. Kazapun, O.B. IIporpammHo-amnmapaTHbie CpeACTBa 3allUThl UHPOPMAIIUU.
3ammra mporpaMMmHoro obecreuenus : ydeOHuUK u mpakTtukym st CIIO / O. B.
Kazapun, A. C. 3a6abypun. - Mocksa: FOpaiit, 2020.

6. Ilaprteika, T. JI. Uadopmarmonnast 6e3omacHoOCTh : yueoHoe mocooue / T. JI.
ITapteika, . U. TlonoB. — 5-e¢ u3x., mepepadb. u gon. — Mocksa : ®OPYM
NH®PA-M, 2020. — 432 ¢. — (Cpennee npodeccuonanpHoe odpazopanue). - ISBN
978-5-00091-473-1. - URL: https://znanium.com/catalog/product/1081318. — Pexum
JIOCTYIA: ISl 3aPETUCTPUP.TIOJIB30BATENIEH. - TEKCT : QJEKTPOHHBIN.
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3.2.2. JlonmotHUTEIbHbIE HCTOYHUKH:

1. ba6enko, JI. K. Kpunrorpadgudeckas 3anura uHQopMaIuu: CUMMETPUIHOE
mudpoBanue: ydeoHoe mocobue mia By3oB / JI. K. babenko, E. A. Mmykona. -
Mocksa: HOpaiit, 2020. -URL: https://urait.ru/book/kriptograficheskaya-zaschita-
informacii-simmetrichnoeshifrovanie-437667 - Pexxum mocTyma: st 3aperucrp.
II0JIb30BaTelIen. — TEKCT 3JIEKTPOHHBIN.

2. Cpiues, 10. H. 3amurta undopmanuu u uHdopmanmoHHas 0€30MaCHOCTh :
yuebHoe mocobue / FO.H. CprueB. — Mocksa : UIHOPA-M, 2021. — 201 c. —
(Cpennee mpodeccuonanbHoe obpazoanue). - ISBN 978-5-16-016583-7. - URL:
https://znanium.com/catalog/product/1191479 . — Pexumm pmocrtyma: s
3apPEruCTPHUP.IIOIB30BaTENEH. - TEKCT : ANEKTPOHHBIM.
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4 KOHTPOJIb MW OILEHKA

HPOPECCHUOHAJIBHOI'O MOAYJIA

PE3YJBTATOB OCBOEHUA

Koa u nanmenoBanue
npo¢ecCHOHAJIBHBIX U
00IMX KOMIIETEeHIUM,
(¢GopmupyembIx B pamKax
MOTYJISI

Kpurtepuu oneHku

MeToabl OLIeHKH

[IK 2.1. IIpon3BoauTs
YCTaHOBKY, HACTPOUKY,
UCIIBITAHUS U
KOH(UrypupoBaHue
MPOTPaMMHBIX U
pOrpaMMHO-aNNapaTHbIX,
B TOM YHCJIE
KpUNTOrpapuuecKux
CPENICTB 3aLIUTHI
uHdopMaIuu ot
HECAaHKIIMOHUPOBAHHOTO
JOCTYIA U CHIEHUATbHBIX
BO3/ICHICTBUU B
000pyI0BaHuE
MH(OPMAIIMOHHO —
TEJIEKOMMYHHUKAIIMOHHBIX
CUCTEM U CETEN

- BBIBIATh U  OILICHUBATH
YTPO3bI 0e30macHOCTH
unpopmanuu B UTKC;

- HacTpauBaTb U NPUMEHATH
CpeacTBa 3alUThI
uHdopMaIuu B
OINEpallMOHHBIX CHCTEMaxX, B
TOM qucie cpexncTaa
AHTUBUPYCHOM 3alUTHI;

- TMpPOBOJIUTH YCTAHOBKY U
HAaCTPOMKY NPOTrPaMMHBIX U
POrpaMMHO-ANIMApaTHbIX (B
TOM qucie
KpUINTOrpaUuecKnx) CpeacTB
3aIUTHl HTHPOPMALINH;

- IPOBOJUTH
KOH(pUrypupoBanue
IPOrpaMMHBIX U

MpOrpaMMHO-aNmnapaTHbIX (B
TOM YHUCJIe
KpUINTOrpaduuecKnx) CpeicTB
3aIUThI
[IK 2.2. IloanepxuBarh - BBIIBIATL U OILICHUBATH
oecniepeboitHy0 padboTy YIPO3bl 0e30macHOCTU
IIPOIPaAaMMHBIX U uHpopmanuu B UTKC;
nporpaMMHO-anmnapaTHeIX, | - MPOBOIUTH KOHTPOJIb
B TOM YHCJIE MoKaszarejged U mpolecca
KpUTNTOTpaduuecKnx GyHKIIMOHUPOBAHUS
CPEACTB 3allUThI MIPOTPaAMMHBIX u
uHpopMaIuu B MporpaMMHO-anmnapaTHeix (B
nH(OPMAITMOHHO — TOM qucie

TCIICKOMMYHUKAITUOHHBIX
CHCTCMAX U CCTAX

KpUNTOTpaduuecKnx) CpeacTB
3aIuThl HHPOPMAIINH;

- TIPOBOJUTH BOCCTAaHOBJICHHE
mporiecca W MapaMeTpoB
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— OIICHKA PE3yJIbTaTOB
BBIIIOJTHEHUS
MPaKTUYECKUX padOT
o MJIK 02.01
mo teme 1.1 NeNel-5,
1o TeMe 1.3 NeNe6-15,
o MJIK 02.02
o TeMe 2.1 NeNel-5,
o TeMe 2.3 NeNe6-12;
- OLICHKA PEe3yJIbTaTOB
BBIIIOTHEHUS
1a00paTOPHBIX PadOT
mo MJIK 02.01
mo teme 1.1 NeNel,2;
1o TeMe 1.2 NoNe3-7,
o Teme 1.3 NeNe8-15
o TeMe 1.4 NeNel6,17,
o teme 1.5 Nel§;
o MJIK 02.02
mo teMe 2.1 NeNel-3;
o Teme 2.2 NoNe4 5,
o Teme 2.3 NeNe6-10
- DKCIIEPTHOE
HaOIr0IeHNE
BBINIOJTHEHUS
71a00paTOPHBIX padoT,
— DKCIIEPTHOE
HaOIrOIeHNE
BBIIIOTHEHUS
MPaKTUYECKUX padoT,
- OLICHKA peIIeHUs
CUTYaIIMOHHBIX 33/1a4;
— OIICHKA PE3yJIbTaTOB
BBIITOJIHEHUS
CaMOCTOSITSIILHOM
paboThI;




(GyHKIMOHUPOBAHUS

POrpaMMHBIX u
pOrpaMMHO-aNIMapaTHeIX (B
TOM qucie

KpunTorpaduuecKkux) cpeacTB
3alUThl HTHPOPMAIINH;

- MPOBOJAUTH TEXHUYECKOE
oOCITy’)XMBaHHE ¥  PEMOHT
porpaMMHoO-anmnapaTHeix (B
TOM quclie
KpUNTOrpapuuecKkux) CpeacTB
3alUThl ”HOPMAIUH;

[IK 2.3. OcymiecTBisTh
3amuTy “HGOPMAIIMH OT
HECaHKIIMOHUPOBAHHBIX
JICCTBUI U CIIEIAATIbHBIX
BO3/ICHICTBUU B
MH(OPMAITMOHHO —
TEJICKOMMYHHUKAITMOHHBIX
CHUCTEMaxX U CETSIX C
UCIIO0JIb30BaHUEM
POTPAMMHBIX U
IIpOrpaMMHO-anmapaTHbIX,
B TOM YHCTIE
KpUIITOTpaduuecKux
CpPEACTB B COOTBETCTBUU C
PEIbIBICHHBIMU
TpeOOBaHUSIMU

- BBISBISATh U OLICHUBATH
yIpo3bl 0e301acHOCTH
unpopmanuu B UTKC;

- HAcTpauBaThb M TPUMEHSTH
CpencTBa 3aIUATHI
uH(popMaIun B
OTIEPAIlMOHHBIX CHUCTEMaxX, B
TOM qucIe CpeacTBa
AHTUBUPYCHOM 3aIlIUTHI;

- MIPOBOIUTH
KOH(pUrypupoBanue
MIPOTrPaMMHBIX u
MPOrpaMMHO-aMNIapaTHbIX (B
TOM qucIe
KpUnrorpadguuecknx) cpeacTB
3aIUThl HTHPOPMAIINH;

— OILIGHKa Tmpolecca Hu
pE3yNbTaTOB
BBITIOJIHEHHUS BUJIOB
paboT Ha IPAKTUKE
—3K3aMeH

OK 01. Bsibupats ciocoObl
perieHus 3aaaq
npodeccuoHabHON
NEeATETLHOCTH,
NPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

- 000CHOBAHHOCTD
MOCTAaHOBKH 11€JIM, BBIOOpA U
MPUMEHEHUSI METO/I0B U
CIoco0OOB peIICHUS
npodeCCUOHANIBHBIX 33]1a4;

- aJIecKBaTHAas OIICHKA U
camoolieHKa 3 ()EeKTUBHOCTH
Y KauyeCTBa BBIITOJTHCHUS
npodheCCUOHANIBHBIX 33/1a4;

OK 2. OcyuiecTBiATh
MOWCK, aHAIN3 U
WHTEPIPETAILIUIO
uHbopMaIm,
HEOOXOIUMOM I1d

- UCIIOJIb30BAHUE PA3JIMYHBIX
VMCTOYHHMKOB, BKIIFOYas
AJIEKTPOHHBIE PECYPCHI,
Menuapecypcsl, intepuer-
pPECYPCHI, IEPUOANIYECKHE
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DKcnepTHOE
HaOJI0ICHHE 32
BBITIOJTHEHUEM PabOT

—OK3aMCH




BBITIOJIHEHUS 3324
npodeccuoHanbHON
NEeSTETbHOCTH.

HU3JaHHA 110 CIICHUAJIbHOCTH
JJIA pCIICHUSA
HpO(bCCCI/IOHaJILHI)IX 3aJa4,

OK 03. [InanupoBats u
peann30BBIBAThH
COOCTBEHHOE
npodeccHoHaIbHOE 1
JUYHOCTHOE Pa3BUTHE.

- IEMOHCTpAaLMs
OTBETCTBEHHOCTH 32
INPUHSATHIE PELICHUS;

- 000CHOBaHHOCTh
caMOaHaJIN3a U KOPPEKIIHS
pe3yibTaToOB

OK 04. PaGoTatn B
KOJIJIEKTUBE U KOMaHJIC,

3¢ pexTUBHO
B3aUMOJIEHCTBOBATH C
KOJIJIETaMH, PYKOBOJICTBOM,
KJINCHTaMH.

- B3aMMOJICVICTBHUE C
00y4JarommumMmcs,
NpenoaBaTesiMu U
MacTepamu B X0Jie OOy4eHHs,
C PYKOBOJUTEISIMU YUEOHOU U
IIPOU3BOJICTBEHHOM ITPAKTHK;
- 000CHOBaHHOCTh aHAJIN3a
paboTHI YWIEHOB KOMAaH/Ibl

(MO TYMHEHHBIX);
OK 09. Ucnons3oBaTh - 3(ppeKTUBHOCTD
uH(OpPMAIMOHHbBIE HCITIOJIb30BaHUS
TEXHOJIOTUHU B nH()OPMAITMOHHO-
npodeccuoHaTbHON KOMMYHHUKAIIMOHHBIX
JESATEIILHOCTH. TEXHOJIOTUH B
npodecCuOHAILHON

JEATEIIBHOCTH COTJIACHO
bopMHUpYyEMBIM YMEHUSIM U
MOJIy4Ya€MOMY MTPAKTUYECKOMY
OIIBITY;

OK 10. ITons30oBaTbcs
npodeccuoHaNbHON
JIOKYMEHTAIIMEN Ha
roCyJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKAX.

- 3¢(heKTUBHOCTH
HCTIOJIb30BaHUS B
npodecCUOHAILHON
NEeATEILHOCTH HEOOXOUMOM
TEXHUYCCKOHN TOKYMCHTAIIUH,
B TOM YHCJIC HA aHTJIMHUCKOM
SI3BIKE.
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IIpoMeskyTOUYHAS aTTEeCTALMSA:

MIK.02.01 — ---, ntudpepeHuMpoOBaAHHBII 3a4eT
MJK.02.02 - ---, ntuddpepeHupOBAHHDBII 3a4eT
VIIL.02 - ---, nuddepeHunpoBaHHbBII 3a4eT
II1.02 - nuddepeHnupoBaHHBIN 3a4eT

IIM.02 - 3x3aMeH Mo MOIYJTI0
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