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1 ObHIAA XAPAKTEPUCTHUKA PABOYEM ITPOI'PAMMBI
YYEBHOU JUCHUILIMHBI OI1.08 OPT AHU3AIIMOHHOE U TPABOBOE
OBECIIEYHEHUE UTH®OPMAIINMOHHOU BE30ITACHOCTH

1.1 MecTo AUCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHO MPOrpaMMbI:

Yuebnas auctumiimHa «OpraHu3allMOHHOE W TPaBOBOE  OOecIieueHUe
uH()OpPMAITMOHHOM 0€e30IMacCHOCTH» SIBIISIETCS 00s13aTeNILHOMN YaCTBIO
obmenpodecCHoOHATBHOTO IHKJIAa 00pa30BaTeIbHON MPOrpPaMMbl B COOTBETCTBUU C
®I'OC no cnenuanpHOoCcTH 10.02.04 OGecneuenre nHGOPMAIIMOHHON 0€30MaCHOCTH
TEJIEKOMMYHUKAITMOHHBIX CUCTEM.

1.2 IlnanupyemMble pe3yJbTaThbl OCBOEHUS JTMCIHUIIHHDI:

B pamkax mporpammel y4eOHOM AMCHUIUIMHBI OOYYArOIIMMUCS OCBAaUBAIOTCS
YMEHHS U 3HAHUSA

HIIE,O(I;K Ymenus 3HaHUs
OK 01 - OK 04 | OcymiecTBisTh OcHoBHBIE HOPMAaTUBHBIC
OK 06 OpTraHU3aIMOHHOE NpaBOBbIE aKThl B  00JACTH
[IK 1.4 oOecrieueHue uH(OPMAITMOHHON
IIK 2.1 nH(pOpMAITMOHHOM 0€30I1acHOCTH u 3aIUThI
[IK 2.3 0e30macHOCTH uHbopMaIm, a TaKxe
[K 3.1 aBTOMATU3UPOBAHHBIX HOPMATHUBHBIE  METOJIUYECKHUE
[IK 3.2 (MH(pOPMAIIMOHHBIX) CUCTEM B | IOKYMEHTHI denepalibHOM
paMKax JOJIKHOCTHBIX | CITY>KOBI Oe3omacHOCTH
oOs;3aHHOCTEHl TexHWKa 10 | Poccuiickoi denepanuu,
3ammuTe HHHOPMAIIUH. ®denepanbHOl  CIyXObl  TIO
TEXHUYECKOMY W JSKCIIOPTHOMY
[TpumeHsTH HOpPMaTUBHBIC | KOHTPOJIIO B IAaHHOW 00JIaCTH.
IIPaBOBBIC aKTBI u
HOpPMAaTHBHBIC MeToandeckue | [[paBoBble OCHOBBI OpraHU3AINH
JOKYMEHTBI B 00JIaCTH | 3aLIUTHI uHpopmarm,
3aIUThl HHPOPMAIIUH. coJiepxKarie CBEICHMUS,
COCTABJISIOIINE
KonTtponuposats rOCYJJapCTBEHHYK0  TaliHy W
co0oieHne MEPCOHATIOM | HH(pOPMAITHH
TpeObOBaHMII  TO  3amuTe | KOHQUIEHIIMATIBLHOTO XapaKTepa,
uHbOopMaIuu npu ee | 3amaun OpraHoB 3aIUTHI
00paboTKe C MCIOJIH30BAHUEM | TOCYIAPCTBEHHOMN TATHBI.
CpEJICTB BBIYHUCIIUTEIHLHOU
TEXHUKHU. HopmaTuBHBIE JTOKYMEHTHI B
obnactu oOecreueHus 3alluThl
OdopmiiiTh  TOKYMEHTAlMIO | MHHPOpPMAllUM ~ OTPAHUYEHHOTO
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o permamMeHTaluu
MEPONPHUIATHIA W OKa3aHHUIO
ycIyr B 00JIacTH  3alUTHI
nHpopMaruu.

3anuinarh CBOU Mpasa B
COOTBETCTBUHU C TPYAOBBIM
3aKOHOIaTEILCTBOM.

AOCTYIIA.

Opranu3zanuzo PEMOHTHOTO
00CITy’)KUBaHUS aImaparypbl M|
CPEACTB 3aIUThl UH(POPMAITUH.

[TpuHIMIIBI U METO/IBI
OpPTraHU3alMOHHOU 3aLUATHI
uH(pOpMaIMi, OpraHu3allMOHHOE
oOecrnieueHre MHPOPMAIIMOHHOM
0€30IaCHOCTH B OpraHU3alUu.

IIpaBoBOE TOJIOKEHUE
CyOBEKTOB IPAaBOOTHOIICHUN B
chepe npodecCuOHaAIbHON
JEeITEILHOCTH (BKITFOUAs
PEANPUHUMATEIBCKYIO
NEATEIIBHOCTD ).

HopmaruBHple  MeTOamueckue
JTOKYMEHTBI,

pErIaMEeHTHUPYIOIINE  MOPSIAOK
BBIIIOJTHEHUS MEPOIPUATHI  TIO

3aIIuTe uH(popmarmu,
00pabaTtbiBaeMOit B
ABTOMAaTU3UPOBAHHOMU

(MHbOpPMAIIMOHHON) CUCTEME.

3aKoHOIaTEILHEIE u
HOPMAaTUBHbBIC TPABOBBIC AKTHI,
periaMeHTUPYIOIUe TPYI0BbIE
MIPABOOTHOIIICHUSI.




2 CTPYKTYPA M COJAEPKAHUE YUEBHOM JUCHUILJINHBI

2.1 O0bem yueOHOH TUCHUNIMHBI U BUAbI YUeOHOH padoThI

. O0bem
Bun yueO6Hoii padoThI
4acoB
O0bem o0pa3oBaTe/IbHOM IPOrpaMMbl Y4eOHOM JMCIHUIITHHBI 116
CamocrosiTeibHas padora 32
CymmapHas y4yeOHasi Harpy3ka BO B3aHUMOJACHCTBHH C 84
npenogaBareyiemM
T.4. B ()OpMe NPAKTHYECKON MOATOTOBKH 30
B TOM YHCJIE:
TEOPETUYECKOE 00yUEHHE 52
MPAKTUYECKHUE 3aHATUS 30
UTOTOBBIE 3aHATHS 2

IIpomexxkyTrouyHasi arrecrauus B popme 1u(ppepeHUMPOBAHHOIO 3a4eTa




2.2 Temaruyeckuil mjaaH u cogep:xxkanue yyeoHoii nucuuniauabl OI1.08 OPTAHU3ALIMOHHOE U ITPABOBOE
OBECIIEYHEHUE UTHO®OPMAIIMOHHOU BE30ITACHOCTH

HaumeHoBanue Conep:xxkanue yueOHOro marepuasa u popmsl Oo6bem Koabl koMnereHumi,
pa3aesioB U TeM OPraHU3alMu AeATeJTbHOCTH 00yYaI0OIIUXCS 4acoB (opMHPOBaAHUIO KOTOPBIX
CIOCOOCTBYET 3JIEMEHT
NPOrpaMMblI
1 2 3 4
BBenenne Conepkanue y4eOHOr0 MaTepuaJia 2 OK 02,
1 OcCHOBHBIE NpaBOBbIE MOHATHA. VICTOYHMKH IpaBa. 2 OK 03,
OcCHOBBI TOCYJIapCTBEHHOTO ycTpoiicTBa PD. OK 06
Pasznen 1 IlpaBoBoe o0ecnieyeHue HHGOPMALMOHHOM 0€30IIACHOCTH 50
1.1 Bsgeaenne B |Coaep:kaHue yueOHOT0 MaTepuajia 4 OK 02,
MPaBOBOE 1 Nudopmarmonnas 6€30mMacHOCTh TOCYAapCTBa. 2 OK 03,
o0ecrneyeHue 2 HopMaTuBHBIE  TPaBOBbIE  aKThl  POCCHICKOI 2 OK 06,
MH()OPMaLOHHON denepanyun B obnactu uH(pOpMAaIHH, K 1.4, TIK 2.1
0€30MacHOCTH UH(OPMAITMOHHBIX TEXHOJIOTUH U 3aIIUTHI
uHpopmaruu. KoHCTUTYITMOHHBIE TIpaBa TpakIaH Ha
WHOOPMAITUIO U BOBMOXKHOCTH MX OTPAaHUYCHUS
Tema 1.2 |Copep:xanue y4eOHOT0 MaTepuaJia 6 OK 02,
I'ocynapcTBeHHas OK 03,
1 ['ocymapcTBeHHast cucteMa 3alMThl HWH(pOpMAIUK B 2
cucrema 3aIUTHI N OK 06,
Poccuiickoit  deneparuu, €€  OpraHu3aIllMOHHAS
uH(hopMaIuu B K 1.4,1IK 2.1
. CTPYKTypa U QYHKIUU.
Poccuitckon o
Dexeparn ce 2 OdenepanbHas ciyx0ba Oe3omacHocTH Poccuiickoit 2
P ’ deneparuu, ee 3a1a4u U QYHKIIUUA B 00JIACTH 3aIUTHI
OpraHU3aIMOHHAs .
uH(hopMaIu 1 THPOPMAIIMOHHON 0€30MACHOCTH.




CTPYKTypa u|3 ®denepanpHas  cayx0a 1O TEXHMYECKOMY U 2
byHKIMH HKCIIOPTHOMY KOHTPOJIIO, €€ 3a/layd, MOJIHOMOYMS U
npaBa B 00JIaCTH 3alIUThl UHPOPMaAIIUU
Tema 1.3 |Copep:xxanue yueOHOTo MaTepuajia 4 OK 01,
Hndopmarys KaK 1 Nudopmaruss kak OOBEKT TMPABOBBIX OTHOIICHHIA. OK 02,
O0BEKT  MpaBoBOro CyObeKTbl M OOBEKTHI IIPABOBBIX OTHOINCHUH B ) OK 03,
peryIpOBaHIA MHPOpPMAIMOHHON cdepe. Buasl MHPOpMALUH 110 OK 06,
3akoHOJaTenbCTBY Poccuiickon denepanuu. IIK 1.4, 1IK 2.1
2 Hopmer 3akononmarensctBa Poccuiickonn denepanum, 2
ONpeIeAIONINE 3aUTY HHPOpMAaITUH.
IIpakTH4yecKue 3aHATHSI 6
1 PaboTa ¢ HOpMaTUBHBIMU TOKYMEHTAMH 2
2 3amura uHdopmaru, cozepxkarieics B 2
MH(OPMAITMOHHBIX CUCTEMaX 00IIEro MojIb30BaHUS
3 Bri6op gyHKIMI M 3aga4 OpPraHOB HMCIHOJHHUTEIHHOM 2
BJIACTH, YIIOJTHOMOYEHHBIX B oOnactu Ub.
CamocrosiTesibHas padoTa 00y4al0IMXCH 6
1 Pabota B nporpamme Koncynbrant Ilmtoc. 2
2 Pa6ora co cratesamu @3 No 149-D3 «O6 nndopmanumu, 2
WHOOPMAITMOHHBIX ~ TEXHOJOTHUAX W O  3aluTe
uHbOpMAITUNY)
3 PaGota ¢ TpeboBanusamu mo Hamzopy ®3 No 149-D3 2

«O06 undopmanuu, UHPOPMAITMOHHBIX TEXHOJOTUIX U
0 3ammmuTe UHPOPMaITUN»




Tema 1.4 IIpaBoBoi
pexuM 3aIIUTHI
roCyJ1apCTBEHHOM
TalHbI

Conepxkanue yueOHOro MmarepuaJia

1

['ocynapcrBeHHast TaliHa KakK 0COOBIH BUJI
3alMIIaeMon nHpopMaruu. 3aKOHO/IaTEIBCTBO
Poccuiickoit  dexeparun B 00JIaCTH  3aIUTHI
rocy1apCTBEHHOM  TailHbl. OCHOBHBIC  TOHSTHS,
ucnosb3dyemblie B 3akoHe Poccuiickoit @enepannn «O
rOCyJapCTBEHHOW TAMHEY», U UX ONPEHCIICHUS.

CreneHu CEKPETHOCTH CBEACHUM, COCTAaBIISIOIINX
rOCyAapCTBEHHYIO TaiiHy. (OTHECEHHE CBEICHUM K
rOCyJapCTBEHHOM  TailHE. 3aceKkpeuuBaHue WU
paccekpeunBaHue. PEKBU3UTBI HOCHUTENIEW CBEICHUN,
COCTaBJISIFOIINX F'OCYIAPCTBEHHYIO TAHY

Jlomyck K TOCYJapCTBEHHOM TailiHE W JOCTyH K
CBEJICHUSM, COCTABJISIOIIUM IOCYJAapPCTBEHHYIO TalHY.
Opraebl  3alUTBl  TOCYJApPCTBEHHOM  TalWHbBI B
Poccniickon @enepanuu.  OTBETCTBEHHOCTh  3a
HapyLIeHUs IPaBOBOTO pexuma 3aIUThI
rOCy1apCTBEHHOMW TaHBI

OK 01,

OK 02,

OK 03,
OK 06, IIK 1.4

Tema 1.5 IIpaBoBble
PEKUMBI 3aIUTHI
KOH(HIEHIIATbHON
uHbopmaIuu

Copnep:xanue y4eOHOIr0 MaTepuaJia

1

3akoHoaaTenscTBO Poccuiickoit denepaiuu B 001acTu
3alUThl  KOH(PHUACHIHAIbHON uHpOopManuu. Bumisl
KOH(HICHIIMATEHON uHdopmaruu o
3aKOHOJATEIbCTBY Poccutickon denepanum.
OtHecenue  cBeleHM K KOHOUACHIMATHHOU
uH(bOpMaIuu.

N~

OK 01,
OK 02,
OK 03,
OK 06,
[IK 2.1




HopmatuBHO-1IpaBoBOe conepxkanue dDemepaabHOro
3akoHa «O MEePCOHATBHBIX  JAHHBIX).
JIOKyMEHTHUPOBAaHHE CBCACHUN KOH(MHICHIINAIHLHOTO
XapakTepa. 3anmra KoHGUICHIINaIbHON HHpOopMaIiu.
OTBETCTBEHHOCTh 3a HapYIICHHE pEeXKHUMa 3allUThI
KOH(UAEHIIUATBHOW HH(pOpMaIuu.

HpaKaneCKne 3aHATUA

4

Pazpabotka 0Ga3oBoro 0yioka JOKYMEHTOB IS
obecrnieueHust uH()OpPMaIIMOHHOU 0e30MacHOCTH
NCIIn: CocraBnenue nepeuns [/

Pa3paborka 06a3oBoro 0Oj0Ka JOKYMEHTOB IS
obecricueHus uH(OpMaITMOHHOM 0e301acHOCTH
UCIIAan  CocraBieHne  MEpeyHs  3alIUIIAEMbIX
pecypcos [1/1n

Pa3paboTka 0©a3oBoro 0Oioka JIOKYMEHTOB  JUIs
obecrnieueHust nH()OpPMaIIMOHHOM 0e30MacHOCTH
NCIIIu3. Knaccuduxanus UCIT/IH.

CamocrosiTesibHas padoTa 00y4al0IMXCH

4

Pa6ota co crarbsimu @3 Ne 152-D3 «O nepcoHalIbHBIX
JTAHHBIX)

N

5

N3yuenue mopsanka paboThl C TEPCOHATBHBIMU
JTAHHBIMHU paOOTHHKA.

N3yuenne Mep 1O OOECIEUEeHHUIO0 Oe30MMacHOCTH
NEPCOHANBHBIX JaHHBIX NTpH X 00padbotke B UCIT/IH

N3yueHne MeToNOB 00€3IMUUBAHUS TEPCOHATBHBIX
TAHHBIX.

Pa3znes 2 Jlunen3supoBanme u ceprugukanus B 00J1aCTH 3a1UUTHI HHPOpMAIIUH

32

10




Tema 2.1
Jlunen3upoBaHue
TESTEIbHOCTH B
obnactu 3aIUTHI
uHopMaru

Conepxkanue yueOHOro MmarepuaJia 4

1 OcCHOBHBIE TOHATHS B 00JIACTH JIULIEH3UPOBAHUS U
ux onpeneneHus. HopMaTuBHBIE TIPABOBBIE aKTHI,
periaMeHTUPYIOIINE JTUIICH3UPOBaHUE JEATEIHHOCTU B
00J1acTH 3a1UThl HHHOPMAIIUH.

2 Bunbr nestenpHOCTH B 001aCTH 3alTUTHI HHGOPMAIIHH, 2
NOJJIEXKAIIHE JULEH3UPOBAHUIO. YyacTHUKH
JUUEH3UOHHBIX OTHOLIEHWHA B 00JIACTM  3aILUTHI
uHpopmanuu. Ilopsgok mnoydeHHs JIMLEH3UH Ha
NeSATEIbHOCTh B 00JaCTH 3alIUThl MH(OpMAIUK.

IIpakTuyeckue 3aHATHS

7 Pabora C MIPaBOBOM JOKYMEHTAIIUU 1o
JULEH3UPOBAHUIO JEATEIIbHOCTH B o0nactu
nH(OPMAITMOHHON O€30ITaCHOCTH

8 PaGota ¢  HOpMaTMBHOW  JOKYMEHTallUM  TIO 2
JIULEH3UPOBAHUIO NEeATENbHOCTU B obnactu
MH(OPMAIMOHHOW O€3011aCHOCTH

9 IToaroToBKa JOKYMEHTOB K MOJYUYEHHIO JIMLIEH3UU 2

CamocrosiTesibHas padoTa 00y4aK0IMXCH 6

8 [loaroToBKka [OKyMEHTa [JIsi BHJa OCYILECTBIICHHS 2

NeSATETLHOCTH 1o TEXHUYECKOU 3aIluTe
KOH(HICHIIMATEHON uHdopmaruu COTJIACHO
tpedboBanuit DCTOK

11

OK 01,
OK 02,
OK 03,
IIK 2.1, I1IK 3.2,
[IK 3.1




[TonroToBka MOKyMEHTa [JIsl BUAAQ OCYIIECTBICHHUS
JESTEIIBHOCTH TI0 TIO BBISBICHHUIO AJICKTPOHHBIX
YCTPOWMCTB, TMPEAHA3HAYCHHBIX JUISI  HETJIACHOTO
noisydyeHuss  WHGOpManWyd, B MOMEIICHUAX |
TEXHUUYECKUX CpelICTBax (3a WCKIIOYCHHEM Cllydas,
eClIi yKa3aHHasl ACSITeIbHOCTh OCYIIECTBISIETCS IS
oOecrieueHus COOCTBEHHBIX HYX/I IOPUIMIECKOTO JIUIIA
WM WHAWNBUAYATLHOTO TMPEANPUHUMATENS) COTIACHO
tpedboBanuii GCh

10

[logroroBka MOOKyMEHTa [JIi BHUJA OCYIICCTBICHUS
JEATEIIbHOCTH M0 PAaCHpOCTPAHECHUIO MIM(POBATBLHBIX
(kpunTorpaduyecKkux) CpeACTB COIIACHO TpeOOBaHUMU
OCTOK

Tema 2.2
Ceprudukarus u
aTTeCTaIus 1o
TpeOOBaHUSIM
0€30IacHOCTH
uH(popmanuu

Conep:xanue y4eOHOI0 MaTepualia

1 Atrecraniis ~ 00BEKTOB  uWH(MOpPMATH3alUU IO
TpeOOBaHMSIM 0€30MaCHOCTH MH(OPMALIUK.
OCHOBHBIE TIOHATHS B O00JIaCTH aTTECTAllMU TIO
TpeOoBaHMsIM 0O€30MacHOCTH HMHPOpPMALMKM U UX
OTIpe/IeTICHUSI.

2 Cucrembl cepTuduKanuu CpEICTB 3aIUTHI

uHdpopmaruu 1Mo  TpeOOBaHUAM  OE30MACHOCTH
uHdOopMaIuu

IIpakTH4yeckue 3aHATHS

10 |IlomroroBka oObekTa K arrecrauuu. M3ydeHue
TUNOBBIX (JOPM TOKYMEHTOB.

11 |IloaroToBKa JOKYMEHTOB K aTTeCTallMM OOBEKTOB
uH(hopmaTH3auuu

12 | IloaroToBKH JOKYMEHTOB K CEPTHU(PUKALIMU

CamocrosiTesibHAsA padoTa 00y4alIMUXCH

12

OK 01,
OK 02,
OK 03,
[K 2.1, TIK 2.3, TIK 3.1,
[1K 3.2




11 |PaboTa ¢ pHUCK-NIOAXOJIaMH K MOJEIUPOBAHUIO yIPO3 2
Wb.
12 |Pa3pabotka Mmojene  yrpo3  0e30macHOCTH B 2
WHPOPMAITMOHHBIX CHUCTEMaX MEPCOHANBHBIX JTaHHBIX
(UCI1n).
13 |Peammzarus MOJIeTN yrpo3 Oe30macHOCTH 2
NEPCOHANBHBIX JAHHBIX HpU HX 00paboTKe B
WH()OPMAITMOHHBIX CUCTEMAaX.
Paznen 3 OpranuzannoHHoe odecnevyeHne HHPOPMANUOHHOI 0€301aCHOCTH 14
Tema 3.1 Jlonyck |Coaep:xkaHue yueOHOT0 MaTepuajia 4 OK 01,
Ji 1 COTPYMHUKOB | 1 | Ocobennoct moabopa MepcoHana Ha  JOJLKHOCTH, 2 OK 02,
K CBEICHHSM, CBA3aHHBIE C paboOTOM ¢  KOH(UICHIUAIHLHOMI OK 03,
COCTABJISIFOLLIUM undopmaIHeii. OK 04,
TOCYapCTBCHHYIO JIOIKHOCTH, COCTABJISIFOIIUE C TOYKH 3PEHUS 3aIIUTHI OK 06,
Tauty " MHGOPMALUK «TPYIIILI PUCKay. DOPMBI JOIYCKOB, MX K 2.1
KOH(HICHIMATBHYIO Ha3Ha4YeHUE M KIACCU(PUKALIH.
HH(popMALHIO 2 Homenknatypa TOJKHOCTEN pabOTHHUKOB, 2
noJUIeKalmx o(QOPMIIEHHIO Ha JIOMYCK U TMOPSIOK ee
COCTaBJIeHUsI, YTBepkjaeHus. Pabora mo oOydeHuto
nepcoHana, JOMyCKaeMOMy K KOH(UICHIMAIBLHOMI
uH(hopManuu
Tema 3.2 |Coaep:kanue y4eOHOT0 MaTepuaJjia 6 OK 01,
Opranu3zarus OK 02,
1 [TonsiTue «OXpaHay. Opranuzanus OXpaHbl 2
MPOITYCKHOTO U . . OK 03,
BHYTpH 0OBEKTOBOTO TEPPUTOPHUH, 3/1aHUH, TIOMEIICHUI U epconana. Llemn OK 04,

U 3a1a4u oXpaHbl. OOBEKThI OXPaHbI.
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PEKUMOB 2 Buner u cnocoOwsl oxpanbl. [loHsTHE NPOIYCKHOIO 2 OK 06
pexuma. llenn W 3amauM  MPOMYCKHOTO peKUMA. [K 2.1,
Opranu3zaiys IpoIyCKHOTO PeKuMa. I1IK 3.2
OCHOBHBIE TIOJIO)KEHHSI MHCTPYKIIMU 00 OpraHu3alvu
MPOITYCKHOIO pekruMa 1 paboTe O10po MpOITyCKOB.
3 [lonsitTue BHyTpu 00BeKkTOBOrO pexuma. OOmme 2
TpeOOBaHMSI BHYTpH 00BEKTOBOTO pexxuma
TpeOoBaHHS K TIOMEIICHHUSIM, B KOTOPBIX BEIyTCS
paboTel ¢ KOHQUAEHIMAIbHOW  HH(OpManueH,
KOH(UIECHIIUAJIbHBIC TTEPETOBOPHI.
Tema 3.3 |Conep:kaHue y4eOHOr0 MaTepuasa 4 OK 01,
Opranuzanus 1 N3bsATHE KOMIBIOTEPHOW TEXHUKHM U  HOCHUTENEH OK 02,
PEMOHTHOT'O uHdopmaruu. MHCTpYKIUS U3BATUS KOMIIBIOTEPHOM 2 OK 03,
00CITyKUBaHUS TEXHUKH. IIK 1.4, 11K 2.1
armaparypsl u|2 HccnenoBanne KOMIBIOTEPHON TEXHUKH M HOCHUTEIICH I[IK 3.2
CPEICTB 3AILUTHI uHpopmaruu. Odopmienue pEe3yJIbTAaTOB 2
HCCIICIOBAHUS
Pa3znes 4 OcHOBBI TPYAOBOIO NpaBa 16
Tema 4.1 |Conepskanue y4eOHOr0 MaTepHuaJia 4 OK 02,
3aKoHOJATEIbHbIE H | 1 3aKkoHOJATEIbHbIE M HOPMATHBHBIE MPABOBBIC AaKTHI, 2 OK 03,
HOPMAaTHUBHbIC perjaMEeHTUPYIOIME  TPYJAOBbIE  IPABOOTHOIICHUS. OK 04,
IIPaBOBBIC aKTBhI, [lonssiTe, CTOPOHBI W  COAEP)KAHWUE TPYIOBOTO OK 06
PCriIaMCHTUPYIOIIUC JI0roopa. Buasl Tpy10BBIX JOTOBOPOB.
TPYAOBBIC 2 3aKiioueHus TPYAOBOrO J0roBopa. VcmbITaTenbHBIM 2
HPpaBOOTHOIICHHUA. cpok. [IpaBoBbIe TapanTH B 00JIACTH OTUIATHI TPY/A.
IIpakTH4Yeckue 3aHATHS 6
13 |BblnonHeHUWe aHanu3a MPEaNpUATHS HAa [PEIMET 2

ACATCIBHOCTHU
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14 |CocraBieHue  KpUTEPUEB  BHAA  JEATEIIBHOCTH
TPEAITPUATHS B obnactu nH(pOpMAITMOHHOM 2
0e30MacHOCTH
15 |CocraBnenue TpygoOBOTO JOTOBOpa  COTPYIHHUKA 9
CITy>KObI HHOOPMAIIMOHHOM 0€30MacHOCTH
CamocTosiTesibHasi padoTa 00y4aroIMXcs 6
14 |IIpoBeneHue aHAlIM3a CETEBBIX PECYPCOB OPraHU3AIINHI 2
15 |IIpoBeneHue aHanu3a COTPYAHUKOB OpPTraHU3alMHU C 2
TOYKH 3peHUsI UHOOPMAIIMOHHBIN 6€30MaCHOCTH
16 |PabGoTa c OCHOBHBIMU OHATHUSIMU CITYKEOHOM TalHBI. 2
Hrorosoe 3ansiTue 2 OK 01 - OK 04, OK 06, 1K 1.4,
K 2.1, TIK 2.3, 11K 3.1, T1K 3.2
Bcero: 116
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3 VCJOBHUSI PEAJM3ALMKA TIPOTPAMMBI  YUEBHOWM
TV CHUILIAHBI

3.1 Jlns peanu3zanuu nporpaMmbl y4eOHOI TUCHMILIMHBI MPeIyCMOTPEHbI
cjieayoye crenuaJibHble MOMeIleHNs:

Kabuner HOpMaTMBHOTO  TIpPaBOBOTO  oOecreueHUss  HWH(POPMAITMOHHOM
0€30MacHOCTH, OCHAIEHHBI O00OpPyIOBaHMEM U TEXHUYECKUMU CPEJICTBAMHU
o0y4eHHus: CTON y4YeHH4ecKud — 15 mrT., ctyn yuyenndeckud — 30 mr., I[1IK - 1 mmT.:
mouuTop 22” TFT BenQ GW2250M, cuctemnsiii 6ok (InWin EC-030/ASRock H77
Pro4-M/Intel Core i3 2120 3.3GHz/DDR 111 4Gb/WD 500Gb SATA I11/Gigabit Lan),
mynbTuMeana-npoektop Epson EB-X12, skpan Targa 4*3, akyctuyeckas cucrema
Microlab Solo 15, nporpammuoe obecnieuenue: MS Windows 7, MS Office 2010 Pro,
Eset NOD32.

Kabuner uH(popmaimoHHONH O€30MACHOCTH, OCHAILEHHBI 00O0pY/IOBaHHUEM U
TEXHUYECKUMU CpEACTBaMU OOy4yeHus: JOocKa KiaccHas — 1 1mT.,, CTOJd
KOMIBIOTEpHbIM— 13 mT., cTynm — 13 mT., KOMIBIOTEpHBIE Kpecnma — 13 mr.,
cucteMublil 6510k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'6aiir
(16 I'caiiT) mamst DDR4, 2 666 MI't, 6e3 ECC; TBepmoTenbHbIH HakomuTe b M.2
PCle NVMe, 512 I'Gaiit, xiacc 35) — 13 mr., monutop (Asus 2378) — 13 mir.,
kiaBuatypa (Oklick 530S) — 14 ., mbimb s kommnbeiotepa (Defender OPTICAL
MB-160) — 14 mT., ucToyHuK OecriepeOorHOro muTaHuss — 13 mT., mpoekrop — 1
IIT., aKTUBHAs KOJOHKa - 11T., oucHeiit maker Microsoft Office Professional 2016 -
13 mT, BUpTYyaIbHBIM MEKCETEBOM dKpaH cieaytomiero nmokojenus Cisco Firepower B
cocraBe ¢ FMC- 10 mt., OC Microsoft Windows Server - 1 mr., OC Microsoft
Windows 10 - 13 mr., cepBep SuperMicro CSE-113AC2-R706WB2 2x750W black
Intel Xeon Silver 4216 256 I'b O3V, 960 GB SSD - 1 mt., monuTOop 23,6 — 1 mmr.,
MCTOYHHK OecriepeOOMHOro MUTaHus s cepBepa - 1 mT., cToiKa AByXpaMHas (CTK-
24.2-9005 nmo) — 1 mr., TenmeBu3op Ha croiike (huawei 557) — 1 mT., SKpaH A
npoekTopa (SAKURA CINEMA WALLSCREEN) — 1 mt., MOV (Xerox B205) — 1
wT., [IAK Arduino - 3 wr.,Ananu3arop cnekrpa [FR 2398 - 1 mr.,25neKTpOoHHBIH
ocummtorpad I1BIS-1 — 1mrt., Cobonb 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 wmr .,.Buaeo
peructparop jassun jsr-HO0415mini - 1 wr.,Buneo perucrpatop vesta VDRV-5004M
- 1 wr., Kommyrarop Alcatel OmniStack LS 6224 - 5 wmr .JIlporpammusie
MeKceTeBbIe IKpaHbI s MapmpyTu3atopoB Cisco 1700 (Cisco 1721) - 2 mt., Ctena
: MyJBT 3amuThl momerieHnii — 1 mt.,CTeHa: uccnegoBaHue yTeuku UHGOpMaIiu
M0 3BYKOBBIM KaHajlaM — | IIIT., CTOWKH JJIT MOHTaXa CETEBOr0 00OPYIOBAHHUS - 2
IIT.

ITporpammuoe obecnieuernne: MS Windows Server 2008 R2, OS Debian Linux
9, Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, Cepsep obnosienuii WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,DevieelLock 8.
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3.2 HNudopmanuoHHoe odecriedeHne peaju3alu NporpaMmmbl

3.2.1. OcHoOBHbIE MeYATHbIE U IJIEKTPOHHbIE U3TAHNSI '

1. 3ammra uHpopmarmu : yuebnoe mocodue / A.Il. Kyx, EIL XKyk, O.M.
Jlenemkun, A M. Tumomkun. — 3-¢ u3g. — Mocksa : PUOP : UTHOPA-M, 2024. —
400 ¢. — (Bricmree oopazosanme). — DOI: https://doi.org/10.12737/1759-3. - ISBN
978-5-369-01759-3. - Texct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2140566 — Pexum mocTyma: o mOIIUCKe.

2. Opranu3almOHHO-TEXHUYECKOE U MpaBoBOe obecreueHrne nHHOpMaIMOHHON
6e3omnacHoctn Poccuiickoit denepannu : yueOHuk / coct. W. I'. JIpoBHukoBa, A. B.
Kanau, 1. U. Jlupmun [u ap]. - Boponex : Hayunas kuwura, 2022. - 304 c. - ISBN
978-5-4446-1743-4. - Tekct : AIEKTPOHHBII. - URL:
https://znanium.com/catalog/product/1999941 — Pexxum gocTyna: o MOIIUCKE.

3. Mapteika, T. JI. Madopmarmonnas 6e3omacHOCTh : ydyeOHoe mocobue / T.JI.
[Tapteika, M.A. TlonoB. — 5-¢ u3m., mepepadb. u gomn. — MockBa : ®OPYM
NH®PA-M, 2021. — 432 ¢. — (Cpennee npodeccuonanbaoe obpazoBanue). - ISBN
978-5-00091-473-1. - Tekct : AIIEKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/1189328 — Pexxum mocTyma: 1o moJI1cKe.

4. Xabubymun, A.I'. IlpaBoBoe oOecneueHue npodeccuoHaTbHOM
nesTenbHOCTH: yuyeOHuK s cryd. yupexna. CIIO/ AT, XabuOymun, K.P
MypcanumoB. —  MockBa: ®OPYM : Wuadpa-M, 2021. - URL:
https://znanium.com/catalog/product/1150310. - Pexum noctyma: Ijas 3apeructp.
M0JIb30BaTesiel. — TEKCT : AIEKTPOHHBIN.

3.2.2 JlonoJIHUTEIbHbI€ HCTOYHUKH:

1. bapanoBa, E.K. Madopmanmonnas 6e30macHOCTh M 3aluTa UH(POpPMAIUU:
yuebHoe mocodue/ E.K. bapanoma, A.B. babam. - MockBa: PUOP: UHOPA-M,
2024- 357 C.. - URL.: https://znanium.com/catalog/product/
https://urait.ru/book/organizacionnoe-i-pravovoe-obespechenie-informacionnoy-
bezopasnosti-555950. - Pesxum goctyma: Ui 3aperucTp. mojb3oBareiei. — TekcT :
JJIEKTPOHHBIN.

2.3BepeBa, B. Il. YyacTtue B TIJIaHUPOBAaHUM M OpTaHU3ALMK PabOT MO
oOecrieueHuto 3auThl 00bekTa : yueOnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa
: KYPC : UH®PA-M, 2023. — 320 c. - ISBN 978-5-906818-92-8. - Tekcr :
anektponHbii. - URL: https://znanium.com/catalog/product/2002607 — Pexum
JIOCTYyTIA: TIO TIOJIITUCKE.

3. Nmetinos, B. SI. OcHoBHBIC MOJIOXKEHNUS MHPOPMAITMOHHOW OE30MaCHOCTH :
yuebHoe mocobue / B.S. UmeitnoB, M.B. Menaryusan. — MockBa : ®OPYM :
NH®PA-M, 2024. — 208 c¢. — (Cpeanee npodeccruonanpHoe odpazopanue). - ISBN
978-5-00091-489-2. - Tekct : AJIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2138953 — Pexxum mocTyrma: 1o moA1cKe.
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4 KOHTPOJIb MW OILEHKA

YYEBHOM JUCIHUATIIMHBI

PE3YJBTATOB OCBOEHUA

Pe3yabTarhl 00yyenust

KpI/ITepI/II/I OIICHKH

MeToabl OLIEeHKH

IIepeuenn 3HAHWH,
OCBaMBaE€MbIX B paMKax
JTUCHUIUINHBI:

- OCHOBHBIE
HOPMAaTUBHbBIE MPABOBBIE
aKThl B o0nacTu
UH(OPMAIMOHHOU
0€30MaCHOCTU U 3aIUTHI
uH(popMaIMK, a TaKke
HOPMAaTHUBHbBIC
METOJUYECKUE
JIOKYMEHTBI
denepanbHOU
0e30macHOCTU
Poccuiickon @enepanuu,
deaepalibHOM  CITYXKOBI
M0  TEXHUYECKOMY |
SKCIOPTHOMY KOHTPOJIIO
B JIJAaHHOM 00J1aCTH;

CITY OBl

- TIPaBOBBIE  OCHOBBI
OpTaHW3allMh  3allUTHI
uHdopmaIu,
COJZIepKaIle CBEICHUS,
COCTABJISIIOIITNE
rOCyJJapCTBEHHYIO0 TaulHY
u uHbOopMaIn
KOH(HICHIINATEHOTO
Xapakrtepa, 3a7a9n
OpTraHoOB 3aIUTHI

rOCYJIapCTBEHHOW TaWHBbI;

- HOPMAaTHUBHBIC
JOKYMEHTBI B 00JacTu
oOecrieyeHnsT  3aIUThI
uHbOopMaIuu

OTPaHNYCHHOI'O JOCTYyIIA,

- OpraHHU3aINIo
PEMOHTHOTO

XapakTepuCTUKH
JIEMOHCTPUPYEMBIX 3HAHUM

OrueHka 3HaHUI
OCYILECTBIISIETCS 10
IITAOAJUIGHOM IIIKAJIE.

— TECTUPOBAHHE;
— MMCHMEHHBIHN OIPOC;

— YCTHBIH ONPOC;

— yCcTHOE cobecemoBaHme
10 TEOPETUICCKOMY
MaTepHay;

— OIICHKa pe3yJbTaTOB
BBITIOTHCHHSI
MPAKTHYCCKHUX
NoNel-15;

— muddepeHInpoBaHHbBIN
3a4eT

pabot
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00CITyKUBaHUS
amnmapaTypel W CpEICTB
3aIUThl HHOPMAIIUH;

- NPUHLUIBI U METOJbI
OpraHU3alMOHHON
3aIUThl  WH(OpMaLUH,
OpTraHMU3aIMOHHOE
obecrnieueHue
uHGOPMAITMOHHON
0e30MacHOCTH B
OpTraHHU3aIH;

- IIPaBOBOC ITOJIOKCHUE
CyOBEKTOB
IIPaBOOTHOIICHUI B
chepe
npodeccuoHaIbHON
NEATCILHOCTH (BKJIIOYAs
PEIITPHHUMATETBCKYTO
JIEATEIIbHOCTD);

- HOpPMAaTHUBHbIC
METOJUYECKUE
JIOKYMEHTBI,
periaMeHTUpYIOILIre
NOPSIAOK  BBIMOJIHEHHS
MEPOIPUATUNA MO 3aLIUTE
uHdopmaIu,
oOpabaTbiBaeMOi B
aBTOMATHU3UPOBAHHOM
(nHpOPMAITOHHO)
CUCTEME;

- 3aKOHOJATEJIbHBIE W
HOPMAaTUBHBIE NPABOBBIE
aKTBhl,
perIaMeHTUPYIOLIe
TPYZIOBBIE
IIPABOOTHOIIEHUSI.

Ilepeuens ymMeHuUi,
OCBaMBAaEMBbIX B paMKax
JVCLUTUIVHBI

- OCYIIECTBIISITh

XapaKTepUCTUKH
JEMOHCTPUPYEMBIX YMEHUI

OueHka yMeHU

— OLCHKa PE3yJbTaTOB

BBIIIOJTHCHHUA

MPAKTUICCKUX
NoNel-15;

pabot
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OpraHU3aIMOHHOEC
oOecrieucHE
UH(pOpMAITMOHHOM
0e30IMacHOCTH
aBTOMAaTU3UPOBAHHBIX
(MH(MOPMAILIMOHHBIX )
CHCTEM B pamKax
JTIOJDKHOCTHBIX
00s3aHHOCTEHl  TEXHHKa

10 3aIuTe HHPOPMAIIHH;

- MIPUMEHSTH
HOPMATHUBHBIC TPABOBHIE
aKTbl W HOPMAaTUBHBIE
METOJUYECKUE
JOKYMEHTBl B 00JIacTu
3aIUThl THGOPMALIHH;

- KOHTPOJIMPOBATH
coOmroieHne

NEPCOHATIOM TpeOOBaHUI
no 3amure MHpopmanuu

npu ee o00paboTke ¢
UCIIOJIb30BaHUEM
CpEenCTB
BBIYUCIIUTEIILHOU
TEXHUKHU;

- o(popMIISATH
JIOKYMEHTAIIUIO 1o
periiaMmeHTaluu
MEPOIPUITUAN 51
OKa3aHWIO  YCIyr B
obnacTu 3aIUTHI
uHpopmanuy;

- 3aIUIIaTh CBOU MpaBa
B COOTBETCTBHH C
TPYJIOBBIM
3aKOHOIATEILCTBOM.

OCYHICCTBJIACTCA 110
IATHOAIILHOM IIIKAIE.

— OLICHKA Pe3yJIbTaTOB
BBITIOJTHCHHSI
CaMOCTOSITEIIHOM
paboTHI;

— muddepeHITMpoBaHHbBIN
3a4yeT
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