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1 IMACIIOPT HPOI'PAMMBI IMTPO®ECCHOHAJIBHOI'O MOJAVYJIA
MM.03 OBECIEYEHUE HWH®OPMAIIMOHHOM BE3OMACHOCTH B
TEJEKOMMYHUKAIUMOHHBIX CUCTEMAX U CETAX BEIIIAHUA

1.1 O6aacTb npuMeHeHUs1 MPOrpaMMbl

Pabouas mnporpamma npoeCcCHOHATBHOTO MOIYJsI — SBISETCS YacTbiO
IpPOrpaMMBbI MMOATOTOBKH CHEIHATUCTOB CpeAHero 3BeHa B coorBeTcTBUU ¢ PI'OC mo
cnenuansHoct CITIO 11.02.10 - Paanocssss, paaAuoBelaHUE U TEJIEBUICHUE B YaCTU
ocBoenust Buna aesrenbHocTd (BJl): Obecnieuenne nHbopMamoHHo 6€30macHOCTH
B TEJICKOMMYHHUKAIMOHHBIX CHCTEMax M CETAX BEIIAHUSA M COOTBETCTBYIOIIMX
npodeccuonanbubix komnereHuui (I1K):

I[IK 3.1. Hcnomnp3oBarb nporpaMMHO-aNmIapaTHble CPEACTBA  3ALIUTHI

uH(OpMAIUU B CUCTEMAX PAUOCBS3H U BEIIAHMUS.

[IK 3.2. IlpumeHSTH CHUCTEMBl aHajau3a 3allUIIEHHOCTH JUIsi OOHApY>KEHUS
ySI3BUMOCTEM B ceTeBOM HMHGPACTPYKType, JaBaThb PEKOMEHIAIMU 10 UX
YCTPaHEHHUIO.

[1K 3.3. OGecneunBarh 6€30MaCHOE aJIMUHUCTPUPOBAHUE CETEH BEIIAHMUSI.

1.2 Ilesin ¥ 3aga4u MOIYJIf1 — TPeOOBAHMS K Pe3yJibTaTaM OCBOEHUSI MOIYJIsl

C 1uenbplo OBJIAJICHUS] YKa3aHHBIM BUIOM JIEATEIBHOCTH U COOTBETCTBYIOIIMMU
npodeCCUOHAIbHBIMA ~ KOMIIETCHIIUSIMA ~ OOy4Yaroluiicsi B XOAE€  OCBOCHUSA
po¢eCCUOHATIBHOTO MOIYJISl JOJIKEH:

HMeTh NMPAKTHYECKHUI ONbIT:

- BBISIBJICHUSI KAHAJIOB YTECYKHU MH(POPMAITUH;

- OlpeeIeHUS HEOOXO0IUMBIX CPECTB 3aIUTHI;

- TIpOBEJEHUS  aTTeCTalMu  O0BEKTa  3alMTBhl  (MPOBEPKH  YPOBHSA
3aIHUIIICHHOCTH);

- pa3pabOTKH MOJMTHKHA 0€30IMaCHOCTH IS 00BEKTa 3alUTHI;

- YCTaHOBKH, HACTPOMKH CHEIUAIU3MPOBAHHOTO OOOpPYAOBAaHUS IO 3allUuTe
uH(popmanuu;

- BBISIBJICHHSI BO3MOXKHBIX aTaK Ha aBTOMaTU3HPOBAHHBIE CHCTEMBI;

- YCTaHOBKH " HACTPOUKH MIPOTPAMMHBIX CpencTB 3aIHUTHI
aBTOMATHU3UPOBAHHBIX CHUCTEM U WH()OPMAITMOHHO-KOMMYHHUKAITMOHHBIX CETEH;

- KOH(UTYPUPOBAHHS aBTOMATH3MPOBAHHBIX CHCTEM W WH(POPMAIMOHHO -
KOMMYHUKAIIMOHHBIX CETCH;

- MPOBEPKH 3AMIUIICHHOCTH aBTOMATH3WPOBAHHBIX CUCTEM M MH(POPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX CETEH;

- 3aIUTHI 0a3 JaHHBIX;

- OpraHU3aIy 3alIUTHl B Pa3IMYHBIX OTICPAIMOHHBIX CHCTEMaX M CpeIax;

- mudpoBaHusa nHPOpMAIUK;



yMeThb:

- KJ1acCU(UIIMPOBATH YIrPO3bl HHPOPMAIMOHHOMN 0€30I1aCHOCTH;

- IPOBOJUTH BBIOOP CPEICTB 3allMThl B COOTBETCTBHU C BBISBJICHHBIMH
yrpo3amu;

- OIPEJCIIATh BOBMOYKHBIC BUJIBI aTaK;

- OCYIICCTBIIATH MEPOIIPHUATHS 110 IPOBEACHHUIO aTTECTAI[HOHHBIX paboT;

- pa3pa0aTbIBaTh MOJUTHKY 0€30IMaCHOCTH O0BEKTA;

- BBITIOJIHATH PacueT M YCTAaHOBKY CICIHATU3NPOBAHHOTO O0OPYAOBAHUS IS
MaKCHMAaJIbHOM 3aIMIIEHHOCTH O0OBEKTA;

- WCIOJIB30BaTh MPOTPAMMHBIE MPOIYKTHI, BBIABIIIONINE HEIOCTATKH CHUCTEM
3aIUTEI;

- IPOU3BOIUTH YCTAaHOBKY W HACTPOMKY CPEJICTB 3aIUTHI;

- KOH(HTYypHUpOBaTH ABTOMATH3UPOBAHHBIC CHUCTEMBI W WH(POPMAIMOHHO -
KOMMYHHMKAI[HOHHBIE CETH B COOTBETCTBHHM C TOJUTHKOW HH(DOPMAIIMOHHOM
0e30I1aCHOCTH;

- BBINOJIHATH TCCTHPOBAHHME CHUCTEM C IEIbI0  ONPEICICHUS YpPOBHS
3aIUIIEHHOCTH;

- HCII0JIb30BaTh IMPOTrPaMMHBIC IIPOAYKTHI JUIS 3aIUThI 0a3 JaHHBIX;

- IPUMEHSATH KPHIITOrpaPUIECKUE METOIbI 3aIIUThI HH()OPMAITUH;

3HATh:

- KaHaJIbl YTEUKH UH()OPMAIINH;

- Ha3HAYEeHHE, KIACCU(PUKALMIO U IPUHLIUIIBI PA0OTHI CIIEHUATM3UPOBAHHOTO
000py1I0BaHUS;

- IPUHIIMITBI TTOCTPOEHUSI HHPOPMAITMOHHO-KOMMYHHUKAIIHOHHBIX CETEH;

- BO3MOJKHbIE CIIOCOOBI HECAHKIITMOHUPOBAHHOTO JOCTYIA;

- 3aKOHOJaTeJIbHbIE 1 HOPMATUBHO-IIPaBOBBIE AKThI B 00JACTH
nH(OPMAITMOHHON O€30MTaCHOCTH;

- IpaBUJIa MIPOBEICHUS BO3MOKHBIX IIPOBEPOK;

- 3Tanbl ONpeAesieHUs] KOH(PUICHINATbHOCTH TOKYMEHTOB O0BEKTa 3alUThI;

- CTPYKTYpPY CUCTEM YCIIOBHOT'O JIOCTYIa U MPUHIUI UX pabOThI;

- BO3MOXHbIE CIIOCOOBI, MECTA YCTAHOBKU U HACTPOUKH MPOTPAMMHBIX
IPOAYKTOB;

- KOH(UTYypaluu 3aluIIaeMbIX CETeH;

- aJITOPUTMBI paOOTHI TECTOBBIX MPOTPAMM,;

- COOCTBEHHbBIE CPEJICTBA 3AIUTHI PA3IMYHBIX ONEPALMOHHBIX CUCTEM U CPEJ;

- c11oco0bl U METO/bI IU(PPOBaHU HUHPOPMALIUU.



1.3 KoauyecTBO 4acoB Ha OCBOEHHE MPOrpaMMbl NPodecCHOHATHLHOrO
MOy

Bcero — 198 vacoB, B TOM 4ucine:

MaKCHUMaJbHOU yueOHOU Harpy3ku oOydaromierocs - 144 gaca, BKimtouasi:
- 00s3aTEeNbHON ayAUTOPHON YUeOHOM HArpy3ku - 96 yacos,

- CaMOCTOSITEIBbHOM paboThI oOyyaroiierocsi - 48 4acos,

y4eOHOH U MPOU3BOJICTBEHHOW MPAaKTUKKU — 54 yaca.



2 PE3VJBTATHI OCBOEHUSI MPO®ECCUOHAJILHOIO
MOJIVJIS

Pe3ynbpTaToM ocBOeHHsI mporpaMMbl MPOGECCHOHAIBHOTO MOJYJIS SBISETCS
oBiajcHue  oOydarommmucs BujaoM  JgearenbHoct  (BJl)  OOecneueHue
HHGOPMALIMOHHOI 0€30IIACHOCTH B T€JIEKOMMYHUKALMOHHBIX CHCTEMAX U CeTAX
Bemanusi, B ToM uwmcie mnpodeccnoHanbHbiMA (IIK) u  ob6mmmum  (OK)
KOMIETEHIUSIMH, JIMYHOCTHBIMH pe3yibratamu (JIP) peanuzanuu nporpaMmmsl
BOCTIMTAHMUS:

Kon HanmenoBanue pesysnbTaTa 00y4eHHs

Hcrmonp30BaTh MPOrpaMMHO-AIIIIAPATHRIC CPEICTBA 3aIIUTHI
MHGOPMAIIMHU B CUCTEMAaX PaJHOCBSI3H M BEIIAHUS

[IprMEeHATh CHCTEMBI aHAJIN3a 3AIIUIICHHOCTH JIJI1 00OHAPYKCHUS
[IK 3.2  |ys3BUMOCTEH B ceTeBOM MHPPACTPYKTYype, JaBaTh PEKOMEHIAIIUH 110
UX YCTPAHCHHUIO

I[IK 3.3 OOGecrieunBaTh O€30M1aCHOE AIMUHUCTPUPOBAHUE CETEU BEIAHUS

OK 1

[IK 3.1

[ToHMMATh CYITHOCTH U COLIMATIBHYIO 3HAUMMOCTh CBOEH OyayIieit
npodeccuu, MposIBISATh K HEM YCTOMUMBBIA HHTEPEC
Opranu3oBbIBaTh COOCTBEHHYIO JAESITEILHOCTD, BEIOUPATh TUIIOBBIE
OK 2 METO/Ibl M CLIOCOOBI BBINOJIHEHUS MPOPECCUOHAIBHBIX 3a/a4,
OLICHMBATh X 3(PPEKTUBHOCTh U KAUECTBO

[IpyHUMAaTh pelIeHHs B CTAHAAPTHBIX U HECTAHAAPTHBIX CUTYaLUsAX
Y HECTH 33 HUX OTBETCTBEHHOCTb.

Ocy1ecTBISATh MMOUCK U UCIIOJIb30BaHUE HH(MOPMAITIH,

OK 4 He0o0XxoauMou 11t 93PGEKTUBHOTO BHITIOTHEHUS TPO(PECCHOHATIBHBIX
3aja4, 1po(eCcCHOHATLHOTO U JMYHOCTHOTO Pa3BUTHSL.
Hcnonp3oBaTh MHPOPMAIIMOHHO-KOMMYHUKALMOHHBIE TEXHOJIOTUN

OK 3

OK5 5
B PO ECCUOHAIBHON JESITENHHOCTH.

OK 6 PaboTaTh B KOJUIEKTHBE U B KOMaHAE, 3PPEKTUBHO 001IaThCA €
KOJUIETaMHU, PYKOBOJICTBOM, OTPEOUTEISIMMU.

OK 7 bpath Ha cebst OTBETCTBEHHOCTh 3a padOTy WICHOB KOMaH/IbI

(MOTYMHEHHBIX ), pE3YJIbTAT BHIMIOJHEHUS 3a/IaHU.

CaMOCTOSITENIHHO OMPENENATh 33a/1a4 MPOoheCCUOHATBHOTO U

OK 8 JUYHOCTHOTO PAa3BUTHUS, 3aHUMATHCSI CaMOOOPa30BaHUEM,

OCO3HAHHO TJIAHUPOBATH MOBHITIICHUE KBATU(DUKAIUY.

OK 9 OpueHTUPOBATHCS B YCIOBUSX YAaCTOM CMEHBI TEXHOJOTHUM B
poheCCUOHAILHON JEATEIIbHOCTH.

Jlnunoctuseie pe3ynbtatel (JIP): JIP1-JIP13, JIP15, JIP16, JIP19, JIP21, JIP22, JIP

24, JIP27.




3 CTPYKTYPA U COAEP KAHUE NPO®PECCUOHAJIBHOI'O MOAYJIA

3.1. TemaTnueckuii IjIaH NpoPeccHOHAIBHOT0 MOTYJIS

O0bem BpeMeHH, OTBeJIeHHbIH HA 0CBOEHHE

IIpakTuka
MEKIHCHUINIMHAPHOTO Kypca (KypcoB)
CamocTrosiTenbHast
Bcero Oo0si3aTesibHAsE Ay IUTOPHAS aGoTa
4acoB ydeOHasi HATpy3Ka 00y4aromerocst p
Koanl oOyyalonierocsi IpousBoacTBEeHHAS
HaumenoBanus pa3aesioB (maxc.
npogdeccuoHATbHBIX B T.4. (mo npoduiro
. npogdeccHoHATIHLHOT0 MOAYJIsI yuebHas B T.4., B T.4., | YueOHas,
KOMIIETCHIIUN ﬂaﬁopaTopﬂme CHEHI/IZIJILHOCTH),
Haepyska u KypcoBasi KypcoBasi 4qacoB
Bcero, padoThl 1 Bcero, JacoB
NpaxKmuKi) paGora paGora
YacoB | MPaKTHYECKHUe (npoexT) 9acoB (npoexT)
3aHATHS, p > P ’
4acoB 9acoB
4acoB
1 2 3 4 5 6 7 8 9 10
Paszpnen 1. TexHosorus npuMeHeHUs
IIK 3.1-3.2 KOMIUIEKCHOM CHCTEMBI 3aITUThI 54 36 14 - 18 - - -
nHpOpMaIUH
Pa3znea 2. TexHomorus
MK 3.2-3.3 UCIIOJIb30BAHUS CHCTEM YCIIOBHOTO 126 60 34 - 30 - 36 -
JOCTYIAa B CETAX BELIAHUS
[IpousBoacTBeHHAas MPAKTHKA, (110 18 18
MPO(UITIO CTIEIUATBHOCTH ), YACOB
Bcero: 198 9% | 48 | 48 36 18




3.2 Conep:xkanue o0ydyeHnusi mo npodeccuonaabunomy moayao (ITM.03)

HaumeHoBaHue pa3jie/ioB
npodeccuoHaJIBLHOr0 MOYJIsA
(ITM) Conep:kanue y4yeOHOro MaTepuasa, JadopaTopHble U MPaKTUYeCKHe 3aAHATHS, OB LeM YACOR YpoBeHb
’ caMocCTosiTe/IbHAs padoTa 00yyaommxcs, Kypcopasi padoT (IpoeKT) OCBOCHUSA
MEKIUCHUILINHAPHBIX
kypcoB (M/IK) u Tem
1 2 3 4
Paznen 1. TexHoJiorusi npuMeHeHHsl KOMILUIEKCHOM CUCTEMBbI 3a1UTHI MH(pOpMAanu 54
M/K.03.01 TexHoJsiorusi npuMeHeHHsI KOMIUIEKCHOM CHCTEeMBbI 3aIIUThI HHPOPMALIMH B CHCTEMAX 54
PagHOCBA3H U CETAX BeIIAHUS
Conepxanue yueOHOIro MaTepuaJjia 8
[TonsiTue nH(pOpPMaAIIMOHHON O€30aCHOCTH, XapaKTEPUCTHKA €€
cocTaBisironMX. Mecto HHpOpMaIMOHHOM 0€30MaCHOCTH B CUCTEME
1 HallMOHAIBHOU Oe3onacHOCTH. KoHlenTyanbHas MOJIENb 3alUThI 5 19
undopmaruu. [Ipobiemsl nHGOPMAITMOHHON OE30MTACHOCTH B chepe ’
TEJICKOMMYHUKAIINIA: O0BEKTHI 3aIIUTHI; BUIbI 3aIIUThI; CHCTEMbI
3aIUTHI HHPOPMAITUH.
Tema 1.1. OcHOBBI Knaccuduxkanus u ananu3 yrpo3 uHGOpMaIlmoOHHONW O€30MaCHOCTH B
UH(OPMAIMOHHOU 2 | TEIEKOMMYHHUKAIIMOHHBIX cHUCcTeMax. Buabl ysa3BUMoCcTH HHGOPMAITUHU U 2 1,2
0e30macHOCTH (bopMBI €€ POSBICHUS.
[Tonsarue o koHpuUAEHIIUATBHOU UHpOpMaIuu (Tpudbl, 3aKOH O
3 | rocymapcTBEHHOM TaifHe, 3aKOH O JIMYHOW TalHEe, 3aKOH 0 KOMMEPYECKO 2 1,2
TaiHe).
YpoBHU UHGOPMAITMOHHON O€30MaCHOCTH — 3aKOHOAATEILHO-TIPABOBOM,
4 | aIMMHUCTPATUBHO-OPTaHU3ALMOHHBINA, TPOTPAMMHO-TEXHUYECKUM. 2 1,2
[TpuHIUTIBEI TOCTPOCHUS CHCTEM 3aIUTHI HH()OPMAITUH.
CamocrosiTesibHasi padoTa 00y4arOIMXCH: 2

9




PaboTa ¢ KOHCIIEKTOM.

Conep:xkanue y4eOHOro MmaTepuasa

Nudpopmanus kak oOBeKkT mpaBa. HopmaTHBHO-TIPaBOBBIE OCHOBBI
uH(pOopMalnoHHON O6e3omacHocTH B PO. 3akoHOaTEIBHO - HOPMAaTHUBHBIC

! aKThl B o0yiacTu obecrieueHus: MHHOPMALMOHHON 0€30MacCHOCTH, 3aIUThI 12
roCy/1apCTBEHHON TailHbI M KOHPHUICHIIMATBHON HHPOPMAITIH.
KoHcTuTynmonnsle  rapaHTdd  mpaB  TpaxiaH B o0jacTH
2 | maopManrioHHo ©Oe3onacHocTU. [loHSATHE W BUIBI 3alIUIAEMOM 1,2
uH(pOpMaIH TI0 3aKOHOJIATEIbCTBY PD.
3 Cucrema 3aILUTEL r(icynapCTBeHHOﬁ TalHbI, TIPABOBOM PEKUM 3aITUTHI 19
Tema 1.2. Tlpasosoe rOCy1apCTBEHHOM TalHBbI. ’
0GeCIIeUeHHE 4 JIvuieH3upoBaHUE U cepTUPUKaALUs B 007IaCTH 3a1UThI HH(OPMALIUK. 19
MH(OPMALMOHHON Crangaptusanus HHQOPMAMOHHOM O€30MaCHOCTH. ’
0e30MacHOCTH JlaGopaTopHble 3aHATHS
1 JIOKYMEHTBI, PETIaMEHTUPYIOIIUE AEATeIbHOCTh B 00JACTH 3alluThI
uH(popmanuu.
9 OTBETCTBEHHOCTh 3a HApYIIEHUS 3aKOHOAATENHCTBA B cdepe 3alluThI
nH(popmanuu.
3 N3yyeHne  MOJIOKEHUHM O  TOCYHAPCTBEHHOM  JIULIEH3UPOBAaHUU
NEATEIIBHOCTH B 00JIACTH 3aIUThl HH(POPMAITUH.
4 N3ydeHne nosjokeHuil o cepTUPUKALMU CPEICTB 3alIUThl HH(OpMALUU
1o TpeboBaHUsIM 6€30MacHOCTH UH(OpMAITUH.
CamocrositesibHasi  padora o0yvarommxcesa:  OdopmieHue  OTYETOB
71a00paTOPHBIX pabOT, MOJTOTOBKA K UX 3alUTE.
Tema 1.3 Copnepxanue y4e0OHOIro MmaTepuaJjia
OpranuzanmoHHoOe 1 | CymHocTh U cepbl JeHCTBUSI OpraHU3alMOHHOMN 3alIUThl HH(OPMAIUH. 12
obecrieueHune Mexanusmbl  oOecTieueHUs nH()OPMAITMOHHON 0€30MacHOCTH. ’
uH(OPMAITMOHHON Pa3paboTka monmutuku 6€30MacHOCTH.
0e30macHOCTH 2 |IllpoBenmenue aHanmmW3a yrpo3 MW pacyeTra PHUCKOB B 001acTH 1,2
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uH(popMalIMOHHOW Oe30macHoCTH.  BbhIOOp MeXaHu3MOB M CPEACTB
obecrnieueHuss HWH(POpMAIMOHHOM Oe3omacHOCTH Mojaenu  3aluThl
UH()OPMAITMOHHBIX CHCTEM.

3 |IIpaBuna opranuzanuu pabOT MoApa3feNeHH 3alUThl HHPOPMALUH.
Pa3paboTka wWHCTpykmmii 10 paboTe CcO CpeACTBAMH  3alUTHI.
Opranu3aiust paboThHI IepcoHala ¢ KOH(PUIEHITMAIBHON HHPOpMAITHEH.

1,2

HpaKTH‘leCKHe 3aHATHUSA

1 ‘ TpaauMOHHBIE CHMMETPHUYHBIE KPUIITOCUCTEMBI.

JlabopaTopHble 3aHATHS

5 | Anamms Joxtpunsl Ub PO.

CamocrositesibHasi  pabdora oOyvarommxcsa: OdopmieHue  OTUETOB
71a00PATOPHBIX U MPAKTUYECKUX PabOT, MOJArOTOBKA K UX 3allIUTE.

o ININPA~PM

Pasznen 2. TexHOJI0rusl MCII0JIL30BAHUS CHCTEM YCI0OBHOI'O J0CTYyIIA B CETHAX BCIIAaHUA

90

M/K.03.02 TexHo10rusi HCIOJIb30BAHUA CHCTEM YCJI0OBHOI'0 J0CTYIIA B CETHAX BELIAHUS

90

Tema 2.1 IIporpamMmMHO-
anmapaTHbIe CPEJICTBA
3aImuThl THHOPMAITIH

Conepxanue y4e0HOIro MaTepuaJjia

16

1 NudpopmanmonHast 0e30MaCHOCTh B TEJIEKOMMYHUKAIIMOHHBIX CHCTEMax
¥ MH(HOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CETHX.

CtpykTypHBIE CXeMbl CUCTEM 3amuThl MHGopMauuu B TurnoBbix HC.
2 | [TokazaTenu 3alTUIIICHHOCTH MHOTOKAHAJBHBIX TEJICKOMMYHHUKAITMOHHBIX
CUCTEM.

11




CepBuchl, o0ecreunBammue HHPOPMALMOHHYIO 0€30MacHOCTh B
TEJICKOMMYHUKAIIMOHHBIX ~ CHUCTEMaxX  pPaJMOCBSI3M U BEUIAHUS:
orpaHu4eHHe (PU3NYECKOro JAO0CTyNa K aBTOMAaTU3UPOBAHHBIM CHCTEMAM;
uaeHTUGUKAMS U ayTeHTU(PUKALMS TI0JIb30BaTeNIeld; OrpaHUYCHHE

3 | gocTyna B CHUCTEMY; pasrpaHUYCHHE OCTYIA; PETUCTpaIs COOBITUI 6
(aymut); kpunTorpaduyeckas 3amuTa; KOHTPOJb  IICJIOCTHOCTH,
yIpaBiIeHUE TOJUTUKAMH OE€30MacHOCTH; YHUYTOXKEHHE OCTaTOYHOMN
uHbOpMaIlMK; PE3epPBUPOBAHME JAHHBIX; CETEBas 3alllUTa; 3alluTa OT
YTEUKU U TIepexBaTa MHPOpMAIINH 110 TEXHUYECKUM KaHaJlaM.
4 | lloncuctembl 6€30maCHOCTH 2
5 | TunoBele ynaneHHbIE CETEBbIE aTAKU M UX XapaKTEPUCTHUKA. 2
6 KomMrmibroTepHble BUPYCHI U 3allUTa OT HUX. AHTUBUPYCHBIE MPOTPAMMBI 9
U KOMILIEKCBI.
JlabopaTopHbie 3aHATHS 16
1 | Usmenernne MAC-anpeca B OC Windows. 2
2 | sydenue Tpaduka araku ¢ momonipio nporpammer Wireshark., 2
OOHapy>KeHHue CEeTEBbIX aHATU3aTOPOB C MOMOIIBIO TPOrPAMMBI
3 . 2
Cain&Abel.
4 | Ysazsumoctu nporokosia ARP. I'eneparop makeroB CommView. 2
5 | VaseumocTu mpotokona ARP. ITporpamma Cain&Abel. 2
6 | Mounutopunr tpadpuka ARP. TTporpamma arpwatch. 2
7 | Monurtopunr tpadpuka ARP. TIporpamma ARP — monitor. 2
8 | IlpuMeHeHue aHTUBUPYCHOM 3aIUTHI B HHPOPMAITMOHHBIX CUCTEMAX. 2
CamocrositesibHasi padora oOyyamommxcsi: PabGora ¢ KOHCIEKTOM. 20
OdopmiieHne 0T4eToB 1a00PATOPHBIX PAOOT M MOJATOTOBKA K UX 3aIIUTE.
Tema 2.2 Conep:kanue y4eOHOro MmaTepuaja 8
AJMUHUCTPUPOBAHUE TexHonoruu 3amuThl HaHHBIX. [I[pUHIUIBI KpUNTOrpadUIECKON 3aIIUTHI
TEJICKOMMYHUKALMOHHBIX | 1 | mHQopmanuu  (CUMMETpUYHBIE UM  ACUMMETPUYHBIE  AJNTOPUTMBI 2

CHUCTEM U

muppoBaHus, SIEKTPOHHAs 1M poBasi NOANUCH, cTeraHorpadus).

12




I/IH(I)OKOMMYHI/IKaHI/IOHHBIX

PaznmnuHble  TeXHOJIOrMHU aYTCHTI/I(bI/IKaHI/II/I. TexHonorum  3alIUThI

ceTel CBA3U 2 MEXKCETEBOT0 0OMEHA JTAHHBIX. 2
TexHosnorus obecrnedeHust 0€30MacCHOCTU CETEBBIX ONEPAIIMOHHBIX
3 | cucTem. OCHOBBI TEXHOJIOTHH BUPTYaIbHBIX 3amuiIeHHbIX ceTeil VPN. 9
Texnonorus oOHapyXeHHUS BTOP)KCHU (aHATU3 3aIUIIIEHHOCTH U
O0OHapyXEHUS CETEBBIX aTaK).
TpeboBanus 1o 3ammuTe OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.
4 | Texaudeckue cpeacTBa o0ecrnedeHus: 6e30macHOCTH MHOTOKaHATBHBIX 2
TEJIeKOMMYHUKAIIMOHHBIX CHCTEM.
JlaGopaTopHble 3aHATHS 18
9 | KoHTpoJib HaJ MOJKIIOUEHUEM Y3JI0B K TOPTaM KOMMYTATOpA. 2
10 | Cnucku ynpasnenus gocrynom. Gunsrparus mo MAC — anpecy. 2
11 | Cnucku ynpasnenus gocrynom. @unerpanus no IP — agpecam. 2
12 | Ananu3 ysi3BUMOCTH npoTokoua IP 2
13 | O6napyxenue HeaBTopu3oBanHoro cepsepa DHCP. 2
14 | IToctpoenue VPN Ha ocHoBe IPSeC npoTtoxkouia. 2
15 | Yaanennsiit noctyn Ha 6a3e mpotokosia PPTP. 2
16 | Iloctpoenue L2TP tyHHens. 2
17 Opranu3zanys yIajJeHHOTO 3aluineHHoro ynpasienus Windows- 9
CEpBEPOM.
CamocrosiTesibHAast pad0Ta 00yYAKOLIMXCH:
Pabota ¢ koncniekToM. OpopmiieHue 0TYETOB JTA0OPATOPHBIX PAOOT U 10
MOJITOTOBKA K MX 3allUTe.
Tema 2.3 Cucremsl Conep:kanue y4eOHOro MmaTepuasa 2
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YCJIOBHOT'O O0CTYIIa B
CCTAX BCIIAHUA

Mecro cuctem ycnoBHoro nocryna (CAS) B cuctemax BeliaHusl.
[TpuHIMIIBI OTpaHUYEHUS JOCTyMma. MeTo bl 3aUThl HHPOpMAIMU Ha
CTaJuu mepeaadyu u BocrpouspeacHuss. Oynkmnuu cucreMm CAS.

[Toncucremsr SMS, CMS, SAS, ucnonb3yemoie coobiennss ECM, EMM. 2
O6opynoBaHue co CTOPOHBI MTOCTABIINKA YCIIYT, ONlepaTopa CeTH,
abonenTa. [locTpoenue mpocreiiiieii, pacrpeneIeHHON 1 MHOTOYPOBHEBOI]
CUCTEM YCIIOBHOTO JOCTYyIA.
Bcero: 144
CamocrosiTesibHas padoTa npu usydenun pasaesna IIM 03.
CucremaTnueckas IpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOH U crielnaabHON TEXHUYECKON JINTEPaTyphl.
[TonroroBka K Ja0OpaTOpHBIM M MPAKTUYECKUM pabdoTaM C UCHOJIb30BAaHUEM METOIUYECKUX 48
pEeKOMeHIaluil IIpenoaaBaTess, opopmiIeHHE 1a00paTOPHO-TIPAKTUIECKUX PabOT, OTYETOB U MOATOTOBKA K
ux 3amurte. [louck unpopmanuu B IHTEpHET.
Y4yeOHast npaKkTHKA
Buasbl pador:
- Haznauenue, knaccudukaius MeKCETEBbIX SKPAHOB.
- Hactpoiika mexcereBoro skpana DFL-210.
- OunpTpanus Tpaduka. [lakerasie puibTpel. [lakeTHbie prIbTpHI iptables.
- HacTpoiika naketHoro guibTpa.
- AHanM3 3alIMIIEHHOCTH CETEBBIX PECYpPCOB. YTIpaBIECHHE YA3BUMOCTAMU. CHUCTEMBI YIpaBICHUS
YS3BUMOCTSIMU. 36

- lHBeHTapu3anus CETEBbIX PECYPCOB C UCITOIB30BAaHUEM YTHIIMTHI NMaAp.

- ApXHUTEKTypa CUCTEM YIIPABIICHUS YSI3BUMOCTSIMH.

- Tunsl areHTOB ckaHupoBaHUsA. OCOOEHHOCTU CETEBBIX ar€éHTOB CKAHUPOBAHMUSL.
- U3zydenue ckanepa 6ezomacHoct Nmap.

- Kpunrorpadguueckue MeTobl 3a1MThl HHPOPMALIUU.

- llludpoBanue pa3nuuHbBIMU METOIAMH.

- [IporpaMMbl apXMBUPOBaHUS JJAHHBIX.
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IIpou3BoacTBeHHASI NPAKTHKA

Buasbl pador:

- YCTaHOBKa, HACTPOIKa CHEIMATIN3UPOBAHHOTO 000PYAOBaHHUS MO 3aIIUTE HHPOPMAIIIH;

- BBISIBJICHHE BO3MOXHBIX aTaK HA aBTOMATU3HPOBAHHBIE CUCTEMBI;

- YCTaHOBKa M HAcTpoiKka NPOrpaMMHBIX CpPEICTB 3alIUThl aBTOMATHU3UPOBAHHBIX CUCTEM H
UH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CETEH;

- KOH(UTypUpOBaHUE aBTOMATU3UPOBAHHBIX CUCTEM U MH(POPMAILIMOHHO-KOMMYHUKALMOHHBIX CETEH;

- IPOBEPKA 3ALUIIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM U MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;
- OpraHu3aluy 3alIUThl B Pa3JIYHBIX ONEPALMOHHBIX CUCTEMAX U Cpelax.

18

JlJ1s XapaKTepUCTUKHU YPOBHSI OCBOEHMSI yU€OHOT0 MaTepHralla UCIIOIb3YIOTCS ClIeAyoIre 0003HAUCHHUS:
1. — o3HaKOMUTENBHBIN (y3HABaHUE paHEe U3yUYEHHBIX OOBEKTOB, CBOMCTB);
2. — penpOAYKTUBHBIN (BBHIIOJHEHHUE JIEATEIHHOCTH 110 00pa3Ily, MHCTPYKIIUHU WU TIOJ] pyKOBOJICTBOM)

3. — IPOAYKTUBHBIN (TNIAHUPOBAHKE M CAMOCTOSTEIHLHOE BHITIOTHEHHE JEATEIBHOCTH, PEeIIeHNE MPOOIEMHBIX 3a7a4)
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4 YCJII0BUA PEAJIM3ALINN ITPOI'PAMMUBbI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1 TpeéoBaHMsT K MHHUMAJBLHOMY MAaTEPUAJbHO-TEXHHYECKOMY
o0ecreYeHnIo

Peanuzammsi mporpamMmbl  MOAyJdsi  TpeOyeT  Hamuyus  J1abopaTopwu
nH(popMaIIMOHHOM 6€301aCHOCTH.

O6opynoBanue nabopaTopuud HH(POPMAIMOHHOW OE€30MaCHOCTH M pabouux
MECT JTa0OpaTOPHH:

CTOJ OAHOTYMOOBBIA - 1 MIT., CTON KOMITBPIOTEPHBIH Ha METaUIMYECKOM
kapkace - 14 mr., kommyTtaTopsl DGS-3312SR - 2 mtT., kommyTtatopsl DES-3526 -
4 mr., kommytaTtopel DES-3200-24 - 3 mr., kommyratoper DES-3028 - 3 i,
mexcereBble 9kpanbl DFL-210 - 2 ., [IK 1 mr.: monutop 177 TFT Samsung
172S, cuctremnsniii 6110k (Microlab/Intel Core 13 2120 3.3GHz/ DDR Il 2Gb/WD
500Gb SATA/Gigabit Lan), ITK 14 mr.: morutop 17” TFT HP 1740, cucremusIii
omox (HP Compag dx2000/Intel Pentium 4 2.8GHz/ DDR Il 1Gb/Seagate 40Gb
IDE/Intel Pro 100 Lan), waTepakTHBHas mocka, Smart Board, mymsTumenua-
npoekTop Mitsubishi XD211U, nporpammuoe obecrieuenne: MS Windows Server
2008, MS Windows Server 2008 R2, 7Zip, LibreOffice 5, Foxit Reader 7, Virtual
Box 4.

4.2 UndopmanuonHoe odecrevyeHue 00ydeHus

Ilepeyenbp y4eOHbIX u3aaHUIl, VHTepHeT-pecypcoB, IONOJHHUTEIbLHOM
JIUTEPATYPbI

OcCHOBHbBIE HCTOYHUKH:

1. by6noB, A.A. OcHOBBl HH(pOpMAIMOHHON Oe3onacHocTu (3-€¢ u3Mm.) :
yueOHuk / A.A. byOHOB. - Akanemus, 2020.

2. byOonoB, A.A. TexHumueckas 3amurta uWHPOpMAIMM B OOBEKTAX
uHpopMannoHHoi wuHppacTpykTypel (1-¢ m3m.) : yueOnuk / byOHOoB, A.A. -
Axanemus, 2019.

3. Wnpun, M.E. Kpunrorpaduueckas 3zammra uHboOpManuu B OO0BEKTaX
uHpopManroHHoit uHpacTpykrypbl (1-¢ w3am.) : yueOnuk. /| M.E. MWnbun. -
Axanemus, 2020.

4. Kazapun, O. B. [IlporpamMmMmHo-anmapaTHble CpEACTBa  3aIUTHI
uH(dopMaIuu. 3ammura IporpaMMHOro 00ecreueHus | yYeOHUK U MPAKTUKYM IS
CIIO / O. B. KazapuH, A. C. 3a6abypuH. - FOpaiit, 2020.

5. Kynunema, M.B., PepkkoB, IL.M. Meroauueckue ykazaHus [0
BBINIOJIHEHUIO TPAKTUYECKUX paboT 1o yueOHoi mnpaktuke YII. 03 nans
cnenuansHocteit: 11.02.09, 11.02.10. Apxanrensck, 2022.

6. Kynunweina, M.B., PepkkoB, II.M. Meroauueckue yka3zaHus I10
BBITIOJTHEHUIO J1a0OpaTOpHBIX M MOpakThueckux pador mno I[IM. 03 nmusa
cneunanbHOocTH 11.02.10. Apxanrensck, 2022.
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7. Ilapteika, T. JI. UudopmanmonHas 6e30macHOCTh : yuyeOHOe mocobue /
T.JI. ITapteika, M.W. [TonoB. — 5-¢ u3n., nepepad. u gomn. — Mockpa : DOPYM :
NH®D®PA-M, 2021. — 432 c. — (Cpennee mpodeccuoHaqbHOe 00pa30oBaHUE). -
ISBN  978-5-00091-473-1. -  Tekcer :  onektponHsi. -  URL:
https://znanium.com/catalog/product/1189328 — Pexwum mocTyma: 1o MOIIMUCKe.

8. Illanmbrun, B. ®. WudopmanumonHas 0e30macHOCT, M 3allUTa

undopmaruu / B. @. [lanerun. — 2-e uzn. — CapatoB : [IpodoOpaszoBanue,
2019. — 702 c¢. — ISBN 978-5-4488-0070-2. — URL:
https://profspo.ru/books/87995 — Pexum JOCTYTIA: JUTSI

3apPEruCTPUP.IOIB30BATEICN.— [ €KCT : AIEKTPOHHBIM.

JlonoJIHUTEIbHbIE HCTOYHUKH:

1. BacunpkoB, A. B. be3omacHocT U yIpaBi€HUE JOCTYIIOM B
HHPOpPMAIIMOHHBIX cHUcTeMax : ydeOHoe mocobue / A. B. BacumpkoB, U. A.
BacuibkoB. — Mocksa : @OPYM : UHOPA-M, 2020. — 368 c¢. — (Cpennee
npodeccuonansHoe obOpazoBanue). - ISBN 978-5-16-104336-3. - URL:
https://znanium.com/catalog/product/1082470. —  Pexxum  gocTtyma: s
3apErUCTPUP.II0IB30BaATEIEN.— [ €KCT : AJIEKTPOHHBIM.

2. MenbaukoB [[. A. MHdopmanrionHas 6€30MacHOCTh OTKPBITBIX CHCTEM:
yuebnuk / JI. A. MenbHukoB. - Mocksa : ®nunTa, 2019. - 444 c. - ISBN 978-5-
9765-1613-7. - URL: https://ibooks.ru/bookshelf/340843/reading — Pexum
JIOCTYIIA: JJISl 3apETUCTPUP.MOJIH30BATENEH.— [ €KCT : IIEKTPOHHBIN.

3. ®umunmos, b. Y. Uadopmanmonnas 6e3onacHocTh. OCHOBBI HaICKHOCTH
cpenct cBs3u : yueOHuK / b. . @ununmos, O. I'. lllepctueBa. — CapatoB : Al
[Tu Op Memma, 2019. — 227 c. — ISBN 978-5-4486-0485-0. — Tekcr :
AIIEKTPOHHBIN // DIEKTPOHHBIA pecypc nudpoBoil odpazoarensHoit cpeapl CITO
PROFob6pa3zoBanue : [caiir]. — URL: https://profspo.ru/books/80290 — Pexum
JIOCTYIIA: ISl 3apETUCTPUP.HO0JIb30BATENEH.— [ €KCT : SJIEKTPOHHBIN.

Iepuoauueckue U3TaHUSA:

KypHaunsr:

Mup TIK, Dnextpocsssb, Cetu, Mup cBsizu, TeXHOJIOTHU U CPEACTBA CBS3H,
Mup IIK+C/, MoOunsHbie komnbtorepbl +CJI, CucTemMHBId aIMUHUCTPATOP,
Cucrempr  OeszomacHoct, CeT W cHUCTEMBI  CBSI3M, MOOUIBHEIC
TEJICKOMMYHUKAallUM, TE€XHOJOTMH W  CpeAcTBa  CBA3W, IIpakTthueckas

paguodyiekTpoHuka, Mup cBs3u Connect, MoOunsnbie cuctemsl, Cetu
NETWORK WORLD.

4.3 OO0mmue TpeOOBaHMS K OPraHU3aANUM 00pa30BaTeJbHOIO0 Npolecca

OO0s3aTenbHBIM ~ yCIIOBUEM  JIOMyCKa JUIS  TPOBEIAEHUS  3aHATUNA 110
npoecCHOHATLHOMY MOMYJIO SIBIISIETCA HM3y4deHue oO0menpodeccuoHaIbHbIX
JTUCIUTUIMH TPO(PECCHOHAIIBHOTO IUKJIA: BeuncnuTenbHash TexHUKa, Teopus
MeKTpOoCcBsi3u,  OCHOBBI  TEJIEKOMMYHHKAIUH,  DJIEKTPOpPaTUOU3MEPEHUS,
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DHeprocHabKeHHE TEeIeKOMMYHUKALMOHHBIX CHCTEM, Teopus 3JIEKTPUYECKUX
LEIIEH.

OOs3aTenbHBIM  YCIIOBHEM JIOIyCKa K Yy4eOHOM MpakTUKE B paMKax
npoeCCUOHATBHOTO MOJYJISL SIBISETCS OCBOCHHUE COOTBETCTBYIOIIMX pa3/iesioB
pOTrpaMMbl COOTBETCTBYIOLIETO MEXIUCIHUILTHHapHOTO Kypca (MIK).

OO0s13aTeNbHBIM YCIOBHEM JIOMTyCKa K MPOU3BOJCTBEHHOM MPAKTHKE B paMKax
poECCHOHATFHOTO MOJYJISL  SIBJISIETCS. OCBOCHUE COOTBETCTBYIOIIMX Pa3/IeiioB
IpoTrpaMMbl  MPO(ECCHOHAIBHOTO MOIYJIsl, Y4YeOHOW TIPaKTUKA B paMKax
po(hecCHOHATBHOTO MOIYJISL.

[Ipon3BOICTBEHHAS TPAKTUKA MPOBOAUTCS B OpraHU3alMsIX Ha OCHOBE
JIOTOBOPOB,  3aKJIFOYaeMbIX  MEXKIy 00pa3oBaTelNbHON  OpraHM3amued |
OpTaHU3aAISIMH.

B mepuoa npoxokaeHust TPOU3BOICTBEHHON MPAKTUKNA 00YYarOIIUECS] MOTYT
3a4HCIATHCS HAa BAKaHTHBIE JOJDKHOCTH, €CII paboTa COOTBETCTBYET TPeOOBAHUAM
IPOTPaMMBbI POU3BOACTBEHHOM MPAKTUKH.

BeimonHeHue 1abopaTOpHBIX 3aHATHI TpeAroyiaraeT JelieHHe TPYNIbl Ha
HNOATPYIIBl [0 YUCITYy paboyuMx MecT, OOOpYAOBaHHBIX IEPCOHAIBHBIM
KOMITBIOTEPOM.

4.4 KaapoBoe obecnieyeHne 00pa3oBaTeILHOI0 Mpoiecca

TpeboBanus K KBaJIM(pUKALIUU IEJarOTHYECKUX (MH)XEHEepHO-
NEeAarorn4eckux) KaJpoB, 00eCeUnBaIOIIUX 00yUYE€HUE IO MEXAUCUUIIIMHAPHOMY
Kypcy (KypcaMm): HaJlM4Me BBICILIEr0 0Opa30BaHUs, COOTBETCTBYIOIIETO MPOMUIIO
MOJYJIS.

[IpenonaBarenu HOJIy4arOT JOTIOJTHUTENBHOE npo¢eCCUOHATIBHOE
oOpa3oBaHME IO IpOrpaMMaM IMOBBIIICHNE KBaJU(pUKALlMU, B TOM 4YHCIle B popme
CTRXXUPOBKH B MPO(UIBHBIX OpraHu3aiusx He pexe 1 pasa B 3 roza.

TpeOoBanus K KBaTM(UKAIUU TEJArOTHYECKUX KaJpOB, OCYIIECTBIISIOMIMX
PYKOBOJCTBO ITPAKTUKOM:

VHXCHEPHO-TIEJarOTUYECKUM COCTaB: JIUILNIOMHUPOBAHHBIE CIELHAIUCTBI —
MPEenoIaBaTeNI MEXIUCUUIITMHAPHBIX KYpCOB, a Takxke o0menpodeccuoHanbHbIX
JVCLIATUINH.
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5 KOHTPOJIb MU OIEHKA PE3YJIBTATOB OCBOEHMUSA
MPO®ECCHUOHAJIBHOI'O MOAYJISI (BUJA AESTEJBHOCTHN)

— TI'pamotHO OQOpPMIIATH
JOKYMEHTAIUIO TSt
JUIEH3UPOBaHUs paboT B
obnactu MHGOPMALIMOHHON
0e30MacHOCTH;

- PaspabareiBath
MOJIMTUKK B 00JacTu
uHGOPMAITMOHHON

0e3011acHOCTH;

PesyabTarsl
(ocBOCHHBIE OcHOBHBIE IOKA3ATEH DopMbI 1 METOAbI
npogeccuoHaIbHbIE OlIEHKH pe3yJibTara KOHTPOJISI M OIlEHKH
KOMIIETEHIMM)
Texkymui KOHTPOJIb:
YCTHBIE M NHCbMEHHBIH
ONpoc Mo TeMam:
- OCHOBBI
nH(pOpMAITMOHHOM
0e30macHOCTH
— Yerkoe mnonumanue |- IIpaBoBoe obOecneueHue
npobsieM HHGOPMAIMOHHOHN | HHPOPMAITMOHHOM
Oe3zomacHoctT B cdepe | 6e30macHOCTH
TEJIEKOMMYHUKALIUM; IIpakTnyeckue padoThbI:
— I'pamOTHO  BBIABIATSH, | - TpagUIMOHHBIE
KJ1acCU(UIIMPOBATH U | CHMMETPUYHBIC
aHAJIU3UPOBATh YIPO3bl | KPUIITOCUCTEMBI
MH(pOpMaIMOHHOM JlaGopaTopHbie padoThI:
K 3.1 6e3omacHOCTH U (GOPMBI HX | - JJOKYMEHTHI,
o POSIBJICHUS; €rJIaMEHTUPYIOIIHE
Hcnons3oBath P ’ P pyrom
— BpiOOp MexaHM3MOB U | AESATEIBHOCTH B 00JIaCTH
MPOTPaMMHO-
CPEICTB oOecrieueHus | 3aUThl THGOPMAITIH
anmnapaTHble CpeICTBa .
uHGOPMAITMOHHON - OTBETCTBEHHOCTb 3a
3aIIUATHl THPOPMALIMH
0e30macHOCTH - | HapyIIeHus
B CUCTEMax
IPOrPaMMHBIX U | 3aKOHOJIATENIbCTBA B chepe
PaauoCBsI3U U
pOrpaMMHO-aNMapaTHbIX; | 3allIUThl UH(POPMAIUH.
BEILIAHMUS.

- I3yuenue noaoxeHui o
rocyJ1IapCTBEHHOM
JUIEH3UPOBAHUU
NeSATeIbHOCTU B 00JIaCTH
3aIUTHl THPOPMALIUH

- 3yuenue 1ojaoxeHuii o
cepTU(UKALIUK CPEJICTB
3amUThl THPOPMAIIMH TI0
TpeOOBaHUIM
6e3onacHocT HH(pOpMAITUN
- Anamuz Joxktpunst Ub
P®.

Haobaronenune

AHayu3

JKCIePTHAS OLlEHKA
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IIK 3.2. [IpumensTh
CUCTEMBI aHAJI3a
3AIIUAIIEHHOCTH 151
OOHapyKEeHUS
YA3BUMOCTEN B
CETEBON
MH(}paCTPYKTypE,
JaBaTh PEKOMEHIAUU
10 UX YCTPAHEHUIO.

— Pacuer puckoB B obnactu
uH(OpMaIIMOHHOM
0e30MmacHOCTH U
PEKOMEH TAIUIA
YCTPaHCHHUIO;

— Bmagers  cepBucamu,
00eCIIeYMBarOIIMMHU
MH()OPMAMOHHYIO
0e30I1aCHOCTh B
MHOT'OKaHAJIbHBIX
TEICKOMMYHHUKAITMOHHBIX
CHCTEMAX U CETIX CBS3H;

BbIJa4da
I10 Hux

— Bmagetep TexHOIOTHEH
ayTeHTU(PUKALINY;

— OO0ecnieunBaTh
TEXHOJIOTHIO 3aIUTHI
MEKCETEBOTO obOMeHa
JTAaHHBIMH;

— IloctpoeHune cHUCTEMBI
AHTUBUPYCHOMU 3alUATHI
TEJIEKOMMYHUKAIITMOHHBIX
CHCTEM u ceTen
3JIEKTPOCBS3H.

Tekymui KOHTPOJIb:
YceTHBIE M NMHUCbMEHHbIN
OIIpPOC 10 TeMaM:

- OpranuzainoHHoe
oOecrieueHue
UH(POPMALIMOHHON
0€30IacHOCTH
IpakTnyeckne padoThbI:

- TpaguuroHHbIE
CUMMETPUYHBIC
KPUNTOCUCTEMBI
JlaGopaTopHbie padoThI:

- Usmenenne MAC-anpeca
B OC Windows

- U3zydyenue tpaduka ataku
C TMOMOUIBIO MPOrpaMMbl
Wireshark

- OOHapyXeHue CEeTEeBbIX
aHaJIU3aTOPOB C IOMOIIBIO
nporpammbl Cain&Abel.

- YSA3BHUMOCTH MPOTOKOJIA
ARP. T'eneparop mnakeToB
CommView.

- VYSA3BHUMOCTH MPOTOKOJIA

ARP. [Tporpamma
Cain&Abel.
-  Monutopunr Tpaduka
ARP. [Tporpamma
arpwatch.
-  Monutopunr Tpaduka

ARP. IIporpamma ARP —
monitor.

- [Ipumenenune
AHTUBUPYCHOW 3alllUTHl B
MH()OPMAIMOHHBIX
CUCTEMAX.

- OO6nHapyxeHue
HEaBTOPU30BAHHOTO
cepepa DHCP.

Haobaoaenue
AHaau3
JKcnepTHAsi OlleHKA

IIK 3.3.
Oo0OecrieynBaTh

— Bbibop u ucnonb3oBaHue
NaKEeTOB MPUKIATHBIX

Texkymui KOHTPOJIb:
YCTHBIH U NUCHbMEHHBIN
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Oe3ormacHoe
aIMUHUCTPUPOBAHUE
ceTel BellaHus.

nporpaMm Jjisi 0€30MacHOTO
aIMUHUCTPUPOBAHUS
CETEBBIX oTepaImoOHHbIX
CHCTEM,;

- Ob6ecneuenne
MIPOTPaMMHBIMU 5
MIPOrpPaMMHO-aNapaTHBIMU
METOIaMH  0e30MacHOCTH
ceTen JIOCTyTIA,
OOBEIUHEHHBIX CETel U
yIIpaBJICHUS
TEJICKOMMYHUKAIlIMUOHHBIMU
CETSIMHU.

ONpoc Mo TeMam:
- IIporpamMmmHo-anmnapaTHbie

cpelcTBa 3aIUTHI
nHpopmaruu
- AJIMUHUCTPUPOBAHUE

TEJICKOMMYHUKAITHOHHBIX
CUCTEM U CETEN CBA3U

JlaGopaTopHbie padoThI:

- KonTpoib Hajg
MOJKJIIOUYCHUEM  Y3JI0B K
MopTaM KOMMYyTaTopa.

- Couckm  ympasieHus
nocrynom. duneTpanus no
MAC — agpecy.

-  Couckn  ympaBieHus
nocrynom. dunprpanus no
IP —agpecam.

- Chuckun  ynpaBieHUs
noctynom. OuibTpanus no
IP —agpecam.

- Iloctpoenne VPN Ha
ocHoBe IPSec nmpoTokoia

- YpaaneHHbld JOCTYIl Ha
6a3e npotokona PPTP,

- IToctpoenue L2TP
TYHHEJIA.

- Opranuzanus
3alUIIEHHOTO yAaJICHHOIO
yIpaBICHUS Windows-
CEepBEPOM.

Haobaoaenue

AHann3

JKCIEePTHAS OLEHKA

@®opMbI U METOZIbI KOHTPOJII U OIEHKH PE3YJbTaTOB OOYYEHUS JIOJKHBI

IIO3BOJIATH

MIPOBEPSATH

y oOydaromuxcs He

TOJIBKO

chOpMHUPOBAHHOCTh

npopeCCHOHANBHBIX KOMIETCHIIMH, HO W pa3BUTHE OOLIMX KOMIIETEHIIMA U
o0ecneunBaroIIUX UX YMEHUH.

PesyabTarsl
(ocBOEHHBbIE 001IIHE
KOMIIETEHLIMH)

OcHoBHbIE MOKAa3aTeIu OLICHKH

pe3yJbTara

DopMBbI U METOAbI

OK 1. ITouumartsb
CYIIHOCTb U

— Ilonumanue cymHocTy u
COLMAIBHON 3HAYUMOCTH

Texymui KOHTPOJIb
Habmonenue
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COLIMAJIbHYIO
3HAYMMOCTb CBOEH
Oynymieit mpodeccuu,
MPOSABIIATH K HEU
YCTOMYHUBBIN UHTEPEC

CHEIUATIBLHOCTH B COOTBETCTBUH C
HOPMATUBHBIMU JOKYMEHTaMU
(kBasIM(pUKAITMOHHAS
xapakrepuctuka, @I'OC).

— JleMOHCTpanus yCTOMYMUBOTO
MHTEpeca B IPOLECCE OCBOCHUS
CHEUAIbHOCTH

9KCH€pTHa}I OILICHKAa

OK 2.
OpraHu3oBbIBaTh
COOCTBEHHYIO
JeSTEIbHOCTD,
BHIOWpATh TUIIOBBIC
METOJIBI U CTIOCOOBI
BBITIOTHCHUS
po¢eCCUOHATIbHBIX
3aJ1a4, OIICHUBATh UX
3 PEeKTUBHOCTD U
Ka4eCTBO

— Opranuzanus COOCTBEHHOH
JETEILHOCTH B COOTBETCTBHUU C
BBIOOPOM METOJIOB U CITOCOOOB
BBITIOJTHEHUS PO ECCHOHATHHBIN
3a7a4

— Ouenka 3¢ (HeKTUBHOCTH U
KadecTBa periecHUs
npodeCcCUOHANIbHBIX 3a/1a4 B
COOTBETCTBHH C MCHEI)KMEHTOM
KauecTBa

Texkymuii KOHTPOJIb
HaGmronenue
DKCIepTHAasl OLIEHKa

OK 3. [Ipunumars
penieHus B
CTaHAAPTHBIX U
HECTaHAAPTHBIX
CUTYallMsIX U HECTH 32
HUX OTBETCTBEHHOCTH

— IIpunsatne pemennii B
COOCTBEHHOM JIEATEIIBHOCTH B
COOTBETCTBHUHM C paboueit
CUTyallMeil B yYeOHBIX U
IIPOU3BOJICTBEHHBIX YCIOBUSX.
— JlemoHCTpaIus CriocoOHOCTH
HECTH OTBETCTBEHHOCTH 3a
pe3yabTaThl CBOCH pabOTHI B
y4eOHBIX U MMPOU3BOACTBEHHBIX
YCIIOBHSIX.

Tekymuit KOHTPOJIb
HaGmronenue
DKcnepTHas OLlCHKa

OK 4. OcyuiecTBiaTh
MTOVCK U
HCITOJTH30BaHUE
uH(bOopMaIH,
HEOOXOTUMOM ISt

3¢ (HEeKTUBHOTO BbBI-
MOJTHEHUS TTPOheCcCHO-
HAJIBHBIX 33]1a4, TIPO-
(hecCHOHAIBHOTO 1

— Ilouck napopmanyu B
COOTBETCTBHUH C 3PPEKTUBHBIM

BBINIOJIHEHUEM MPO(PECCUOHATIBHBIX

3a1a4

Tekymmin KOHTPOJIb
Hab6mronenue
DKcCIepTHas OLIEHKa

JUIHOCTHOTO

pa3BUTHS

OK S. Ucnonb3oBate | — JleMOHCTpaus HCIIOIb30BAHHMSI

nH(pOpPMAITHOHHO- UH()OPMAITMOHHO - Texyuuii KOHTPOIb
KOMMYHUKAIIMOHHBIE | KOMMYHHKAIIMOHHBIX TexHojoruii | Habmonenue
TEXHOJIOTUH B B y4eOHOIi U mpopeccuoHanbHON | OKCIIEPTHASA OLICHKA
npodecCuoHaBbHOMN NESTETLHOCTH
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ACATCIBHOCTH

OK 6. PaGoTats B
KOJJICKTUBE U B

KoMaH i€, 3P HEeKTUBHO
oO1aTecs ¢
KOJUIETaMH,
PYKOBOJICTBOM,
MOTPEOUTESIMU

— Pabora B KoJIJIeKTHUBE U
KOMAaH/I€ B COOTBETCTBUH C
IpaBUJIaMH MEHEKMEHTA.

— OO1eHue ¢ KoJIeraMy,
PYKOBOJICTBOM, MMOTPEOUTEISIMHU B
COOTBETCTBHH C MPABWIIAMHU
TICUXOJIOTUN OOIICHUS.

Tekymuii KOHTPOJIb
Ha6nronenue
DKcIepTHasl OLIEHKa

OK 7. bpatb Ha cebs
OTBETCTBEHHOCTb 32
paboTy 4JICHOB
KOMaH/IbI
(TOTYMHEHHBIX ),
pe3ynbTar
BBITIOJIHEHUS 3aJaHUN

JleMoHCTpaIus crrocoOHOCTH
HECTH OTBETCTBEHHOCTH 3a
pe3ynbTaThl padOTHI YWICHOB
KOMaH bl (MTOAYMHEHHBIX) U
pe3ynbTaTa BBITOJIHCHUS 33JIaHUs B
y4eOHBIX U MTPOU3BOACTBEHHBIX
YCIIOBHSIX.

Texkymuii KOHTPOJIb
HaGmronenue
DKCIepTHas OLICHKa

OK 8.
CamMOoCTOSTENHLHO
OTIPENICIIATh 3aJ1auu
po¢heCCUOHAIILHOTO H
JIMIHOCTHOTO
Pa3BUTHS, 3aHUMATHCS
caMo0Opa30BaHUEM,
OCO3HAHHO
MJIAaHUPOBATH
MTOBLIIIIEHHE
KBaJTu(UKAIUN

[TnannpoBaHre caMo0Opa30BaHUS
Y TIOBBIIICHUS KBATU(PUKAIIUU B
COOTBETCTBUU C U3MEHEHUSIMHU
TpeboBaHmii paboToaaTeneu.

Texkymuii KOHTPOJIb
HaGmronenue
DKcnepTHas OllCHKa

OK 9.
OpueHTHpOBaTHCS B
YCIIOBHSIX YaCTOMU
CMEHBI TEXHOJIOTH B
npo¢hecCUOHAIBHOM
NeSATEeIbHOCTU

JleMoHcTparusi CocoOOHOCTH
OPHEHTHUPOBATKLCS B YCIOBHSIX
4aCTOW CMEHbI TEXHOJIOTUH B
npodeCCUOHANILHON JeATeIbHOCTH

Tekymmii KOHTPOJIb
Hab6mronenue
DKcIepTHas OLIEHKa

IIpomekyTouHasi aTTecTANMSI:
MAK.03.01, MJIK.03.02 - tudppepeHIIUPOBAHHBIN 32a4eT KOMILUIEKCHbBIN
VII.03, II11.03 - nuddepeHuUPOBAHHDBIN 3a4eT KOMILIEKCHBIN
IIM.03 - 3x3aMeH (KBAJIH(PUKAITUOHHBIN)
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