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PabGowas nporpamma npoeccHOHATLHOIO MOJY/S COCTABJCHA HA OCHOBE
MesepanbHOro  rocylapeTBEHHOrO  00pA30BATENBLHOIO  CTAHAAPTA  CPEHEro

npo)ecCHOHATBHOrO obpazosanus no CTIELHAIBHOCTH 11.02.15
MHPOKOMMYHHKALIHOHHBIE CETH M CHCTEMbl CBA3M, INPHMEPHOH OCHOBHOI
obpazoBaTtenbHOM nporpaMmsl no CNeHaNbHOCTH 11.02.15

NHPOKOMMYHHKAUMOHHBIC CETH M CHCTEMBI CBS3HW M B COOTBETCTBHH C yueOHbIM
naaHoM no crneuranbHocTH 11.02.15 MHGOKOMMYHHKAUMOHHBIE CETH M CHCTEMBI
CBSI3H.

PaGouas nporpamma paccmortpena u ojo6pena uukinoBoit komuccueii Cereil
CHCTEM CBA3H, TeJICpaHOBEILIAHHA

Mporokon Ne 7 or 3¢ £/ 2 2026 T.
[Npeacenarens c ~—~ _ILM. Prixxos
Cocrasurenn:

I'LM. Proxkos, npenoaasarens AKT () CIT6I'VT.
M.B. Kynuusina, npenosasaress Bhicieil ksanudukaponnoii kateropun AKT
(¢) CITOI'VT.
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1 OBIIASI XAPAKTEPUCTHUKA PABOYEW TIPOT'PAMMBI
IMPOPECCHUOHAJBHOI'O MOAYJIA ITM.03 OBECIIEYEHHUE
WH®OPMAIIMOHHOM BE30OITACHOCTHA
WH®OKOMMYHUKAIIMOHHBIX CETEM 1 CUCTEM CBSI3U

1.1 O6aacTb npuMeHeHUs1 padoyeil MPOrpaMmbl

PabGouass mporpamMma mnpodecCHoHaTBLHOTO MOIYJS — SBJSIETCS YacThbiO
MPOrpaMMbl MOJATOTOBKH CIICLIMATIMCTOB CpeaHero 3BeHa B cooTBeTcTBUM ¢ PI'OC no
cnenuanbHocTr CITO 11.02.15 MHDOKOMMYHUKAITMOHHBIE CETH M CUCTEMBI CBSI3H.

1.2 Heab U muanupyemMbie pe3y/bTaTbl 0CBOCHHS NPOdecCHOHATIBLHOIO
MOIYJIAA

B pesynbraTe nzydeHus npopecCuoHaAIbHOTO MOTYJIS CTYAEHT JOJIKEH OCBOUTD
BU/T NeSATEebHOCTH «ObecneueHue MH(POPMAITMOHHOMN 0€301acHOCTH
WH()OKOMMYHHUKAITMOHHBIX CETEH W CHCTEM CBSI3M» W COOTBETCTBYIOIIHE €My OOIIHE
KOMITETCHIIUH U TTPO(ECCHOHATbHBIE KOMITCTECHITUH:

1.2.1 TIlepedeHb 0OMUX KOMIIETEHITAN

Kon HanmenoBanue o0IMX KOMITETEHITUN
OK 01 Beibupats  cmocoObl  pemieHus  3amad  podeccroHaIbHOM
NEATEIbHOCTH, IPUMEHUTENBHO K PA3JIMYHBIM KOHTEKCTaM
OK 02 Hcnonbs30BaTh COBpPEMEHHBIE CPEACTBA IOMCKA, aHaiuu3a |

UHTEpIpeTanuu HHPOpMaluu, U UHOOPMAIMOHHBIC TEXHOJIOTHH
JUTSI BBITIOJTHEHUS 3a71a4 Po(deCCUOHATBHON NESATeITbHOCTH

OK 03 [InanupoBaTh U peann30BbIBATH COOCTBEHHOE NpO(eccrHoHaIbHOe
JUYHOCTHOE DPAa3BUTHE, TMPEANPUHUMATEIBCKYIO IESTEIBHOCTh B
npodeccuoHaNIbHON cepe, UCIOIb30BaTh 3HAHUS 0 MPABOBON U
(UHAHCOBOM TPAMOTHOCTH B Pa3JIMYHBIX )KM3HECHHBIX CUTYAIIHSIX.

OK 04 D¢ GheKTHBHO B3aMMOJCHCTBOBATh M PadOTaTh B KOJUICKTUBE H
KOMaH/ie
OK 05 OcCylecTBIATh YCTHYHO M IHCbMEHHYI0 KOMMYHHUKAaLUIO Ha

rocyaapctseHHOM s3blke  Poccuiickon ®enepanuu € ydeTom
0COOEHHOCTEH COIMAIBLHOTO U KYJIHbTYPHOTO KOHTEKCTA

OK 06 IIposBaATH IpaXXJaHCKO-TTATPUOTUYECKYIO IIO3ULHIO,
JNEMOHCTPUPOBAaTh  OCO3HAHHOE  IIOBEACHME  HAa  OCHOBE
TPAAULMOHHBIX POCCUICKHUX TyXOBHO-HPAaBCTBEHHBIX LIEHHOCTEN, B
TOM 4YHCJIE€ C YYETOM TapMOHM3ALUU MEXHAUUOHAIBHBIX W

MEKPETUTHO3HBIX OTHOILIECHUH, PUMEHSTh CTaHIApPTHI
AHTUKOPPYIIIMOHHOTO MOBEJICHHSI
OK 07 ConeiicTBOBaThH COXPaHEHUIO OKpYXKarolen Cpenpl,

pecypcocOepexeHuto, MPUMEHITh 3HaHUSI 00 U3MEHEHUHU KJIMMATa,
MPUHIINIIBI OEPEKIUBOTO MPOU3BOACTBA, 3)PEKTUBHO TEHCTBOBATH
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B quSBquaﬁHBIX CUuTyanuiax

OK 08 Hcnonp30Bath cpecTBa PU3NIECKON KYIBTYPHI AJISl COXPAHEHUS U
VKpeIJIeHusT  3l0pOBbs B  Tporecce  MpodecCHOHATBHOU
AESITeIbHOCTH U MOJIIEpKaHUsI HEOOXO0AMMOTO YPOBHS (PU3UYECKOM
MTOJATOTOBJIIEHHOCTH

OK 09 [Tonmb30BaThCs npodeccruonanbHOM JIOKYMEHTAaIEN Ha

IroCyaapCTBCHHOM U HHOCTPAHHOM A3BbIKAX

1.2.2 Ilepeuenp npodeccuoHaIbHBIX KOMIIETCHITUI

HanmMmeHnoBanue BUOOB ACATCIBHOCTH U HpO(l)eCCI/IOHaJ'IBHBIX

Kon .
KOMIICTCHITUM
B3 O6ecneuenne nHGOPMAIIMOHHON OE30MaCHOCTH
MH(POKOMMYHUKAIIMOHHBIX CETEH U CUCTEM CBSI3U
I[IK 3.1 | BeisiBIaATh yrpo3bl U YA3BUMOCTH B CETEBOM HH(MPACTPYKType C
HCIIOJIb30BAHUEM CHUCTEMBI aHaJIN3a 3alUIISHHOCTH
IIK 3.2 | Pa3pabarbiBaTh KOMIUIEKC METOJOB M CPEJCTB 3aIUThl HHGOPMAIIUU B
MH()OKOMMYHUKAITMOHHBIX CETSIX M CHCTEMaXx CBSI3U
IIK 3.3 | OcymecTBIsITh TEKYyIEe aIMUHHCTPHUPOBAHHUE TSt 3allUTHI

MH(POKOMMYHUKAIIUOHHBIX CETEH U CUCTEM CBSI3M C MCMOJb30BAHUEM
CIEHHUATU3UPOBAHHOIO MPOTPAMMHOI0 0OECIIeueHUsI 1 000PYI0BAHUS

1.2.3 B pesynbrare ocBOeHUS MPOPECCHOHATTEHOTO MOAYJIS CTYJEHT JOJIKEH:

Bnaners HaBbIKaMu - aHAJIM3UPOBATH CETEBYIO HHPPACTPYKTYPY;

- BBISBIATH yIpO3bl U  YSI3BUMOCTH B  CETEBOU
uHPPaCTPYKTYypeE,

- pa3pabaThiBaTh KOMIUJIEKC METOJOB M CPEJICTB 3aIUTHI
uHpopmaruu B UHGOOKOMMYHUKAIIMOHHBIX CETAX U
CUCTEMAaX CBSI3H,

- OCYHICCTBIISITH TEKyIlee aJIMUHUCTPUPOBAHUEC IS
3aIUTHl KHPOKOMMYHHUKAIIMOHHBIX CETEH M CUCTEM CBSI3H
- WCIIONIb30BaTh CHEIUAIM3HPOBAHHOE TMPOTPaMMHOE
obOecrieueHuss W 00OpymOBaHWUS IS 3aIIUTHI
WH()OKOMMYHUKAITMOHHBIX CETCH U CHCTEM CBSI3H.

YMETH

- KJIacCH(PUIUPOBATh  yIPO3bl  HHPOPMAIMOHHOMN
0e3o0macHOCTH B MH(GOKOMMYHHUKAIIMOHHBIX CHUCTEMax U
CeTsIX CBS3H,

- TPOBOAMTH AaHANU3 YIpo3 M YSI3BUMOCTEH CeTeBOil
oe3omacHoctu  [P-cereii, OeCIIpOBOAHBIX  CETEeH,
KOPIIOPaTUBHBIX CETEH;

- OIpenessiTh BO3MOXKHBIE CETEBbIE aTaKh U CIOCOOBI
HECAaHKIIMOHUPOBAHHOTO  JOCTYNa B KOHBEPI€HTHBIX
crcTeMax CBSI3H;
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- OCYIIECTBJISTH  MEPOINPHUATHS IO  MPOBEJICHUIO
aTTECTAIIMOHHBIX PaOOT U BBISBICHUIO KAaHAJIOB YTEUKH;

- BBIABJISATH HEAOCTATKH CHCTEM 3aIlUTHl B CHCTEMaX H
CETAX CBSA3M C HCIOJb30BAHUEM CIICIIHATM3UPOBAHHBIX
MIPOTPAMMHBIX MPOAYKTHI

- BBINIOJIHATH TECTUPOBAHHUE CUCTEM C II€JIBIO OTIPEICIICHHS
YPOBHSI 3alIUIIIEHHOCTH,

- ONpEeAeNATh ONTUMAJbHBIE CIOCOOBI OOECTICUCHUS
nH()OPMAITMOHHON O€30TTaCHOCTH;

- TIPOBOJIUTH BBIOOP CPENICTB 3AIIUTHI B COOTBETCTBUM C
BBISIBIICHHBIMU  YTPO3aMH B HMH(POKOMMYHUKAITMOHHBIX
CeTsIX,

- MPOBOAUTH MEPONPUSITHS 1O 3aIIuTe HHPOPMAIUU Ha
NPEANPHUATHSIX CBS3H, OOCCIEUHMBATh WX OpTraHU3AIHIO,
OTIPENICNIATH CIIOCOOBI M METOBI peanu3alluu;

- paspabarbiBaTh IIOJUTUKY O€30MAaCHOCTH CETEBBIX
AJIEMEHTOB U JIOTUYECKUX CETEH;

- BBINOJIHATH PAcUeT U YCTAHOBKY CIEIUATIU3UPOBAHHOTO
obopynmoBaHuss  JJI1  oOecmedeHus  MaKCHUMaJbHOMN
3aIUIIIEHHOCTH CETEBBIX DJIEMEHTOB M JJOTHYECKHX CETEH;
- MPOU3BOJIUTh YCTAHOBKY U HACTPOMKY CPEJCTB 3aIUThHI
OTEPAIIMOHHBIX ~ CHUCTEM,  HMHPOKOMMYHUKAIIMOHHBIX
CHUCTEM U CeTeH CBSI3H,

- KOH(UTYypUpOBaTh aBTOMATHU3UPOBAHHBIC CHUCTEMBI U

MH(POPMAITMOHHO-KOMMYHUKAIMOHHBIE ceTu B
COOTBETCTBUU c ITOJIUTUKOU uH(OPMAITMOHHON
0e30I1aCHOCTH;

- 3alIMIIATh 0a3bI JAHHBIX pu ITOMOILIA
CIICLIMAJIM3UPOBAHHBIX POTrPAMMHBIX IPOILYKTOB;

- 3alUIIaTh PECypchbl NHPOKOMMYHUKAITMOHHBIX CETEeH U
CHUCTEM CBSI3U KpUnTorpadudeCKUMHA METOJaMHU.

3HAaThb

- TIPUHITUTIBI MMOCTPOCHUS UH(POPMAITMOHHO-
KOMMYHUKAIIMOHHBIX CETCH;

- MOXKIYHapOIHBIC  CTaHAAPThI  MH(POPMAITMOHHOU
0€30MacHOCTH IS IPOBOIHBIX M OECIIPOBOIHBIX CETEH;

- HOpPMaTHBHO - TIPABOBBIC W 3aKOHOATCIIbHBIC aKThI B
obsactu UHGOPMAITMOHHON OE30T1TaCHOCTH;

- AaKyCTHYECKHE U BHOpPOAKYCTHYECKHE KaHAJbl YTCUKH
nHpopMauu,  OCOOCHHOCTHM WX  BO3HUKHOBCHUS,
OpraHW3allid, BBISBIICHUS, U 3aKPBITHUS;

- TEXHWYECKHE  KaHajdbl  yTeUYKHu  uHOOpMAIH,
pealin3yeMble B OTHOIIEHHH 00bEKTOB HH(GOPMATU3ALIUN U
TEXHUYECKUX CPEICTB MPEANPUATHN CBSI3U, CIIOCOOBI WX
OOHApPYKCHHSI U 3aKPBITHSI;

- cnocoObl W METOJbI OOHAPYXKEHHs] CPEJICTB ChEMa

6




uH(pOpMaIUKU B paiMOKaHAIIE;

- KJIacCU(PUKALIMIO YTPO3 CETEBOM 0€30M1aCHOCTH;

- XapaKTepHble 0COOEHHOCTH CETEBBIX aTaK;

- BO3MOXKHBIE CITOCOOBI HECAHKIIMOHHUPOBAHHOTO JIOCTYTa
K CUCTEMaM CBSI3H,

- TpaBuWJIa MPOBEJIECHUS BO3MOXHBIX MPOBEPOK COTIACHO
HOpMAaTUBHBIM JJOKyMeHTaM PCTIK;

- ATambl ONpeIeTeHUsT KOH(PUICHITNATFHOCTH JOKYMEHTOB
00BbEKTA 3aIMTHI;

Ha3HA4YCHHE, KIACCH(PUKAIUI0O U TMPUHIUIBI PabOTHI
CIEIUAIU3UPOBAHHOTO 000PYIOBAHUS;

- MeToAbl W CHOCOObl  3allUThl  HWH(pOpPMAIUU
oecnpoBoaHbIx Jormyeckux cereir or HCJ/] mocpeactBom
poTokosioB WEP.

WPA u WPA 2;

- METOAbl W CpeacTBa 3alMThl HMHGOpPMAIMU B
TEJICKOMMYHUKAIUIX OT BPEIOHOCHBIX MPOrPaMM;

- TEXHOJIOTMH MPUMEHEHHUSI IPOTPAMMHBIX MPOJTYKTOB;

- BO3MOXKHBIE CIIOCOOBI, MECTa YCTAaHOBKHM M HACTPOWKH
MIPOTPAMMHBIX TTPOTYKTOB,

- METOAbl M  CHOCOOBI  3alllUThl  WMHQOpPMAIIUH,
nepeaBaeMoi 1Mo KaOeaIbHBIM HAPABIISIONINM CUCTEMAaM;
KOH(HUTypanuu 3amuinaeMbIX CETeH;

- aJITOPUTMBI pabOTHI TECTOBBIX MPOTPAMM;

- CpEICTBA 3aIUTHI PA3IMYHBIX ONEPAIMOHHBIX CHCTEM H
cpelbl mepenayn nHGOpMaInH;

- cnocoObl W MeToAbl mudpoBaHUs (KOJUPOBAHHE W
JIEKOJIMPOBaHKE) HH(OpMaIuu.

1.3 KoauyecTBO 4YacoB, OTBOAHMOE HAa OCBOeHHEe MNPOGecCHOHATHHOTO
MOYJIst

Bcero wacos — 244.
B TOM 4Hciie B (hopMe NPaKTUUECKOM MOAroTOBKH — 166.

N3 Hux

Ha ocBoeHne MJ/IK.03.01 — 118 ygacoB, B ToM ymucie caMocToATeNbHas padoTa —
22 yaca,

Ha npaktuku — 108 wyacoB, B TOM uyucie y4eOHyro — 36 4YacoB U

MIPOU3BOJICTBEHHYIO — /2 Haca.
[IpomexxyTounas arrecranus — 18 gacos.



2 CTPYKTYPA U COAEPKAHUE NPO®ECCHUOHAJIBHOI'O MOAYJISA

2.1 Ctpykrypa npogeccHOHATBHOI0 MOYJIA

O6beM npodeccuoHanTbHOTO MOAYJIS, aK. yac.

Pabora oOydaromuxcst BO B3aNMOJICHCTBUH C

Konsl HaumenoBanus CyMMVa P [Iperiofiapate/ieM [TpomexyT
po¢eCCHOHAIIbHBI pasnenon O%H;I:M Obyuenne mo MAK [MpakTuku Camoc- ouHas
X, 00IIuX npoecCHOHATLHOT HarpysK B ToM Hrene 0 TO_}II{T;HB aTTecTanu
KOMIIETCHIIHH 0 MOJyJIA _uac, | Beero | JlaGoparopmex n | Kypcossx I;OC?BO padora i
MPaKTHECKHIX pabot YueOHnas BeHHAs (9K3aMeH)
3aHATUN (IpoeKTOB)
IIK 3.1-3.3 Pa3nean 1.
OK 01- OK 09 [Ipumenenue
IPOrpaMMHO-
armapaTHBIX
CPEJICTB 3aIUTHI 118 96 58 i i i 29 i
uH(bOopMaIK B
MH(HOKOMMYHUK
AIIMOHHBIX
CHUCTEMax 1
CeTSIX CBSA3U
I1K 3.1-3.3 VYuebHas
OK 01- OK 09 MpaKkTUKa (1o
npoghunio 36 36 .
cneyuaibHoOCmu)
, 4acoe
IIK 3.1-3.3 IIpousBoicTBEH
OK 01- OK 09 Hasl IPaKTUKa 72 72 -
(o podutro




CIEIUATBHOCTH),
4acoB

I1K 3.1-3.3
OK 01- OK 09

IIpomexyTouHas
aTTecTauus
(7K3aMeH)

18

Bcezo:

244

96

58

36

18

72

22
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2.2 TemaTHYecKHUil VIaH U coJep:kaHue npodeccuoHaabLHOro moay.as (IIM)

HaumeHoBaHue pa3aesioB u
TeM NPo(PecCHOHAIBHOTO

Coaepxxanue yueOHOro MmarepuaJia,

moayJas (ITM), JIa00paTOpPHBbIE U MPAKTHYECKHE 3aHATH, CAMOCTOATEIbHAsA yueOHas | O0beM B yacax
MEKIM CIUTTHHAPHBIX pabora o0yyaommxcs, KypcoBasi pabora (IpoeKr)
kypcoB (MIK)
1 2 3
Paznen IIM.1 IIpumenenre nmporpaMMHO-aapaTHbIX CPEACTB 3aIUTHI HHPOPMALIUH B 154
MH()OKOMMYHHUKAIIMOHHBIX CHCTEMAaX U CETSAX CBSI3H
MJK 03.01 3amura uHdopManu B MHPOKOMMYHUKANMOHHBIX CHCTEMAX M CETAX CBA3HM 118
Tema 1.1. Conep:xanue 8
OcHOBBI 0€3011aCHOCTH 1 | AKTyanbHOCTB IpOOIeMBbl 0OecTieueHus 0€30MacCHOCTH
MH(pOPMALIMOHHBIX TEXHOJIOTHM MH(GOPMALMOHHBIX TEXHOJIOTH. MecTo U posib HHPOPMALIMOHHBIX 9
cucteM. OCHOBHbBIE IPUYMHBI 000CTPEHUS MPOOIEMBI 00ECTICUEHHUSI
0e30MacHOCTH MH(OPMALIMOHHBIX TEXHOJIOTHII.
2 | Yrpo3bl 6e30nmacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHIA. 2
Knaccuduxanus yrpo3 6€301MacHOCTH.
3 | OCHOBHBIE 3alIUTHBIC MEXaHU3MBI, peaTu3yeMbIe B paMKax
pa3IUYHBIX MEP U CPeACTB 3auThl. UnenTudukanus u 2
ayTeHTU(UKaLMs 0JIb30BaTENIEH.
4 | Ilpunaiunsl obecrieueHusi 0€30MacHOCTH HH(HOPMAITMOHHBIX
TeXHOJOTUH. [IpMHIMITBI TOCTPOEHUS CUCTEMBI OOECTIeUeHUs 2
6e3omacHOCTH MH(OPMAIIMK B aBTOMATHU3UPOBAHHON CUCTEME.
JlaGopaTopHble 3aHATHA 8
1 | JoKyMeHTBI, periaMeHTUPYIOLIUE IEITeTbHOCTh B 00JaCTH 3aIUTHI 4
uHdopMauu.
2 | OTBETCTBEHHOCTh 3a HapylUIeHUs 3aKOHOJATENhCTBa B cdepe 2

3amuThl THHOPMAIIHH.




3 | Anamus Jloxtpunst b PO.

N

CamocrosiTeibHas padoTa 00y4alIINXCH

1

H3y‘{eHI/IC IMOCTAaHOBJICHUU IMPaBUTCIILCTBA, 3AKOHOB U JPYIUX
PYKOBOJAIINUX JOKYMCHTOB B obnacTu 3allIUThI I/IH(i)OpMaHI/II/I.

N

2

N3ydenne BO3MOKHOCTEN U TEXHUUECKUX XAPAKTEPUCTUK
MIPOrPaMMHO-AMNIAPATHBIX CPEJICTB 3alUThHI HH(OPMALIUH.

Tema 1.2.
O0Oecnieuenne 0€30IMaCHOCTH
MHDOPMAIMOHHBIX TEXHOJIOTHH

Conep:xkanue

1

Ocobennoctu obecreueHus HHPOPMAITMOHHOM 0€301TaCHOCTH B
KOMITBIOTEPHBIX ceTsX. Crnienudukaius CpeiCTB 3alIUThHI B
KOMITBIOTEPHBIX CETSIX

CerteBble MOJIENH MIEPENAYN TAHHBIX. MOIe]Ib B3aUMOICCTBUS
oTkpbIThIX cucteM OSI/ISO. Ctpykrypa nmakera. [lludpoBanue

TuroBble yaaleHHbIE ATAKA U UX XapaKTepUCTHUKA. [[puHIHAIBI
3AIIMTHI PACIIPEAEIECHHBIX BBIUNCINUTENBHBIX ceTel. [[puHInmb
ITOCTPOCHMS 3AIIMIIEHHBIX BBIYACINUTEIBHBIX CETEN

JlaGopaTopHble 3aHATHA

18

Nzmenenne MAC-aapeca 8 OC Windows.

W3yuenne Tpadrika araku ¢ momoIso mporpammel Wireshark.,

N

OOHapyXeHHUE CETEBBIX aHATN3ATOPOB C MTOMOIIBIO MPOTPAMMBI
Cain&Abel.

N

VYs3BumocTH npotokosia ARP.

MonuTopunr tpaduka ARP.

KoHTpoJib HaJ MOAKIIFOYEHUEM Y3JIOB K MOPTAM KOMMYTATOPA.

Cnucku ynpasienus gocrynom. @unpstpanusa no MAC — agpecy.

Cnucku ynpasiienus aocrynoM. @unpsrpanus no |IP — agpecam.

CamocTosiTe/ibHas pad0Ta 00y4YAKIINXCS

3

JlomoTHUTENPHOE KOHCIIEKTUPOBAHKUE MaTepraja 1o TeMe
«Obecneuenre 6e30MacHOCTH MHOOPMAIIMOHHBIX TEXHOJIOT U

NIDOINININAIN

4

IIpoBenenre nHbOpPMaIMOHHOE 00CIICIOBAHUE 3aIIUIIAEMbIX

D
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| pecypcoB

Tema 1.3.

Ob6ecneuenne 6e30MaCHOCTH
CTaHJAAPTHBIMHU CPEICTBAMH
3aIUTHI

Copep:kanue 14
1 JlokanbHbIEC MOJUTUKU O€30MaCHOCTH 2
2 Haznauenue, BO3MOXHOCTH U 3aIIUTHBIE MEXaHU3MbI MEKCETEBbBIX
HKPaHOB. YTPO3bl, CBA3AHHBIE C IEPUMETPOM CETHU. THUIIBI 2
MEXKCETEBBIX 9KpaHOB. CepTu(UKaIMSI MEKCETEBBIX YKPAHOB.

3 Bupryanbnasie yacTHble cetd. VPN Ha 0CHOBE KpUITOLLIIO3A. 2

4 OOHapyXeHue U yCTpaHEHUE YSI3BUMOCTEH. APXUTEKTypa CUCTEM 9

yIPaBJICHUS YSA3BUMOCTSIMHU.

) Oco0eHHOCTHU CETEBBIX Ar€HTOB CKAHUPOBAHMSL.

Criennanu3upoBaHHbINM aHanK3 3amuieHHoctd. O030p cpeacTs 2
aHaJIM3a 3allMIIEHHOCTH.

6 MonutopuHr coObiTuii 6e3omacHoctu. Mudpacrpykrypa 2

yIpaBJICHHs )KypHaJIaMu coObITUI. KaTteropuu xypHajaoB COOBITHIA.

7 BBenenue B TeXHOIOTUIO 0OHapyxeHus aTak. Knaccudukanus 2

cucTeM OOHApYKEHHs ATaK.
JlabopaTopHble 3aHATHSA 30
12 | Hactpotika mexcereBoro skpana DFL-210 4
13 | Hactpotika nakeTHoro ¢uibtpa iptables. 6
14 | IToctpoenne VPN na ocaoBe IPSec npoTokona. 2
15 | Yaanenusiit qoctyn Ha 6a3e npotokosia PPTP. 2
16 | [Toctpoenne L2TP tyHHens. 2
17 Opranu3anys 3alMIeHHOTO yaaaeHHOTo yipasienus Windows- 5
CEPBEPOM.

18 WuBeHTapu3alys CeTeBbIX PECYPCOB C UCIOIB30BAHUEM YTUIUTHI 6
nmap.

19 | AHanIM3 3alIUIIEHHOCTH CETEBBIX PECYpCOB 6

CamocrosiTeibHasi pad0Ta 00y4aAKIIMXCS 10
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[IpuMeHeHre mporpaMMHO-aNMnapaTHbIX CPEACTB JI1 00eCcTIeUeHUs
pasrpaHUYeHusl IOCTYMA K 3aluiiaeMoil HHPOPMaIIUH.

[IpuMeHeHre aHTUBUPYCHBIX MPOrPaMM JJIs 3alUThl UHPOpMaUu
OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

[IprMmenenne pa3InyHbIX NPOrPAMM JUIs OTIEPATUBHOIO U
rapaHTUPOBAHHOTO BoccTaHOBIeHUs1 nHGopMmaruu Ha [1K.

CocTaBiieHHe TaOJIUIBI TSI CPABHEHHS XapPaKTEPUCTUK MEKCETEBBIX
IKPAHOB

Cocrapnenue TabJIMIbI CPAaBHUTEIBHBIX XapaKTEPUCTHK YCTPOICTB
ayTeHTU(UKALINH

Tema 1.4.
Kpunrorpaduueckas 3amnmra
uHpopmauu

Conep:xanue

oo

1

OcHoBsl kpuntorpaguu. CTpykrypa Kpuntocuctembl. OCHOBHBIE
METO/JIbI KPUNITOrpaduyecKoro npeoOpa3oBaHus JaHHBIX

2

CI/IMMCTpI/I‘IHble KPUIITOCHCTCMBI. ACCI/IMMCTpI/I‘-IHBIe
KPpUIITOCHUCTCMBbI

KpunrocucteMsl ¢ OTKpHITHIM KJIF04OM. OCHOBBI IIN(POBAHUS C
OTKPBITHIM KJIFOYOM. ANITOpUTM oOMeHa kintodamu Juddu-
Xennmana. AnroputM mudposanus Rivest-Shamir-Adleman (RSA)
C OTKPBITBIM KJIFOYOM.

Cucrtemsl anekTpoHHoM noanucu. [Ipobiema ayrentudukanum
JaHHBIX U AJIEKTPOHHAS LU(poBas NOANUCH. TeXHOIOrHs paboThI
AJIEKTPOHHOM monucu. bezonacHbie Xen-QyHKITUU, aITOPUTMbI
xemmupoBaHusa. KOHTpoIpHOE 3HAYEHUE TUKINYECKOTO
u30bITouHoro koaa CRC. Ludpossie cepTuduKaThl.
OtevecTBeHHBIN cTannapT HudpoBoi noanucu. [louarue
KPUNTOAHAIN3A.

JlaGopaTropHble 3aHATUA

20

[IudpoBanne TaHHBIX CHMMETPUYHBIMHA U ACCUMMETPUYHBIMU
aJrOPUTMAMU
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CamocrosiTeibHasi padoTa 00y4alIIHMXCH

N

10 | IlpumeHeHue pa3IMUHBIX BUJIOB MM (PpoBaHUs HHPOpMaIIHH, 2
xpansuieiics Ha [1K 1 BBIHOCHBIX HOCUTENSIX UHPOPMALIUU C LIETbIO
IPENOTBpALICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
IIpomexxkyTouHasi arrecrauus B gopme AudgpepeHIHPOBAHHOIO 3a4eTa 2
Y4eOHast mpaKkTHKA Conep:xxanue yueOHOH NPAKTUKH 36
Buaer pador 1 | YcranoBka, HacTpoiika U 0OCIIy’)KMBaHHE TEXHUUECKUX CPECTB 6
3a1UThl UHQOPMAIIMU U CPEACTB OXpaHbl 00BEKTOB
2 | YcTaHOBKa M HACTPOIKa TUMOBBIX MMPOTPAMMHO-ANIAPATHBIX CPEACTB 6
3aIIUTHl THQOPMALIMH
3 | Bebop cmoco0oB 1 cpeicTB MHOTOYPOBHEBOM 3aIIUTHI
TEJIEKOMMYHHUKAIIMOHHBIX CETEN B COOTBETCTBUU C HOPMATHUBHO- 6
paBoBOM Oa3zoi
4 | [IpoBeneHne TUMOBBIX ONEpPALlUU HACTPOUKH CPEICTB 3alLIUTHI 6
ONEPAMOHHBIX CUCTEM
5 | IIpoBenenue arrecTanui 0OBEKTOB 3aIUTHI 6
6 | 3amuTa TENEKOMMYHUKAIIMOHHBIX CETEH TEXHUUECKUMU CPEICTBAMU 6
B COOTBETCTBUU M3 HOPMATUBHBIX TOKYyMEHTOB PCTOK
IIpou3BoACTBEHHAS IPAKTHKA 72
Buabl pador
VYyacTue B CO31aHNM KOMIUIEKCHOW CHCTEMBI 3aIUThI HA MPEATIPUSITHH.
[IpumeHeHne nporpaMMHO-aINIapaTHbIX CPEICTB 3alUThI MH(OPMAaLIMK Ha PEANPUATUN
[IpuMeHeHrne HHXEHEPHO-TEXHUUYECKUX CPEACTB 3alIUThl HH)OPMALIMK HA TIPEITPUSITUH.
[Ipumenenue kpunrorpad@uyecKux CpeicTB 3alIUThl MHOOPMAIIMU Ha NPEITPUSITHH.
IIpome:xxyTouHas arrecTanus (3K3aMeH) 18
Bcero 244
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3  ydJaoBus PEAJIM3ALINN IHPOI'PAMMBbI
INPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 s peanusauud  NporpaMMbl  NPO(ecCHOHATBHOIO  MOIYJIA
MpeayCMOTPEHBI CJIeAYIOlHe CTieliaTbHbIe MOMeIeHHUsI:

Peanuzanus nporpammbl MOayssl TpeOyeT HalMuus KaOWHETa KOMIBbIOTEPHOTO
MOJIEJTUPOBAHMUS, nabopaTopuu UHGOPMAIIIOHHON 0e30macHOCTH
TEJICKOMMYHUKAIIMOHHBIX CUCTEM, Ja00OPaTOPUU TEICKOMMYHHUKAIIMOHHBIX CUCTEM.

KabGuHeT KOMIBIOTEPHOTO MOJEIMPOBAaHHUs, OCHAIEHHBIA OOOpPYIOBAaHUEM U
TEXHUYECKUMH CpPEACTBAMH  OOYUCHHS: CTOJ Ha MeTajuloKapkace ISl
npenogasarens — 1 mWT., cToil Ha MeTauiokapkace — 1 mr., kpecino FOmurep— 2 wr.,
TabypeT ydeHHUeCKui— 14 IT., CTON KOMIBIOTEPHBIH Ha METaNIOKapKace JIEBBIM
ydyeOHasi Jocka — 5 IIIT., CTOJI KOMITBIOTEPHBIN HAa MeTaJulokapKkace npasbiii — 10 mit.,
[TK 1 mT.: morutop 19” TFT HP LA 19519, cucremnsrii 6ok (Colorsit L8011/Asus
P5LD2 SE/Intel Core 2 Duo E4300 1.8GHz/DDR Il 2Gb/GeForce 8400 GS/Seagate
80Gb SATA I1/Gigabit Lan), T1K 14 mr.: mouutop 17” TFT Samsung Sync Master
740N, cucremusii Omok (Microlab M4108/ASRock P4i65G/Intel Pentium 4
2.4GHz/DDR 2Gb/Seagate 80Gb IDE/FE Lan), mynsrumeaua-npoektop Casio XJ-
Al140V, »skpan Lumien Master Picture 4*3, yuyeOHas g0CKa, MPOrpaMMHOE
obecieuenne: MS Windows XP, MS Visio 2007 (rpaduueckuii peaaxTop),
LibreOffice 5 (B cocraBe TekcroBwiii pemakrop LibreOffice Writer), MathCAD
2014, Multisim 10.1, Any Logic 7, Koucynerant+, Free Pascal 3.0.2, Python 3.4,
Foxit Reader 7, 7-zip16.04, Inkscape, Notepad, KiCode, Chrome, ANI, GIMP, Opos
records, VerseQ, GPSS World Student Version 5.2.2, nokanbHas ceTh ¢ JOCTYIIOM K
3bC u CH10.

JlaGopatopuss MH(POPMAIIMOHHOM OE30MaCHOCTH  TEJICKOMMYHUKAIIMOHHBIX
CUCTEM, OCHAILEHHasi 000py/1I0BaHUEM U TEXHUYECKUMU cpelicTBaMu oOyueHus: Cton
OJTHOTYMOOBBIH - 1 MIT., CTOJI KOMIIBIOTEPHBIN Ha METANIMYECKOM Kapkace - 14 mrT.,
Hocka xmaccHas JIA-32 — lmr., TenekoMMyHUKarmoHHbd mkad 19 — 1 mr.,
kommyTtaropsl DGS-3312SR - 2 mr., xommyratopel DES-3526 - 4 .,
kommyTtatopbl DES-3200-24 - 3 mt., kommyTtaTopsl DES-3028 - 3 mit, MmexxcereBble
skpanbl DFL-210 - 2 mr., TIK 1 mr.: moautop 17” TFT Samsung 172S, cuctemMHbIit
om0k (Microlab/Intel Core 13 2120 3.3GHz/ DDR 111 2Gb/WD 500Gb SATA/Gigabit
Lan), I[IK 14 wr.: monutop 17”7 TFT HP 1740, cucremusiii 6nox (HP Compaq
dx2000/Intel Pentium 4 2.8GHz/ DDR Il 1Gb/Seagate 40Gb IDE/Intel Pro 100 Lan),
MYJIbTUMEINA-TIPOCKTOP Mitsubishi XD211U, KOHCOJIbHBIC Kabenwu,
COeMHUTENIbHBIC MTPOBOa, MporpaMMuoe odecreucHue: MS Windows Server 2008,
MS Windows Server 2008 R2, LibreOffice 5, WinPCad., WireShark VV1.8.6.

JlabopaTopusi TEIEKOMMYHHUKAIIMOHHBIX CHCTEM, OCHAIEHHAs 000pYy/I0BaHUEM
U TEXHUYECKUMU CpelcTBaMU 0OydeHus: ctod 1-tymO. - 1 mT., cTon 2X TyMOOBBIit
MIOJIMPOBAHHBIN - 3 IIT., CTOJI YepPTEXKHBIA - | mWT., Tabyper - 23 mWT., MyJIbTUMETP
MAS 830b - 1 mrT., to3umetp - 2 mrT., akyctuaeckas cucrema Creative SBS35 - 1
wt., npubop B3-38 - 3 mr., mpubop ['3-36 - 4 wit., npubop nsmeputensubiii M 890F
- 1 wr., npubop uzmeputensubii M 890C - 1 mt., mpudop uzmepurensusii M 890G



- 1 wr., mpubop YUII-2,5 - 2 wir., npubop 11-4315 - 3 mr., ananuzarop AnCom
TDA-5 - 1 mrt., anmaparypa TT-12 - 1 ., anmaparypa TT-48 - 1 mr., Ananuzatop
notoka E1 bepkyt-El - 1 mt., 6110k OGM-12 - 2 mT., 6JJ0K OKOHYaHUM JTUHEHHOTO
tpakta OJIT-025 - 2 mrT., mpudop BOJIT 1024 - 1 wr., mpubop BYK-36/60 - 1 mr.,
BBINIPSIMHUTEIbHOE ycTpoiicTBO BYT - 2 mit., Beimpsmurens UIIC-1200 220/48 - 3
IT., BeIIpMUTENbHOE ycTpoiictBo BYK 67-70 - 1 ., usmepurenbsHbiil npudop I1-
321IM - 1 mrT., KomIuiekT JuHeiHOoro Tpakta KJIT-011-06 - 2 mT., HabGop
WHCTPYMEHTOB JJI1 ONTOBOJIOKHA - 1 mT., onrtuueckuii tecrep 1203C - 1 mr.,
ocumiuiorpad C1-112 - 4 ., masnpHas cranius L852D+ - 1 mrt., mpubop '3-111 -
1 wrt., mpubop 1'4-102 - 1 wrt., mpubop ['5-54 - 1 wrt., mpubop I1IOU-UKM - 2 miT.,
npubop C1-55 - 2 mt., mpubop C1-70-1 - 2 mrt., mpubop C1-72 - 4 mrt., mpudop CJIP
- 8 wt., mpubop CIIYK-OII - 1 mrt., mpudop TOC-7M - 1 mr., mpubop Y3-32 - 2 mt.,
puoop Y3-33 - 1 mr., mpubop U3-34 - 2 m., cnoennsiii Moayinb FG-PAM-SAN - 2
mt., croika CBKO - 1 mr., croiika CUIT - 1 mr., croixa CKK-TT-10 - 1 mr.,
croiika CKII-1 - 1 mrT., croiika CYT'O-5M - 1 mit., yHUBEpCaTbHbI KOHCTPYKTUB
FG-MRU-AC/DC - 1 wr., ®2/121 "U3oron-2" - 1 mrr., 21121 "U3oron-2" - 1 miT.,
Mynprumiekcop SMS-150V - 1 mrt., Croiika(kapkac) 2,075 mias MyJIbTUILIEKCOpa
SDH - 1 mr., mynstunnekcop NEC SMS-150V - 1 mr. [IK - 7 mT.: MoHUTOp
17’SincMaster cucremubiii 610k ATX P4 (kopmyc), GA-8IR533 S478 (maTepuHCcKast
wiara), Intel Pentium 4 1.7GHz (npueccop) 4xDDR 512Mb transcend (O3Y),
nporpaMMmHoe ooecrieuenue: MS Windows XP.

3.2 HUndopmannoHHoe odecneyeHHe peasu3aiiu NporpaMmabl

3.2.1 OcHoBHbIe TeYaTHbIE U JIEKTPOHHbIE H3TAHUA:

1. bapanoga, E. K. OcHoBbsl nndopmarmontoit 6e3omnacuoctu : yueonuk / E.K.
bapanoBa, A.B. babam. — Mocksa : PUOP : UH®PA-M, 2025. — 202 c. —
(Cpennee npo¢eCCUOHAIEHOE o0Opa3zoBaHue). — DOI:
https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Texkct
anektponHbid. - URL: https://znanium.ru/catalog/product/2169040— Pexxum nocrtyma:
IO TTOJIITHCKE.

2. 3enkoB, A. B. OcHOBBI HHPOPMALIMOHHON 0€30MaCHOCTH : yueOHOe rmocolue
/ A. B. 3enkoB. - Mocksa ; Bonorna : Uudpa-Unxenepus, 2022. - 104 c. - ISBN
978-5-9729-0864-6. - Tekcr : AIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1902587 — Pexxum mocTtyma: o MOIHCKe.

3. Kpuntorpadguueckas 3ammura uHbopmaruu : ydeOHoe mocobue / C.O.
Kpamapos, O.FO. Murtscosa, C.B. CokonoB [u np.] ; nox pea. C.O. KpamapoBa. —
Mocksa : PUOP : UHDPA-M, 2025. — 321 c¢. — (Beicmee obpazoBanue). — DOI:
https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. - TekcT : 3J€KTPOHHBIA.
- URL: https://znanium.ru/catalog/product/2169480 — Pesxum gocTyna: 1mo mojarnucke.

4, MapmaxkoB, [[. B. Meroasl u cpencrBa Kpuntorpaduyeckor 3aliuThl
uHopmanuu. Ilpakrudeckuit Kypc : ydeOHoe mocodbue / J[.B. Mapmaxkos, /I.B.
®daxtu. — Mocksa : UHOPA-M, 2022. — 76 ¢. — (Briciiee obpazoBanue). - ISBN
978-5-16-110842-0. - Tekct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1891129 — Pexwum gocTyma: mo Mo Im1cKe.
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5. CorueB, 10. H. Cranpaptel umH(bOpManmoHHONW O€30MacHOCTH. 3aliuTa |
00paboTka KOHPUACHIMAIBHBIX TOKYMEHTOB : yueOHoe nmocobue / FO.H. CpiueB. —
2-¢ u3a., nepepad. u gon. — Mocksa : UHOPA-M, 2024. — 602 c. — (Bsicuiee
obpasoBanue: Crnennanurer). — DOl 10.12737/2143785. - ISBN 978-5-16-019905-
4. - Tekcr : snekrponnsiii. - URL: https://znanium.ru/catalog/product/2143785 —
Pexxum nocTyma: 1o moJnucke.

6. lllanbrun, B. ®. MadopmaninonHas 6€30mMacHOCTb KOMITBIOTEPHBIX CUCTEM U
cetelt : yueOHoe mocodue / B. @. [llanbrun. — Mocksa : ®OPYM : UHOPA-M,
2023. — 416 c. — (Cpennee npodeccnoHanbHOe oOpazoBanue). - ISBN 978-5-8199-
0754-2. - URL.: https://znanium.com/catalog/product/1910870. — Pexxum moctyna: mo
MOANMCKE. — TEeKCT : JIIEKTPOHHBIM.

3.2.2 JlonmoJHHUTEIbHbIE HCTOUHHKM:

1. T'omuupiaa, O. JI. MHpopmanmoHHbIE CHUCTEMBl U TEXHOJOTHU : y4uyeOHOe
nocobue / O.JI. I'onmmmeiana, H.B. Makcumos, U.M. ITonoB. — Mocksa : ®OPVYM :
NH®PA-M, 2023. — 400 c. — (Boiciiee obpazosanue). - ISBN 978-5-00091-776-3.
- Tekct : amextponnbii. - URL: https://znanium.ru/catalog/product/1937939 —
PexxuMm Jtoctyma: mo noAmnucke.

2. Usmues, C. H. Cankun, /[. A. KomnerotepHasie cetd. TEeXHOTOTHH CETEBBIX
unrepdeiicoB. IlporpamMmmuHoe obOecneyeHne W METOAbI JUATHOCTHUKH : Y4eOHOE
rmocodue / JI. A. Cankun, C. H. Usmues, A. B. IlanTenees. - Mocksa ; Boiornaa :
Uudpa-Umxenepus, 2024. - 220 c. - ISBN 978-5-9729-1917-8. - Tekcr :
anektporubi. - URL: https://znanium.ru/catalog/product/2169706 — Pexwum
JOCTYTIa: TIO MOJIMKUCKE.

17


https://znanium.ru/catalog/product/2143785

4 KOHTPOJIb MW OILEHKA

INPOPECCHUOHAJIBHOI'O MOAYJIA

PE3YJBTATOB OCBOEHUA

Koa u nanmenoBanue
npo¢ecCHOHAJIBHBIX U
00IMX KOMIIETEeHIUM,
(popmupyembIx B paMmKax
MOTYJISI

Kpurtepuu oneHku

MeToabl OLIEHKH

[1K 3.1 BeIsBASATE Yrpo3sl U
YSI3BUMOCTH B CETEBOM
UHPPACTPYKTYpeE C
UCITOJIb30BAHUEM CHUCTEMBI
aHaJIM3a 3alUIICHHOCTH

- KJIacCU(UIIUPOBAHUE YTPO3
uHGOPMaITMOHHON
0€30MMacHOCTH B
MH()OKOMMYHHUKAITUOHHBIX
CHUCTEMaX M CETSX CBSI3HU
OCYIICCTBIISCTCS BEPHO;

- aHAJIU3 YIPO3 U YSA3BUMOCTEH
ceTeBoi Oe3omacHOCTH IP-
ceTel, OECITPOBOIHBIX CETEH,
KOPIIOPATHUBHBIX CETCH
00OCHOBAHHBIN U ITOJIHBIN;

- BO3MOJKHBIE CETEBEIC aTaKu
1 CTI0COOBI
HECaHKIMOHUPOBAHHOTO
JOCTYyTa B KOHBEPTCHTHBIX
CUCTEMaX CBSI3H OTPECIICHBI
BEPHO;

- MEPOIIPHSITHS TIO
IIPOBE/ICHHUIO aTTECTAIIMOHHBIX
padoT U BBISBICHUIO KaHAJIOB
YTCUKHU OCYIICCTBIISIOTCS B
IIOJIHOM 00BEME;

- HEJIOCTATKH CHCTEM 3aIlUThI
B CHCTEMAaX U CETIX CBSI3U C
UCITOJI30BAaHUEM
CHCIMATU3UPOBAHHBIX
POrPAMMHBIX TTPOIYKTHI
BBISIBJICHBI B TIOJTHOM 00BbEME;
- TECTUPOBAHUE CUCTEM C

LEJIBIO ONPEICNICHUS] YPOBHS
3aIUIIIEHHOCTH BBITIOJIHEHO,
YPOBEHbB 3alIUIIICHHOCTH
OTIpEJIEJIEH BEPHO

— TECTUPOBAHMUE;
— OLICHKA
pe3yNbTaToB
BBITIOJIHEHHUS
71a60paTOPHBIX
pabor:

NoNel-20;

— OLIEHKa Ipolecca
u pe3yibTaToB
BBITIOJIHEHUSI BHJIOB
paboT Ha IPAKTUKE
—9IK3aMEH

[1K 3.2 Pa3pabartsiBath
KOMIUIEKC METO/IOB U
CPEJICTB 3alUThI

- U1t o0eceueHust
nH(pOpMaITMOHHOM
0€301acHOCTH BBIOPAHbI

— TECTUPOBAHME;
— OLICHKA
pE3yNbTATOB
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uHpopmaruu B
UH(POKOMMYHHUKAIIMOHHBIX
CEeTSIX U CUCTEMaX CBSI3U

OIITUMAJIbHBIC CHOCO6BI;

- BI)I60p CPCACTB 3allIUThI
OCYHICCTBJICH B COOTBCTCTBUU
C BbIAIBJICHHBIMU YI'DO3aMHU B
I/IH(I)OKOMMYHI/IKaHI/IOHHI)IX
CCTAX

BBITIOJTHCHHSI
J1a00paTOPHBIX
paoboT:

NoNel-20;

— OIICHKa TMpoiiecca
u pe3yIbTaToB
BEITIOJTHCHHSI BHJIOB
paboT Ha IPAKTUKE
—9IK3aMEH

[1K 3.3 OcymecTBasiTh
TeKyIIee
AIMUHUCTPHUPOBAHUE TSI
3aIIAThI
WH()OKOMMYHHUKAITMOHHBIX
CETEH M CUCTEM CBSI3U C
HCIIOIb30BaHUEM
CIICIMATM3UPOBAHHOTO
IIPOTPaMMHOTO
oOecrieueHus u
o0opynoBaHus

- MEPOTIPUSTHS TIO 3aITUTE
uH(popMaIuu Ha
MPEAPUATUIX CBSI3H
OTIpEJICJICHBI B IIOJTHOM
o0beMe, NX OpraHu3aIus,
CITOCOOBI M1 METOIBI
peaau3aiuy SBISTFOTCS
ONTHUMAJILHBIMH U
JIOCTATOYHBIMHU;

- TIOJINTHKA OE30ITaCHOCTH
CETEBBIX DJIEMEHTOB U
JIOTUYECKUX CETEH
pa3paboTaHa B MOJHOM
00BeEME;

- pacueT U yCTaHOBKa
CHeIUAIM3UPOBAHHOTO
o0opy1oBaHUS IS
o0OecneyeHusT MaKCUMaIbHOM
3aIHAIICHHOCTH CETEBBIX
DJIEMEHTOB U JIOTUYECKUX
ceTel BBINIOJTHEHEI B
COOTBETCTBHH C OTPACICBBIMU
CTaHIapTaMU;

- YCTaHOBKA U HACTpOMKa
CPEIICTB 3aIUThHI
OTIEPAITMOHHBIX CUCTEM,
MH()OKOMMYHUKAITMOHHBIX
CHCTEM U CETEH CBA3H
BBINIOJTHEHA B COOTBETCTBUHM C
OTPACIICBBIMH CTaHIAPTAMHU;
- KOH(UrypupoBanue
aBTOMATU3UPOBAHHBIX CUCTEM
1 “H(POPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX CETEH
OCYILIECTBJICHO B
COOTBETCTBHH C MOJIUTHKOU

— TECTUPOBAHHE;
— OLIEHKa
pE3yNbTATOB
BBITIOJIHEHUS
71a60paTOPHBIX
paboT:

NoNel-20;

— OILIEHKa TMpoliecca
u pe3yIbTaToB
BEITIOJTHCHHSI BHJIOB
paboT Ha IPAKTUKE
—9K3aMEH
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nH(pOpMAITMOHHOM
0€30MMacHOCTH U OTPaCIICBBIMHU
CTaHJIaPTAMH;

- 0a3bl TaHHBIX MaKCUMaJIbHO
3aITUIICHBI IPU TTOMOIIIH
CHEIUAT3UPOBAHHBIX
MIPOTPAMMHBIX TTPOTYKTOB;

- pecypchl
WH()OKOMMYHHUKAITMOHHBIX
CETEU U CUCTEM CBSI3U
MaKCUMAaJIHHO 3aIlHUIICHbI
KpUINTorpaduuecKuMu
METO/IAMH

OK 01. Bribupath ciocoObl
pelICHUs 3a/1a9
npodeccuoHaIbHON
JCSATCIIBHOCTH,
PUMEHHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM

- 000CHOBAHHOCTD
MOCTaHOBKH 11€JI1, BBIOOpA U
MPUMEHEHUSI METO/I0B U
CIOCOOOB peIICHUS
npodeCCUOHANIBHBIX 33]1a4;

- aJleKBaTHAs OIICHKA U
caMmoolieHKa 3 (PEeKTUBHOCTH
1 KauyeCTBA BBITTOJTHCHUS
po¢heCCUOHANIBHBIX 3a]1a4

OK 02. Ucmionp30BaTth

- HCIIOJIb30BAHUC Pa3JIMYHBIX

COBpPEMEHHBIE CpPE/ICTBA HMCTOYHUKOB, BKJTFOYAS
MOKCKA, aHAJIN3a U AJIEKTPOHHBIE pecypchl,
UHTEpIpETalun Meauapecypcel,  WHTepHerT-
uHbOpMaIuu, U pecypchl, MEPUOTNICCKUC
nH(OPMAITMOHHBIC W3IaHUS TI0 CIENUATbHOCTH
TEXHOJIOTHH JIJIS TUTST peIIeHs
BBITIOJTHCHUS 3374 npodecCHOHaNBHBIX 3a7a4
npodeccuoHaIbHON

NEATSTLHOCTH

OK.03. ITnanupoBath u - IEMOHCTpALUs
peann30BBIBAThH OTBETCTBEHHOCTH 3a
coOCTBEHHOE MPUHSTHIC PEIICHUS;
npo(hecCHOHANBHOE - 000CHOBAaHHOCTH

JUYHOCTHOE Pa3BUTHE,
NpEeANTPUHUMATEIIbCKYIO
NeATEeIIbHOCTh B
npodeccuoHanbHOU chepe,
MCIIOJIb30BaTh 3HAHUS 10
MpaBoOBOM U (PUHAHCOBOM
I'PAMOTHOCTH B PA3JIUYHBIX
YKU3HEHHBIX CUTYaIUSIX

camMoaHaJIn3a U KOPPEKIIHSI
pPe3yJabTaTOB COOCTBEHHOM
paboThHI
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Nutepnperanus
PE3yNbTATOB
HaOIIOIEHUIT 3a
JEATEIIbHOCTHIO
oOyyaroierocs B
MPOLIECCE OCBOCHUS
oOpa3zoBaTeIbHON
MPOTPaMMBL.

DKcnepTHOE
HaOII0ICHUE U
OIICHKA
71a60paTOPHBIX
3aHATHSX, IPU
BBITIOJTHEHUU PadOT
1o y4yeOHOMU U
MPOU3BOJACTBEHHOM
MpaKTUKaM.

JK3aMEH




OK 04. 3ddexTrBHO
B3aUMOJCHCTBOBATh U
paboTaTh B KOJIJIEKTUBE U
KOMAaHJIe

- B3aMOJICHCTBHUE C
oOydJarommumMmcs,
npenoaaBaTeIsIMHU U
MacTepaMu B X0Ji¢ 00yUeHHUS,
C PYKOBOJUTEISIMU YICOHOU U
IIPOU3BOJICTBEHHOM IIPAKTHK;
- 000CHOBAaHHOCTD aHAJIM3a
pabOTHI YIEHOB KOMAH Ibl
(MOTYMHEHHBIX)

OK 05. OcymiecTBasTh
YCTHYIO ¥ IUCbMEHHYIO
KOMMYHHMKAIIMIO Ha
roCy/1apCTBEHHOM SI3bIKE
Poccuiickon ®enepanuu ¢
Y4€TOM OCOOCHHOCTEH
COLIMAJIBHOTO U
KYJbTYPHOTO KOHTEKCTa

-TPaMOTHOCTb YCTHOM U
MUCbMEHHOU peYH;

- ICHOCTb (POPMYJIUPOBAHUS U
W3JI0KEHHUS MBICIIEH

OK.06. IIposBiATh
rpakIaHCKO-
MaTPUOTUYECKYIO MO3ULIHIO,
JNEMOHCTPUPOBATH
OCO3HAaHHOE IIOBEJICHUE Ha
OCHOBE TPaJAULMOHHBIX
POCCHUMCKUX AYyXOBHO-
HPaBCTBEHHBIX LICHHOCTEN,
B TOM YHCJIE C YYETOM
rapMOHU3ALUU
MEKHALIMOHAIBHBIX U
MEKPETUTUO3HBIX
OTHOILIEHUH, IPUMEHATH
CTaHJapThI
AHTUKOPPYHILMOHHOTO
MTOBEJICHUS

- COOJII0JIEHNE HOPM
MOBEJICHUS BO BPEMS
Y4EOHBIX 3aHSATUN U
MPOXOXKJICHUS Y4eOHOU U
IIPOU3BOJACTBEHHON MPAKTUK

OK 07. ConeiicTBoBaThH
COXPAHEHUIO0 OKpPYXKaIoIen
Cpenpl,
pecypcocoepexeHuto,
OpPUMEHSATH  3HaHud 00
U3MCHCHUU KJIIMAaTa,
NPUHIUTIEL  OEPEKITMBOTO
MIPOU3BOJICTBA, 3P (HEKTUBHO
eCTBOBATh B
YpE3BBIYAHBIX CUTYaIHUAX

- 3¢ (heKTUBHOCTH
BBINOJIHEHUA npaBuil Th BO
BpeMs y4eOHBIX 3aHSATHH, TIPU
IPOXOXKACHUU yueOHOU U
MPOU3BOJACTBEHHOM MPAKTHK;
- 3HaHHUE U UCIOJIb30BAHUE
pecypcocOeperaromumx
TEXHOJIOTUM B 00J1acTU
TEJIEKOMMYHUKAIUI

OK 08. Ucnonn3oBath
cpenctBa GuU3HMIECKOU

- 9(ppeKTUBHOCTH
BbINIOIHEHWS npaBui Th Bo
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KYJIBTYPBI JJIS1 COXpaHEHHUS
¥ YKpETUICHHSI 310POBbsI B
nporiecce
npodeccuoHaTbHON
JeSITEeTbHOCTH U
TIOJICPIKaHUS
HEOOXOMMOT0 YPOBHS
buznueckoit
IOJITOTOBJICHHOCTH

BpeMs y4eOHBIX 3aHATHH, IpU
MPOXOXKJIEHUU Y4eOHOH U
MPOU3BOICTBEHHOM MPAKTUK

OK 9. Ilonp3oBaThCs
npodeccuoHaIbHON
JOKyMCHTAIUCH Ha
rOCyapCTBCHHOM U
WHOCTPAHHOM SI3bIKaX

- MIOHMMAaHKe O0IIEeTro CMBICTIa
YETKO MPOU3HECEHHBIX
BBICKA3bIBaHUH HA N3BECTHHIC
TeMbl (TTpodheCCHOHANIBHBIC U
OBITOBBIC), TEKCTOB Ha
06a30BbIe MMpodhecCuoHAIbHbBIC
TEMBI, y9acTHE B JUAJIOTax Ha
3HAKOMBIEC OOIIHE 1

1po¢heCCUOHAIILHBIC TEMbI

IIpomexyTOUHAN ATTECTALMA:

M/K.03.01 — nu¢ppepeHUMPOBAHHBIN 3a4UeT
VIIL.03 - 1udPepeHIMpPOBAHHBIN 3a4eT
II1.03 - nuddepeHUpPOBAHHBIN 3a4eT
I11M.03 - 3x3aMeH M0 MOIYJIH0
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