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1 IMIACHIOPT PABOYEN ITPOI'PAMMbBI YUEFHOU ITPAKTUKHA

1.1 O6aacTb NpUMeHEHUs] MPOTrPaAMMBbI

PaGouass mporpamma ydeOHOW MNPAKTUKH — SBIAETCS YacThIO IMPOrPaMMBbI
MOJATOTOBKH  CIICIIUAIMCTOB CpelHero 3BeHa B coorBeTctBHM ¢ PI'OC 1o
cnenpasnibHocTH CITO 10.02.04 - OGecrneuenne WHPOPMAIMOHHOM OE30MMACHOCTH
TEJIEKOMMYHUKAIITMOHHBIX CUCTEM B YaCTU OCBOCHMS OCHOBHBIX BUJIOB JICSITEILHOCTH:

—  OKCIUTyatamus HWHGOPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHBIX ~ CHUCTEM H
CeTel;

— 3amuTta wuHQOpPMANUA B  HHPOPMAIMOHHO-TEICKOMMYHHUKAITMOHHBIX
CHUCTEMaX U CETIX C MCIOJIb30BAaHHWEM MPOTPAMMHBIX M MPOrPaAaMMHO-AIIIAPaTHHIX, B
TOM YHUCJIe, KpUIITOTPapUUECKUX CPEJICTB 3aIUTHI;

— 3ammTta wuwHGOpMAUMM B HMHGPOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX
CHUCTEMaX U CETIX C UCMOJb30BAHUEM TEXHHUYECKUX CPECTB 3aIUThI,

- BBINOJIHEHHE PA0OT MO OJHOM WM HECKOJbKMM mpodeccusiMm paboyux,
TOJDKHOCTSIM CliTykammx (1o mpodeccuu «OmnepaTop 37IeKTPOHHO-BRIYMCIUTEIBHBIX 1
BBIYMCIIUTEIBLHBIX MAIHH ).

1.2 Hesau u 3aaa4m y4eOHOH NMPAKTHKHU

[IpakTrka WMEET METbI0 KOMIUIEKCHOE OCBOSHHE OOYYaroONTUMUCS BCEX BHUIOB
NEATETBHOCTH 10 CIEIHAIBHOCTH CpPEeIHero MpodeccrHoHaaIbHOTO 00pa3oBaHMsI,
dbopmupoBaHre 00MKX U MPOPECCUOHATBHBIX KOMITETEHIINMN, a TAK)Ke MPUOOpEeTeHUE
HEOOXOAMMBIX YMEHHM U OMBITA MPAKTHYECKOU PaOOTHI MO CIEIUaTbHOCTH.

YueOHas TpaKkTHKa MO CHEIUAJbHOCTH HaIlpaBliecHa Ha (QopMupoBaHue Yy
oOy4Jaronuxcsi yMEHUM, TPUOOPETeHNE MEePBOHAYAIBHOTO MPAKTHYECKOTO OIbITa U
peanusyercs B paMkax INMpo¢eCCHOHAIBHBIX MOJyJIeH OCHOBHOM 00Opa3oBaTeIbLHOMN
mporpaMmbl cpeHero npodeccronansaoro oopaszosanus (OOII CITO) mo ocHOBHBIM
BUJIaM  JICATENILHOCTH  JUIsl  TIOCIEAYIONIETO  OCBOCHUS UMM  OOIUX |
PO eCCUOHATBHBIX KOMITETCHITMH 110 N30paHHOM CIICIIMAIbHOCTH.

TpeGoBanus K pe3yJabTaTaM OCBOCHHUS Y4eOHON NMPAKTHKH

B pesynbrare OCBOCHHS MpPOTpaMMbl YYEOHOW MPAKTUKH OOYYarOmUXCs
JOJDKEH YMETh M MMETh II€PBOHAYAJIbHBIM IPAKTUYECKUU ONBIT 10 BHJAM
JNEATENBHOCTH

Bup nesreabHoCTH Ymenust
IKCIIYyaTAUMS OCYILLECTBJIATh  TEXHUYECKYI0  DKCILIyaTallUIo
UHGPOPMALMOHHO- JIMHEHWHBIX COOPYKEHUHN CBS3H;
TeJIeKOMMYHHKAIMOHHBIX NPOM3BOAUTH MOHTAX KaOENbHBIX JIMHUNA H
CHCTEM U ceTei OKOHEYHBIX KaOEJIbHBIX YCTPOUCTB;
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HACTpanBaTh, SKCILTyaTUPOBATh M OOCITYKUBATh
obopynoBanue UTKC;

OCYUIECTBJISTh MOJKTIOYECHHUE, HACTPOUKY
MOOWJIBHBIX ~ YCTPOMCTB M  paclpelneleHHBIX
cepBucoB UTKC;

IIPOU3BOJIUTh HCIBITAHMS, MPOBEPKY M NPUEMKY
000pyTI0BaHUS TEIIEKOMMYHHUKAITHOHHBIX CHCTEM;

IPOBOJUTH paboTHI 1o TEXHUYECKOMY
OOCITy’)KMBaHUIO, JAMATHOCTUKH  TEXHUYECKOTO
coctosinug U peMoHTy obopynoBanus UTKC;

3ammra uHpOpMALMH B
UHG(pOPMALIMOHHO-
TeJIeKOMMYHHKAIMOHHBIX
CHCTEMAX M CeTHX C
HCIO0JIb30BAHHEM
NPOrpPaMMHBIX U
MPOrpaMMHO-ANNAPATHBIX,
B TOM 4HCJIe,
KPUITOrpapuuecKux
CPEACTB 3alUThI

BBISIBIIAIT M OIIEHUBATh YIrpo3bl 0O€30MacHOCTH
undopmanuu B UTKC;

HacTpauBaTh M NPUMEHATh CPEIACTBA 3aLIUTHI
uH(pOpMaMU B ONEPALMOHHBIX CHCTEMaxX. B TOM
YHUCJIE CPEICTBA AHTUBUPYCHOMW 3aIUTHI;

IIPOBOJUTH YCTaHOBKY u HACTPOWKY
IPOTrPaMMHBIX M TPOrPAMMHO - alapaTHbIX, B
TOM YHUCJE KPUNTOTpaQUUECKUX CPEICTB 3aLIUThI
uH(popmManuu;

MPOBOJIUTH KOH(PUTYpUpPOBAaHHE MPOTPAMMHBIX U

IpOrpaMMHO-aNmaparHblX, B TOM  YHCJE
KpUNTOrpapuueckux CpEICTB 3alUThI
uHdopmaIuu;

MPOBOJUTH KOHTPOJIb TOKa3zaTejled M mpouecca
(bYHKITMOHUPOBAHHUS IPOrPaMMHBIX u
IpOrpaMMHO-aNIapaTHbIX, B TOM  YHCJE
KpunTorpapuueckux CpEeICTB 3aITUTHI
uHdopmanuu;

IPOBOAUTD YCTaHOBJICHHE nporecca "
napaMeTpoB (YHKIMOHUPOBAHUS TPOIPAMMHBIX U
IpOrpaMMHO-aNIapaTHbIX, B TOM  YHCJE
KpUnTorpapuueckux CpEICTB 3alIUThHI
uHdOopMaIuu;

IPOBOJUTH TEXHUUECKOE OOCITYKHBAaHUE U PEMOHT
NpOrpaMMHO-aNIapaTHbIX, B TOM  YHCJE
KpunTorpaguueckux CpEICTB 3aIUTHI
uHdopMaIuu.

3ammrTa nHpopmManuu B
UH(POPMAITMOHHO-
TeJIeKOMMYHHKAIMOHHBIX
cucTeMax M ceTHAx ¢
HCIO0JIb30BAHHEM
TeXHUYECKHX CPeJCTB
3alUTHI

MIPOBOJAUTh YCTAHOBKY, MOHTaX, HACTPOUKY U
UCMIBITAHUE  TEXHUYECKUX  CPEACTB  3aILUTHI
uHbOpMallMM OT YTEUYKH MO0 TEXHUYECKUM
KaHajam;

MPOBOAUTH TEXHUYECKOE oOcy>KUBaHHE,
YCTpaHEHHUE  HEUCIPABHOCTEM M PEMOHT
TEXHUYECKUX CPEACTB 3alUThl MHPOPMAIUUA OT
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YTCUKH 110 TCXHUYCCKHUM KaHallaM,

MPOBOJIUTh HW3MEpPEHHE TapamMeTpoB (HOHOBBIX
mymoB u [ISMUH, coznaBaembix 060pymoBaHuEeM
NTKC,;

IMPpOBOJUTH HN3MCPCHUC I[mapaMcTpoOB
QJICKTPOMAIrHUTHBIX I/IBJIyIIeHI/II‘/’I u TOKOB,
CO31aBaCMbIX TCXHHYCCKHUMHU CPCACTBAMH 3aTUTHI
I/IH(l)OpMaHI/II/I OT VYTCYKH 1II0 TCXHHUYCCKUM
KaHaJlaM,

UCITOJIB30BaTh CPENCTBA (PU3UYECKON  3aIUTHI
muaui cBs3u UTKC;

NPUMEHATh HOPMATHUBHBIE TIPABOBBIE AaKThl H
HOPMATHUBHBIE  METOJIMYECKHUE JOKYyMEHTHI B
00J1aCTH 3alUThl HH()OPMALIUU.

Bbinosinenue  paéor 1o
OJHOM WJIH HECKOJbKUM
npogeccusim padoumux,
AOJIZKHOCTSAM CIIYKALUX
(BbimosiHeHne  pador 1Mo
padouen npogeccun
«Omnepartop 3JIEKTPOHHO-
BbIYMCJIUTEIbHBIX U

BBIYHUC/IHUTEC/IIbHBIX MaHIl/IH»)

BBITIOJIHATh TPeOOBaHUS TEXHUKH O€30MacHOCTH
1pu paboTe ¢ BRIYUCIUTEIBHOM TEXHUKOM;

IIPOU3BOIAUTD MOJKJIFOUCHUE 0JI0KOB
MEPCOHAILHOTO KOMITbIOTEpA U TepuepuiHbIX
YCTPOMCTB;

MIPOU3BOJINTHh YCTAHOBKY U 3AMEHY PACXOIHBIX
MaTepHuayoB sl NepUuPepUitHbIX YCTPOUCTB U
KOMIIBIOTEPHOW OPTITEXHHUKHU;

JMarHOCTUPOBATh MPOCTEHUIINE HEUCIPABHOCTU
MEPCOHAILHOTO  KOMIIbIOTEPa, MepudepuitHoro
000pyZI0BaHUsI U KOMITBIOTEPHON OPTTEXHUKH;

BBIMIOJHATh ~ WHCTAUISIIUIO  CHUCTEMHOTO U
MPUKJIATHOTO MPOTPAMMHOT0 00€CTICUeHNUS;

CO3JIaBaTh u YIPaBIIATh COJICPIKUMBIM
JIOKYMEHTOB C TIOMOII[IO TEKCTOBBIX
IPOIIECCOPOB;

CO3/aBaTh U YIPABIIATH COACPIKUMBIM
AJICKTPOHHBIX TAOJIHI] C TIOMOIIBIO PETAKTOPOB
Ta0IHNIL;

CO3/1aBaTh 151 YIIPaBJISITh COAEPKUMBIM
MPE3EHTALUN c MTOMOILBIO PEIaKTOPOB
MPE3CHTAIN;

HCIIOJIb30BaTh MYJIbTUMEINA MPOSKTOP IS
JIEMOHCTpALINK MPE3ECHTALINH;

BBOJUTb, PEIaKTUPOBATh U yJAJSATh 3aIIUCH B 0aze
JAHHBIX;




2 PEeKTUBHO TMOJB30BATHCS  3ampocaMu  Oa3bl
JTaHHBIX;

CO3/1aBaTh U PEIAKTUPOBATH IpaduyecKue
OOBEKTHI C TOMOIIBIO POTPaMM JIJIs1 00pabOTKH
pacTpoBOM U BEKTOPHOU rpaduKu;

IMPONU3BOAUTHE CKAHUPOBAHUC NOKYMCHTOB U UX
PaCIIO3HABAHHUC,

MpPOU3BOAUTH  pacledyarky, KONUPOBaHHE U
TUPAXUPOBAHUE JOKYMEHTOB Ha TMpPUHTEPE U
JPYTUX YCTPOUCTBAX;

yIpaBJATh paiinamMy JaHHBIX Ha JOKAJIbHBIX
CBEMHBIX 3aIIOMUHAIOLIUX YCTPOUCTBAX, a TAKKE
Ha JYCKaX JIOKAIBHOW KOMIIBIOTEPHOM CETH U B
WHTEPHETE;

OCYIIECTBIISITh HaBHUTAIMI0 1O Beb-pecypcam
NHuTtepHeTa ¢ momolibio Opaysepa;

OCYILECTBJISITh TOUCK, COPTUPOBKY M aHAIIN3
MH(pOpMAaIIMU C MOMOIIBI MOUCKOBBIX HHTEPHET
CalTOB;

OCYILECTBIISITh AHTHUBHUPYCHYIO 3aIIUTY
[IEPCOHATIBHOTO  KOMIIBIOTEPA € IOMOILBIO
AHTUBUPYCHBIX IIPOrPaMM;

OCYHICCTBIIATH PE3CPBHOC KOIIMPOBAHHC u
BOCCTAHOBJICHUC JaHHBIX.

1.3 Koau4yecTrBo 4YacoB
NMPaKTHKH

Ha OCBOeHHe padoyeil NporpaMmbl Y4eOHOUH

Bcero - 396 uacoB, B TOM 4HCIIE:

B pamkax ocBoenus [IM.01 - 108 yacos
B pamkax ocBoenus IIM.02 - 108 yacos
B pamkax ocoenus [IM.03 - 108 yacos
B pamkax ocBoenust [IM.04 — 72 gaca




2 PE3YJBTATBI OCBOEHUSI PABOUYEW ITPOTPAMMBI YUEBHOM
ITPAKTUKH

Pe3ynpTaToM  OCBOGHHMS  MporpaMMbl  y4eOHOM  MPAKTUKU  SIBJISIETCS
c(hOPMHUPOBAHHOCTh Y OOYYAIOMIMXCA MPAKTUYECKUX MPOo(hecCHOHATBHBIX YMEHU,
NpuOOpEeTeHHe MEePBOHAYAIBHOTO MPAKTUYECKOTO OMbITa, HEOOXOAUMBIX JJIf
nocienywomniero ocBoeHuss umu npodeccuoHanbHbix  (IIK) u  obmmx (OK)
KOMIIETEHIINH 110 M30paHHOM CIIEIUATBHOCTH.

Kon HaunMeHoBaHue pe3ybTaTa 00y4eHHs 10 CHEeNMATbHOCTH

[IK 1.1 | IIpou3BoauTh MOHTaX, HACTPOWKY, MPOBEPKY (GYHKIHOHUPOBAHUS U

KOH(HUTrypHpOBaHUs o0opya0oBaHuUs MH(}OpMaMOHHO-
TEJIEKOMMYHHUKAIITMOHHBIX CHCTEM U CETEN.
[IK 1.2 | OcymecTBiATh IUAarHOCTUKY TEXHUYECKOTO COCTOSIHUS, IOUCK

HEUCIIPAaBHOCTE W PEMOHT  OOOpyAOBaHUS  MH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM M CETEH.

[IK 1.3 | I[IpoBoauTh TEXHUYECKOE oOcy>KUBaHUE o0opynoBaHus
MH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHUCTEM U CETEH.

[IK 1.4 | OcymiecTBassTh  KOHTPOJIb  (DYHKIMOHUPOBAHUS  HHGOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

[IK 2.1 | Ilpou3BOaUTh YCTAaHOBKY, HACTPOUKY, UCTIBITAHUS U KOH(UTYPUPOBAHUE
OpPOrpaMMHBIX M NPOrPAMMHO-ANNapaTHbIX, B  TOM  YHUCIE
KpUINTOrpaduyecKux CPEACTB 3AIIHTHI uH(popMaImn OT
HECAHKI[MOHUPOBAHHOI'O JOCTyNa W CIEHHUAIbHBIX BO3JCHCTBUN B
obopynoBanue HWHHOPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHUCTEM W
CETEN.

[IK 2.2 | Ilogaep>kuBath OecriepeboiiHy0 paboTy MPOTPAMMHBIX U MIPOTPaAMMHO-
anmapaTHbIX, B TOM YHCIE€ KPUNTOTpadhUUECKUX CpPEJCTB 3alllUThI
uHdopmaluu B HHGOOPMAITMOHHO-TEJICKOMMYHHUKAITMOHHBIX CUCTEMAaX U
CeTsIX.

[IK 2.3 | OcymecTBasTh 3aliUTy HHQOpPMAlMKU OT HECAHKIMOHHUPOBAHHBIX
JNEeUCTBUU W CHENUAJIbHBIX BO3JECUCTBUH B HWH(POPMAIIMOHHO —
TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaX M CETSIX C HCIOJIb30BAHUEM
OpPOrpaMMHBIX M NIPOrPaMMHO-ANNapaTHbIX, B  TOM  YHUCI]E
KpUNITOTpaUUECKUX CpPEICTB B COOTBETCTBUU C MPEAbIBICHHBIMU
TpeOOBaHUSIMU

[IK 3.1 |IIpou3BoauTh yCTaHOBKY, MOHTAaX, HACTPOWKY M  HCHBITAHUA
TEXHUYECKUX CPEJICTB 3alluThl HMHPOpMAIMU OT YTE€YKH IO
TEXHUYECKUM KaHaia B HWH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
CUCTEMAX U CETSX

[IK 3.2 | [IpoBoauTh TEXHHUYECKOE OOCITYyXKMBAaHWUE, TUATHOCTUKY , YCTPAHCHHE
HEUCITPAaBHOCTEH U PEMOHT TEXHMUYECKUX CPEJCTB 3alUThl HH(pOpMaUn
HCIIOJIb3YEMbIX B MH(MOPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEMAaX
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H CCTAX

[IK 3.3

OcymiecTBasATh 3alUTYy WHDOPMAMM OT YTEUKH IO TEXHUYECKUM
KaHaJlaM B HWH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CHCTEMax H
CeTIX C HCHOJIB30BAHUEM TEXHUYECKUX CPEJICTB  3alllUThl B
COOTBETCTBHH C MPEABSIBIIEMBIMU TPCOOBAHUSIMHU

IIK 3.4

[IpoBoauTE OTAEHBHBIE PAOOTHI MO (PU3UYECKOMN 3aIUTE JIMHUN CBS3U
WH()OPMAITMOHHO-TEJICKOMMYHHUKAIITMOHHBIX CUCTEM U CETEH.

OK 01

Bri6upars ciocoObl perieHus 3aj1ad npo(ecCHoHaNbHON AesTeIbHOCTH
MPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM

OK 02

Hcmonb30BaTb  COBPEMEHHBIC  CPEACTBA  IIOMCKA, aHalIM3a U
UHTEpHpeTauud HHQOpMaUMu M UH(DOPMAIMOHHBIE TEXHOJOTUH IS
BBINIOJIHEHHUS 33124 TPO(PECCUOHAIBHOM AESITENIbHOCTH;

OK 03

[InanupoBaTh M peanu30BbIBaTH COOCTBEHHOE MPO(PECCHOHAIBHOE U
JUYHOCTHOE Ppa3BUTHE, MPEINPUHUMATEIbCKYIO JEITEIbHOCTh B
npoecCHOHANBHON cdepe, HCIO0JIb30BaTh 3HAHUS IO INPaBOBOM U
(MHAHCOBOM I'PAaMOTHOCTH B Pa3JIMUHBIX )KM3HEHHBIX CUTYaLHUSIX

OK 04

B(i)(l)eKTI/IBHO BSaHMOHGﬁCTBOBaTB u pa60TaTI) B KOJUNICKTUBC U KOMaH/C

OK 05

OcymecTBiasiTh  YCTHYO M NHUCBMEHHYKD KOMMYHUKAlMIO  Ha
roCcy1apCTBEHHOM  s3blke  Poccuiickonn  @exepauv ¢ y4eTOM
0COOEHHOCTEH COIMAIBHOTO M KYJIBTYPHOTO KOHTEKCTA;

OK 06

[TposBIIATH TPAKIAHCKO-NATPUOTUUECKYIO MO3UIIMIO, IEMOHCTPUPOBATH
OCO3HAHHOE TIOBEJCHHE Ha OCHOBE TPAAUIMOHHBIX POCCUNCKHUX
JTyXOBHO-HPABCTBEHHBIX IIEHHOCTEH, B TOM YHUCJIE C YYETOM
rapMOHU3AIMU MEXKHAIMOHATBHBIX M MEXPETUTHO3HBIX OTHOIICHUM,
MPUMEHSITh CTAaHJAPThl AHTUKOPPYMIIMOHHOTO TOBEJICHUS

OK 07

CopericTBOBaTh COXPaHECHUIO OKpYy>Karolen cpenpl,
pecypcocOepeKeHnI0, TPUMEHATh 3HaHUS 00 W3MEHEHUHM KiIuMmara,
NPUHIUIBL OEpeXITMBOrO MPOU3BOJACTBA, d(PPEKTUBHO NEWCTBOBATH B
YpE3BbIYANHBIX CUTYalHAX

OK 08

Hcnonp3oBaTh cpeAcTBa (HU3MYECKON KyIbTYPHI IS COXPAHCHHS U
YKPEIUICHHS 37I0pPOBbs B Mporiecce MpodhecCUOHATBHON NeATeIbHOCTH U
noJIJIep>KaHusl HEOOXOIMMOTO YPOBHS (PH3NYECKON TTOJITOTOBJIEHHOCTH

OK 09

[Tonmp30BaThCA npodeccuoHanbHON JIOKYMEHTAIUEN Ha
roCy1apCTBEHHOM U MHOCTPAHHOM SI3bIKAX




3 TEMATHYECKHWU IIVIAH 1 COJAEP KAHUE YYEBHOM NPAKTUKH
3.1 TemaTuyeckuii miaH y4eOHOH MPAKTUKH
Kosauu.
Kouuu.
Kona Kon u Hacos fa HaumeHoBaHUA TEM 4acoB
MK naumenoBanus I1IM, | VYII no Buabi pador N — 1o
MK IIM n
MIIK TeEMaM
IIM.01.
DKCIuTyaranus
MH(OPMaAIMOHHO-
TEJIEKOMMYHUKAIMOH
HBIX CUCTEM U CETEM 108
K 1.1,
K 1.2,
TIK 1.3, MJIK 01.01. IIpuemo- Momntax kabeneit HU u BU pazmuunbivMu
MK1.4 HepeIaromue TE€XHOJIOTHUSAMU.
YCTPOWCTBA, MOoHTa)X OKOHEYHBIX YCTPOMCTB,
JIMHEWHbIE PUMEHSIEMBIX Ha MECTHBIX TeJIe(POHHBIX
COOpYKEHUS CBSI3U U 108 CEeTSAX, MaruCTPaIbHbBIX U 30HOBBIX JUHUSX | TeIeKOMMYHUKAIIMOHHBIC 108
HMCTOYHUKHU CBSI3U JIJISl DJICKTPUUYECKUX U ONITUYECKUX | CUCTEMBI U CETH
AIEKTPONUTAHUS Kabeei.
KonTpoap kauecTBa MOHTaxa ¢
MJIK 01.02. NPUMEHEHUEM U3MEPUTEIBHBIX TPUOOPOB
TenekoMMyHUKAIIMOH MOCTOSTHHOTO TOKA.

10




HBIC CUCTCMBI U CCTH

Ornpenenenue BUIAa U MECTA TOBPEKICHUSA
KaOeJIbHOM JIMHUU CBSA3U C

MOMOIIBIO PUOOPOB NEPEMEHHOTO TOKA
(pediekToMeTpoB).

MoHTaX ONTHYECKUX KaOesei.

[IpoBepka kauecTBa MOHTaka ONTHYECKHUX
BOJIOKOH C MTOMOIIBIO PEIIEKTOMETPOB U
M3MEPUTEIEN ONTUYECKOW MOIITHOCTH.
Pa3pnenka xabeneil ¢ «BUTON mapon» ais
BKJIFOUECHUS B

KOHHEKTOPBI COOTBETCTBYIOIIEH €MKOCTH.
MoHTaX KOMMYTallUOHHBIX MaHETEN.
HcnbiTanue CMOHTUPOBAHHOM JIMHUU
TeCcTEpamu.

OdopmieHne TOKyMEHTaluu Py cAaue
JIMHUY B DKCILTYaTaLMIO.

N3yuenue u pabota ¢ KOHTPOJIBHO-
U3MEPUTENIBbHBIM 000PYA0BaHUEM
N3yuenne 000pyA0BaHUS U YCTPOUCTB,
MOBBIIAIONIUX PAOOTOCIIOCOOHOCTh U
HAJEKHOCTh KaOENbHBIX TUHUH.
Oznakominenue ¢ ooopynoanuem UTKC
O3HakomIIeHHE ¢ KaOETbHBIMU LIEXaAMH U
y4acTKamu.

Pazpnenka xabeneil ¢ «BUTOM mapoi» s
BKJIFOUECHUS B

KOHHEKTOPBI COOTBETCTBYIOIIEH €EMKOCTH.
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IIpome:kyTOUHasK
arrecrauus B popme:
aug.3auera

MK 2.1,
TK 2.2,
MK 2.3

I1IM.02.
3amuTa uHpopmanuu
B MH(OPMaIIMOHHO-
TEJIEeKOMMYHUKAILIMOH
HBIX CUCTEMaX H
CeTsIX C
MCIIOJIb30BaHUEM
MPOTPaMMHBIX U
IPOrpaMMHO-
anmnapaTHbIX, B TOM
qucie
KpUNTOrpaduuecKux
CPEJICTB 3aIIUTHI

108

MJIK 02.01 3amwura
uH(popmanuu B
nH(GOPMAITMOHHO-
TEJIEKOMMYHHUKAIIMOHH
BIX CUCTEMAaX M CETAX
C MCIOJIb30BaHUEM
MPOrPaMMHBIX U
IpOrpaMMHO-
anmapaTHBIX CPEJICTB
3aIUTHI

72

Pa3zpaboTka KOHIIETIIINY UHKEHEPHOU
3aIIUTHl THPOPMALIMH

[TocTpoenre MaTpHITBl TEXHUYECKUX YTPO3
0o0beKTa

HccnenoBanne METOA0B 1 CIIOCOOOB
HECaHKIIMOHUPOBAHHOTO CheMa CUTHAJIa
HccnenoBanme METOA0B U CIIOCOOOB
AKPAHUPOBAHUS CPEIbI TIEpElauul JTAHHBIX
HccnenoBanue METOA0B U CIOCOOOB
AKpPAHUPOBAHUS CPEJICTB 0OPaOOTKU U
XpaHeHus1 THGOpMAITHH

Pa3zpaboTka MoeM MOACUCTEMBI 3aIIUTHI

3amura wHbOpPMAIMK B
MH(}OPMAIIMOHHO-
TEJIEeKOMMYHHUKAIIMOHHBIX
CUCTEMaxX M CeTIX ¢
HCIIOJIb30BaHUEM
IPOTPaMMHBIX 1
POrPaMMHO-aMNIapPaTHBIX
CPEICTB 3alIUThI

12
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uH(pOpMAaIUU OT CheMa CUTHAJIa HAaBOJKU
Pa3zpaboTka MoeNM MOJACUCTEMBI 3aAIUTHI
cpeAcTB 00padOTKH MHGOPMAIIUU C
PUMEHEHUEM TEXHOJIOTUU
SKpaHUPOBAHUS

N3yuenue MeTo10B 1 CIIOCOOOB CO3AaHUSs
TEXHUYECKUX KAaHAJIOB YTEUKU
uHbOpMaIuu

Pa3paboTka Moaenu mpoiiecca 3amuThl
AKTHBOB OT YTCUKH MH(GOPMAIIHH 110
TEXHUYECKUM KaHaJIaM

Pa3paboTka miaHa BBOJa B KCILTyaTaIHIO
CUCTEMbI HH)KEHEPHO-TEXHUUECKOU
3amuThl H”HOpMaIUU 00BEKTa
O3HaKOMIICHHE C MPAKTUYECKUMU
METO/IaMH MPOTUBOICUCTBUS HAOIIIOICHUIO
Y OCHOBHBIMHU XapaKTEPUCTUKAMU CPEJICTB
Y CUCTEM IPOTUBOCHCTBYUS HAOTIOICHUIO
Pabora co cpeacTBaMu U cHCTEMaMH
IPOTHUBOAEHCTBUS HAOIIOAECHUIO
O3HaKOMJICHHE C METOJIJaMH M CIIOCO0aMu
IIPOTHUBOICHCTBHS MPOIIECCY YTCUKHU
nH(GOPMAITUH TI0 aKyCTUYECKOMY U
BUOPOAKYyCTUUECKOMY KaHAITy

Pabora co cpeacTBamMu MpOTUBOICHCTBUS
npoleccy yreuku nHpopMaiuu 1mo
AKyCTUYECKOMY M BUOPOAKYCTUUECKOMY
KaHary

O3HAKOMJICHHE C METOJIaMH U CPEJICTBAMH
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nepexBaTa MH(pOpMaluy U BbIpabOTKa
MEXAHU3MOB 3alllUThI OT NepeEXBaTa
uHpopMaru

Pabota ¢ MexaHU3MaMH 3alUThl CPEIbI
nepesadyy JaHHbIX OT IepexBaTa
uHpopMaru

O3HaKOMIIEHHE CO CIOCO0aMU pealin3auu
OXpaHHBIX CUCTEM

CocTtaBieHre KOHICTIINH YIPaBICHUS
pUCKaMH B 0071aCTH HHPOPMALIMOHHOMN
0€301aCHOCTH MPEAIPHUITHS

Pa6ota ¢ mporpaMMHBIMU CPEICTBAMHU
aHaJM3a pUCKOB

CocTraBieHnne MaTpulbl yTpo3 IS
OpeIIPUITHS

Pa3BepThiBaHNe cucTeM OOHAPYKEHMUS
BTOPKEHUU

KondurypupoBanue cucteM oOHapYKCHUS
BTOPKEHUU

Hacrpoiika cuctem oOHapyKeHHsI
BTOPKEHHM ISl OOHAPY>KEHUS CETEBBIX
aTax

CocTtaBieHre TOTUTUKH 0€30M1aCHOCTH
OPEIIPUITUS C y4ETOM pabOThl CUCTEM
0OHapyKEeHHs BTOPKEHUN

TectupoBaHus anmapaTHbIX MEXKCETEBBIX
HKpaHOB

TectupoBaHusi MPOTPAMMHBIX MEXKCETEBBIX
HKPaHOB

14




Hacrtpolika nepcoHanbHBIX MEKCETEBBIX
JKpPaHOB

Hactpoiika u konpurypupoanue
MeKCeTeBbIX dKkpaHoB B ceTsix SOHO.
Hactpoiika u konpurypupoanue
MEKCETEBBIX SKPAHOB B CPEIHUX CETAX
MopenupoBaHue pabOThI MEKCETEBBIX
SKPAHOB B KPYITHBIX CETIX
MoennpoBaHue 3alIUIIEHHBIX KAaHATIOB
CBSI3U B Pa3JIMYHBIX CETAX.

Opranm3zanus nporecca moCTPOCHUS
3alUIIEHHBIX KaHAJIOB CBSI3U B PA3IMYHBIX
CeTsAxX

Hactpoiika MexaHM3MOB 3a1UThI
(baiIOBBIX CUCTEM U 0a3 IaHHBIX
Hactpolika pa3nuyHbIX MEXaHU3MOB
3aIIUThI JIEKTPOHHOMN MOYTHI B CETH
IpeANpUATUS

MopenupoBaHue OJICUCTEM 00ECTICUCHHUSI
0e30nmacHOCTH UHPOPMALIUU OT
HECAHKI[MOHUPOBAHHOTO JIOCTYIIAa
O3HakoOMIICHHUE, TOAKIIFOYEHNE, HACTPOMKA
CHUCTEMBI PE3EPBHOTO KOMMPOBAHUS

MJIK
02.02.Kpunrorpaduu
ecKas 3aIuTa
uHbopmauu

36

Kondurypupoanue mudpyromen
daiinoBoii cuctemsl EFS

Co3nmanue moamuced ©W  CepTUPUKATOB,
mu@poBaHUE JOKYMEHTOB IPH IOMOIIU
EFS.

Kondurypuposanne CK3U kpunto APM

Kpunrorpaduueckas
3amuTa nHpopMaIun

36
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Co3nanue mnoanuced W CepTUPHUKATOB,
muppoBaHUEe JOKYMEHTOB MPU TMOMOIIU
kpunto APM

[TognuceiBaHne OOBEKTOB C TMOMOIUIBIO
APM

Kondurypuposanue CK3U GnuPG
[loanuceiBanne OOBEKTOB C ITOMOIIBIO
GnuPG

Kongurypuposanue CK3U PGP
[loanuceiBanne OOBEKTOB C MOMOIIBIO
PGP

Kongurypupoanue CK3U  TrueCrypt.
[IudpoBanue pas3aenoB U JUCKOB IMPHU
nomotu TrueCrypt

Kondurypuposanue SSL Ha
oneparmonHoi cucreme DEBIAN
Kondurypuposanue SSH Ha

oneparmonHoi cucteme DEBIAN
VYcTaHoBKa U KOH(PUIYpHUpPOBaHHE LEHTpa
ceprudukaunn Ha DEBIAN

Co3naHue U TEepeHOC KOHTEMHEpOB Ha
Crypto PRO, Koungurypuposanue
CUUTHIBATENEH

Co3pganue DNEKTPOHHBIX IOANUCEH U
ceptudukaros npu nomoiu Crypto PRO
Co3manne  3ampocoB M IOJIyYEHHE
cepTU(PUKATOB  IIEHTpa CcepTUdUKAIUU
windows server

16




IIpome:kyTOUHasK

arrecrauus B popme:

, iu¢.3auera

MK 3.1,
TK 3.2,
TK 3.3,
TK 3.4

IIM.03.
3amuTa uadopmanuu
B MH(OpPMaIMOHHO-

TEJICKOMMYHUKAIIUOH
HBIX CUCTEMAaX U 108
CETSIX C
HCIIOJIb30BaHUEM
TEXHUYECKHUX
CpEJICTB 3aIMUThI
MJIK 03.01 3ammwura N3yueHue BUIOB JaTYNKOB OXPAHHOMN U
nHpopmaruu B MOYKapPHOU CUCTEM CUTHAJIA3ALIHH.
NTKC ¢ N3yuyenue nocneaoBaTeIbHOCTH
HCIOJIb30BaHUEM MOHTaXa JaTYNKOB OXPAaHHOU U
TEXHUYECKUX MOYKaPHOW CUCTEM CUTHAIIA3ALINH.
CPEJICTB 3aIUThI MoHTaX JaTYNKOB OXPAHHOM CHUCTEMBI .
CHIHATH3ATIIIL 3ammura JJMHAN CBA3HU 108
MOHTaX TaTYMKOB MOKAPHON CUCTEMBI HTRC
MJIK.03.02. 108

dusznueckag 3ammura
muaun cBsa3u UTKC

CUTHAJIN3ALINH.

[IpoekTrpoBaHuE YCTAHOBKH CUCTEMBI
II0YKapHO-OXPaHHOW CUTHAJIU3ALUHU 110
3aJaHUIO.

Peanuzanusa cupoeKkTHpOBaHHOU
CHUCTEMBI TTOKAPHO-OXPAHHOMN
CUTHAJIN3ALINH.

IIprmeHeHne MpOMBIIIIIEHHBIX

17




ocuusuiorpadoB s 3aLIUThI
nHpopmaruu

[IpuMeHeHne TPOMBIIUICHHBIX
4aCTOTOMEPOB ISl 3aIUThHI HH(pOpMaUu
[IpuMeHeHne NPOMBIIUICHHBIX
TeHEepaTOPOB JUIs 3aIUThl HH(OPMALIUU
PaccmoTpenue cucteMsl KOHTPOIIS U
YIPABJIECHHS TOCTYTIOM
[IpoekTupoBaHue U peannu3anus
CUCTEMBI KOHTPOJISL U YIIPABJICHUS
JIOCTYIIOM TIO 33JaHHIO.

PaccMmoTpenune npuHIMIOB padOThI
CUCTEMBbI BUICOHAOIIIOICHUS U €€
IIPOEKTUPOBAHKE

PaccMoTpeHune 1aTyukoB rnepuMerpa, ux
IPUHLIUIIOB PabOTHI

BeltoniHeHNE 3ByKOU30IS1UN
MIOMEIICHUI CUCTEMBI 3aIIyMIICHUS
[IpoekTupOBaHKE CUCTEMBI 3AILUTHI OT
YTEUKH 1O LETISIM 3JIEKTPOITUTAHUS U
3a3eMJICHUS

Peanusanust cnpoeKTUPOBaHHOU
CUCTEMBI 3aIIUTHI OT YTEUKH MO LIETSIM
ANEKTPOINUTAHUS U 3a3EMJICHUS
Pa3paboTka opraHu3aoOHHbIX
MEPOIPUATUAN MO 33JaHUIO
IpEenoIaBaTess

Pa3zpaboTka TeXHUYECKUX MEPOTPUITHI
110 33JaHUI0 ITPENOIaBaATEeIs

18




Pa3paboTka OCHOBHO# TOKyMEHTAIIUHU TIO
WH)XKCHEPHO-TEXHUYECKOH 3aIlnuTe
nHpopmaruu

IIpomekyTOUHASK
arrecrauus B ¢popme:
aug.3auera

MK 1.3,
TK 2.1,
TK 3.1,
TK 3.2

ITM.04.
Beinmonnenue  pabot
1o OJTHOM 18105
HECKOJbKHAM
npodeccusim
pabouux,
JOJDKHOCTSIM
CITy KaluX
(Beimonnenune pabot
o paboueii
npodeccun
«Omnepatop
AJIEKTPOHHO-
BBEIYMCIIUTEIILHBIX U
BBIYHCIIATEITHLHBIX
MaIITH» )

72

CobnroieHre TeEXHUKH 0€30MMacCHOCTH IPH
pabote Ha OBM

N3yuenune apxurektypsl 9BM, cTpyKTypHI
Y OCHOBHBIX IPHUHIMIIOB paboTel OBM
PaboTa ¢ monosHUTEIbHBIMU BHEIITHUMHU
ycrpoiictBamu 11K: mouck apaitBepos,
NOJKJIFOYEHHE, HACTPOMKA

[ToaxmroueHne U MHCTAILISALUS IPUHTEPOB,
ckaHepoB. HacTpoiika napameTpoB padoThI
IPUHTEPOB, CKAHEPOB

VY cTaHOBKA U 3aMEHA PaCXOAHBIX
MaTepualioB JUIsl IPUHTEPOB, KCEPOKCA,
IJI0TTEPA

YcTraHoBKa ONepaliMoOHHON CPEIbI,
Hactpoiika untepdeiica OC (pabounit
CTOJI, 0€30IMaCHOCTb CHCTEMHEI,
MOAKITIOUCHHE K CEeTH)

VY cTaHOBKa NPUKIAAHBIX TPOTPaAMM
VYmpasnenue daiiiamu JTaHHBIX HA
JIOKaJIbHBIX ChEMHBIX 3AIIOMUHAOIIUX
YCTPOMCTBAX, a TAaK)Ke HA IUCKAX
JIOKAJIBHOM KOMIIBIOTEPHOU CETH U B

Brimonxnenne padot mo
OJIHOM WJIM HECKOJIbKUM
npodeccusiM pabouux,
JOJKHOCTSIM CITY>KallluX

72
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UHTEPHETE
JlnarHocTuka npoCTEUIINX
HeucnpaBHocTen 1K

OdopmiieHre OTYETHON JOKYMEHTAIUHU B
COOTBETCTBHHM C IEPEYHEM padoT,
BBITIOJTHSIEMBIX B MTOPSIAKE TEKYILIEH
skcrutyaranuu O9BM

Hcnonb30BaHuE MITAaTHBIX CPEJCTB
3aIIUTHI ONEPAIMOHHON CUCTEMBI U
MPUKIJIATHBIX TTPOTPAMM.

[Iprmenenne maponbHOM 3aIUThI

VY cTaHOBKa aHTUBUPYCHBIX MPOTPAMM, UX
HacTporika. OOHOBNIEHUE Oa3bl.
BrinonHeHne apXuBUpOBaHUS JaHHBIX.
BrinosiHeHNEe pe3epBHOrO0 KOMUPOBAHUS U
BOCCTAHOBJICHUS JAHHBIX

PucoBanne 00bEKTOB CpeICTBAMH
rpaguUecKoro pelakTopa.

PaboTa c 3anuBKaMu 1 KOHTYpamu B
nporpamMme BEKTOPHOU rpauku

PaboTa ¢ TekcTOM B MporpaMMe BEKTOPHOM
rpaduku

NHCTpyMEHTHI BbIJIETICHUS B TPOTpaMMe
pactpoBoii rpadguku BeraBka u
peaaKTUpPOBaHUE TOTOBOTO M300paXKEHUs C
UCIIOJIb30BaHUEM MPOrPAMM PaCTPOBOM
rpaduKu

Pa6ota co cinosiMu ¢ UCTIOTIB30BaHUEM
IPOrpaMM PacTPOBOM rpaduKu
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PaboTa c 1BeTOM € UCIOJIb30BAHUEM
IPOrpaMM pacTpoBOil rpaduKu
Hagpuramnus no Be6—pecypcam Untepuera
C TIOMOIIbI0 TTporpaMMbl Be6—0Opaysepa.
[Touck, copTupoBKa U aHATU3
uH(GOPMAIUHU C TOMOIIBIO TOUCKOBBIX
uHTepHET caiiToB. Co3gaHue u 0OMeH
MUCbMaMHU JIEKTPOHHOU MOYTHI.
Co3znanue npoctenmmx web—cTpanull, Ha
s3bIke pa3merku HTML

Odopmienue web—cTpanuil, UCIOJIb3YsI
TEru pa3MeTKU TeKCTa U (hopMaTUPOBAHUS
BcraBka nzo0paxkenuit Ha web—cTpaHuiibl
Coznanue tabmnuil B html—gokymente
Coznanue dperiMoB B html—gokymenTe
Coznanue popm B html—moxymenTe
[Tpumenenune CSS ns cozmanust html—
JIOKYMEHTOB

Co3pganue mpocToro web—caira
[lepecpuika u myonukanus $haiisioB
JnaHHbIX B IHTEpHETE.

IIpomexkyTrounas
arrecrauus B popme:
aug.3auera

BCEI'O yacoB

396
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3.2 Copnep:xxanue y4eOHOH NMPAKTHKHU

Koa u nanmenoBanue

Oo0bem
Npo¢eccCHOHANBbHBIX .
9 Conep:kanue y4eOHbIX 3aHATHI 4acoB Ha
moayJsei, M/IK u tem VIl
Y4eOHOM NPAKTHKHU
IIM.01 Dxcniyaranus MHPOPMALMOHHO-TEJIEKOMMYHMKANMOHHBIX CHCTEM M ceTeil 108
MJK 01.01 IIpuemo-nepeaaouniue yCTPOMCTBA, JUHEHHbIE COOPYKEHUSI CBSA3H U HCTOYHUKHU 108
3JIEKTPONMTAHUSA
MJIK 01.02. TejiekOMMYHUKAIIHOHHbIE CHCTEMbI M CETH
TenekoMMyHUKAIIMOHHbBIE Conepxkanue y4eOHON MPAKTHKHA 108
CHUCTEMBI U CETU 1 MonTtax kabenert HU u BY pa3inuuHbIMU TEXHOJIOTHUSIMH. 8
2 | MoHTaXX OKOHEYHBIX YCTPOMCTB, NPHUMEHSIEMBIX Ha MECTHBIX TeIe(OHHBIX 8
CETSIX, MAaruCTPaJbHbIX M 30HOBBIX JIMHUSAX CBSI3U MJIs DJIEKTPUYECKHX H
ONTHYECKUX KaOeJen.
3 | KoHTpoJib KauecTBa MOHTaXa C MPUMEHEHHEM U3MEPUTENbHBIX IPUOOPOB 8
IIOCTOSIHHOT'O TOKA.
4 | Onpezenenue BUIa U MECTa MOBPEXKICHUS KaOCIbHOMN JIMHUH CBSI3U C 8
MTOMOIIBI0 MPUOOPOB IEPEMEHHOT0 TOKa (peICKTOMETPOB).
5 | MoHTaX ONTUYECKUX KaOemei. 8
6 | [IpoBepka KauecTBa MOHTaXa ONTUYECKUX 8
BOJIOKOH C MTOMOILBIO pe(PIIEKTOMETPOB U U3MEPUTENEH ONTUYECKON
MOIIIHOCTH.
7 Paznenka kabeneit ¢ «BUTOM mapoi» Jyisl BKIIFOYEHUS B 8
KOHHEKTOPBI COOTBETCTBYIOIIEH €eMKOCTH.
8 | MoHTa)x KOMMYTaIIMOHHBIX MAaHEJEH. 6
9 | UcnbplTaHue CMOHTUPOBAHHOW JIMHUM TECTEPAMMU. 6
10 | OdopmiieHre TOKyMEHTAIIMH MPU Cave JJUHUU B SKCILTyaTaIHIo. 6
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11 | M3ydenue u paboTa ¢ KOHTPOJIbHO-U3MEPUTEIHHBIM 000PYI0BAHUEM 6
12 | M3ydenue 000pynOBaHMS U YCTPOUCTB, MOBBIMIAIONINX PAOOTOCIOCOOHOCTD U 6
HAJICKHOCTh KaOEJIbHBIX JIMHUU.
13 | O3nakomiienue ¢ obopynoBanueM NTKC 6
14 | O3HakomiieHUE ¢ KaOEIbHBIMU IIEXaMU U YYaCTKaMHU. 8
15 | Pa3nenka xaGeneii ¢ «BUTOM Mapoil» AJis BKIIOUEHUS B 8
KOHHEKTOPBI COOTBETCTBYIOIIEN €eMKOCTH.
IIpomexyTounas arrecrauus B Gopme nuddepenuupoBanHoro 3auera no YII1.01
IIM.02 3ammura uangopmanuu B HHGOPMALMOHHO-TEJIEKOMMYHHUKANMOHHBIX CHCTEMAX M CETHAX C 108
HCIO0JIb30BAHMEM MPOTrPAMMHBIX U POrPAMMHO-ANNAPATHBIX, B TOM YHCJIe KPUNTOrpaguiyecKux cpeacTs
3alUThI
M/K.02.01 3amura uadopManyu B MHPOPMALUOHHO-TEJICKOMMYHUKALIMOHHBIX CHCTEMAaX M CeTHAX ¢ 72
HCNOJIb30BAHMEM MPOTPAMMHBIX M POTPAMMHO-ANNAPATHBIX CPEACTB 3AIIUTHI
Copaep:xanue y4eOHOM NPAKTUKHA 72
Samyra HHGOPMALIH B 1 Pa3paboTka KOHIIENIIUHA WHKEHEPHOU 3aIUThl HHHOPMAIIHH. 2
HEGhOPMAITHOHHO- 2 [TocTpoeHne MaTpHIlbl TEXHUYECKUX YIPO3 00BEKTA. 2
Te/IeKOMMYHHKAIHOHHBIX 3 HccnenoBanre METO0B M CIOCOOOB HECAHKIIMOHMPOBAHHOTO CheMa CUTHAJIA. 2
CHCTEMAX 1 CETSIX C 4 HccnenoBanre METOJOB M CIOCOOOB 3KPAHUPOBAHUS CPEbl IEPEIAun JaHHBIX. 2
HCITONBb3OBAHIEM 5 HccnenoBanre METOIOB M CIIOCOOOB SKPAHUPOBAHUSI CPEACTB 0OpabOTKH H 2
HPOrPAMMHBIX 1 XpaHeHUsI THPOPMAIIUH.
HPOrPAMMHO-TIAPATHBIX 6 PazpaboTrka Momenu moicHUCTEeMBbl 3aIUThl MHGOPMAIMU OT ChEeMa CHUTHasa 2
CPEJICTB 3aIIUTHI CPEICTB HABOZIKH.
3AIIHTHI 7 PazpaboTka MoAenM MOJCUCTEMBI 3alUThI CPEICTB 00pabOTKH MH(OPMAIINH C 2
MIPUMEHEHUEM TEXHOJIOTUU SKPAHUPOBAHUS
8 N3yueHne METOJI0B M CHOCOOOB CO3JaHUSI TEXHUYECKUX KaHAJIOB YTEUYKH 2
uHbopMauu.
9 PazpaboTka Mozenu mporecca 3amUThl aKTHBOB OT YTEYKH WH(OpMAIUU 10 2

TCXHUYCCKHUM KaHaJIaM.
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10 | Pa3pabotka miaHa BBOJA B SKCIUIyaTallMI0 CUCTEMbl MHKEHEPHO-TEXHUYECKOU 2
3aIUThl UHPOPMAIUU 0OBEKTA.

11 | O3HaKOMJIEHHE C MPAKTUYECKUMH METOJaMH MPOTUBOJICUCTBUS HAOIIOJCHUIO 2
U OCHOBHBIMH XapaKTEPUCTUKAMH CPEJICTB M CHUCTEM MPOTUBOJCHCTBUS
HaOJII0IEHUIO.

12 | Paborta co cpeacTBaMu U CUCTEMaMU MTPOTUBOICHCTBHS HAOIOICHUIO. 2

13 | O3HaKOMJIEHHE C METOJIaMH U CIIOCOOAMH MPOTUBOJAEHCTBHSI TPOLIECCY YTEUKU 2
uH(GOpPMaIIMU N0 AKYCTHUYECKOMY U BUOPOAKyCTHUECKOMY KaHaly.

14 | PabGota co cpencTtBamMu MPOTUBOJCUCTBHSI MPOIECCY YTEUKH MH(OpMaIuu 1o 2
aKyCTHUYECKOMY U BUOPOAKYCTHUECKOMY KaHAIy.

15 | O3HakoMJieHHE C METOJlaMd M CpEJICTBaMH IiepexBaTa HWHMOpMAIUU U 2
BBIPa0OTKA MEXAHMU3MOB 3alIUTHI OT MepexBaTa HHHOOPMAITUH.

16 | PaGora ¢ MexaHu3MaMM 3alIUThl CpeAbl IMEpPEeAaud JAaHHBIX OT IepexBaTa 2
uH(hopManuu.

17 | O3HakoMJIEHHE CO CIIOCOOaMU peaTnu3aliii OXPaHHbBIX CUCTEM. 2

18 | CocraBieHre KOHUENUUHU YIPABJICHHUS PUCKaMU B 00JacTH MH(OPMAIMOHHON 2
0€301acHOCTH MPEAIPUSITHS.

19 | PabGora c nporpaMMHBIMU CPEACTBAMHU aHAIN3a PUCKOB. 2

20 | CocTaBieHue MaTPHIIbl YIPO3 I MPEITPUSITHSL. 2

21 | Pa3BepThiBaHME CUCTEM OOHAPYKEHUSI BTOP>KEHUM. 2

22 | KoHduryprupoBaHue cucteM 0OHApYKEHHsI BTOPKEHUM. 2

23 | Hactpoiika cucteM OOHApy>K€HHsI BTOPKEHUU 711 OOHApYKEHHUSI CETEBbIX 2
aTax.

24 | CocTraBneHue MOJMUTUKU O€30MACHOCTH MPEANPUATHS C YI€TOM PabOThl CUCTEM 2
oOHapy>KEeHUsI BTOPKCHUM.

25 | TecTupoBaHMSs alapaTHBIX MEXKCETEBBIX IKPAHOB. 2

26 | TectupoBaHUs TPOrPaMMHBIX MEKCETEBBIX SKPAHOB. 2

27 | Hactpolika nepCoOHaJIbHBIX MEKCETEBBIX YKPAHOB. 2
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28 | Hactpolika 1 KOHQUTYpUpOBaHHE MeKceTeBbIX KkpaHoB B ceTssx SOHO. 2
29 | Hactpolika 1 KOHQUTYPUPOBAHHE MEKCETEBBIX IKPAHOB B CPEJTHUX CETSIX. 2
30 | MonenupoBaHue pabOThl MEKCETEBBIX SKPAHOB B KPYIHBIX CETSX. 2
31 | MoaenupoBaHue 3alIMIIEHHBIX KAHAJIOB CBSI3H B Pa3JIMUHBIX CETSIX. 2
32 | Opranuzanus Tmpolecca MOCTPOCHMS 3allUIIEHHBIX KaHAJOB CBSI3U B 2
pa3IMYHBIX CETSIX.
33 | Hactpoiika MexaHH3MOB 3aIIUTHI (PailIOBBIX CHCTEM U 0a3 TaHHBIX. 2
34 | Hactpoiika pa3IMYHBIX MEXaHU3MOB 3alllUThl JJIEKTPOHHON MOYTHI B CETH 2
NPEANPUATHS.
35 | MonenupoBaHue MOACUCTEM OOecreYeHHsl 0e30MacHOCTH HH(pOpPMAIUU OT 2
HECaHKIIMOHMPOBAHHOI'O JOCTYTIA.
36 | O3HakoMIIeHHUE, TOAKITIOUYECHNE, HACTPOWKA CUCTEMBI PE3EPBHOTO KOMTMPOBAHUS 2
M/K.02.02 Kpunrorpaduueckasi 3amurta nngpopmauuu 36
Kpunrorpaduueckas Conep:kanue y4eOHOH NPAKTHKH 36
3amura uHpopmauu 1 Koudurypuposanue mudpyromeit gaitnoBoit cuctemsl EFS 2
2 Coznanue noanuceit u cepTuUKaToB, MubpoBaHUE JOKYMEHTOB MPU MTOMOIIIH 9
EFS.
3 Koudurypuposanne CK3U kpunto APM 2
4 Coznanue noanucei U cepTUPUKATOB, IU(POBAHUE JOKYMEHTOB MPU MTOMOIIH 2
kpunto APM.
5 [ToxnuceiBaHe 00BEKTOB ¢ MOMOIIBI0 APM 2
6 Kondurypuposanue CK3U GnuPG 2
7 [ToanuceiBanre 00beKTOB ¢ TomoIsio GNUPG 2
8 Kondurypuposanne CK3U1 PGP 2
9 [MToamuceiBanre 00HEKTOB ¢ rToMoIibro PGP 2
10 | Koudurypuposanue CK3U TrueCrypt. [lludpoBanue pa3aenoB u JUCKOB MpH 3
oMoty TrueCrypt
11 | Kordurypuposanmne SSL Ha oneparmonsoii cucreme DEBIAN 3
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12 | Koudurypuposanne SSH na onepanumonnoii cucreme DEBIAN 3
13 | YcraHoBka u koHQUrypupoBanue 1enrpa ceprudukanuu Ha DEBIAN 3
14 Co3nanue wu _nepeHoc koHteiiHepoB Ha Crypto PRO, Koudurypupoanue 9
CUMTHIBATEIICH
15 | Co3nanue 31eKTPOHHBIX MoAnucel u ceprudukaroB npu nomonu Crypto PRO 2
16 C(_)3z[aHI/Ie 3allpOCOB W TIOJyuyeHUEe CcepTUu(UKaTOB ILEHTpa cepTUPUKALUN 2
windows server
IIpomexyTounasi arrecrauusi B opme nuddepeHnupoBanHoro 3avera no YI1.02
IIM.03 3amura undopmMauuu B UHPOPMANMOHHO-TEJTEKOMMYHUKAIIMOHHBIX CHCTEMAX M CETSAX € 108
HCII0JIb30BAHMEM TEXHHYECKHX CPE/ICTB 3aIUThI
MK 03.01 3amura nuapopmanuu B UTKC ¢ ncnosib30BaHneM TeXHHYECKHX CPEICTB 3aIHUThI 108
MJIK 03.02 ®duszunueckas 3amurta JuHuii cBsazu UTKC
Conep:xaHue yueOHOH MPAKTUKHU 108
3ammra muHun ceszu UTKC | 1 N3ydeHne BUIOB JaTYMKOB OXPAHHOM U MOKapPHOW CUCTEM CUTHAIU3ALUH. 6
N3ydeHne nocie10BaTeIbHOCTH MOHTaXKa TATYUKOB OXPAHHOU U MOXKAPHOU
CHCTEM CHUTHAJIN3AIINN.
2 MoOHTaX TaTYMKOB OXPAHHOW CUCTEMbBI CUTHAJIM3AIUH. 6
3 MoOHTaxX TaTYNKOB MOKAPHOU CUCTEMbI CUTHAUIU3AIIAH. 6
4 | IIpoekTupoBaHUE YCTAHOBKM CUCTEMBI MOXKAPHO-OXPAHHON CUTHAIM3ALIMH T10 6
3aJIaHUIO.
5 | Peanu3zanus cipoeKTHPOBAHHOM CHCTEMBI MTOXKAPHO-OXPAHHOW CUTHATTU3AIINH. 6
6 [IpuMeHeHre TPOMBIIUIEHHBIX OCHMILIOrpadoB 15 3aUThl HHQOpMauu 6
7 [IpumMeHeHre MPOMBIIIIEHHBIX YaCTOTOMEPOB JIJIS 3aIIUThl HTHGOPMAIIHH 6
8 [IpumMeHeHnre mpOMBITINICHHBIX TeHEPaTOPOB /IS 3aIUTHl HHGOPMAITUN 6
9 PaccmoTpenne cucteMbl KOHTPOJISI M YIIPABJICHUS JJOCTYTIOM 6
10 | IIpoexTrpoBaHKE U peann3alns CHCTEMbI KOHTPOJIA U YIIPABIICHHS JOCTYIIOM 6
10 33JaHUIO.
11 | PaccmoTpeHure NpUHIIMIIOB pabOThl CUCTEMbI BUACOHAOIIOICHUS U €€ 6
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IIPOCKTUPOBAHUC

12 | PaccMoTpeHHe TaTYMKOB IEPUMETPA, X NPUHILIUIIOB pabOTHI 6
13 | BeimonHeHUe 3BYKONU30JSIIUN TOMELICHUM CUCTEMBI 3aIIYMIICHUS 6
14 | IIpoekTrpOBaHUE CUCTEMBI 3AILUTHI OT YTEUKH MO LEMAM 3JIEKTPONUTAHUS U 6
3a3€MJICHUS
15 | Peanusanust CpOEKTUPOBAHHOM CUCTEMBI 3aIIUTHI OT YTEUKH IO LEHSIM 6
AIIEKTPOINUTAHHUS U 3a3€MJICHUS
16 | Pa3paboTka opraHM3allMOHHBIX MEPOIIPUIITUN IO 3a/1aHUIO MIPENoJaBaTelis 6
17 | Pa3paboTKa TEXHUYECKUX MEPONPUATUI MO 3aJaHUI0 IPENOIaBaTes 6
18 | Pa3paboTka OCHOBHOI TOKYMEHTALUU [0 HHKEHEPHO-TEXHUUECKON 3aIUTe 6
uHdOopMaIuu
IIpomexyTounas arrecrauus B popme nuddepenuuposannoro savyera mo YI1.03
I1IM.04 BeinonHeHne padoT Mo OAHOW WIJIM HECKOJBKUM mpodeccusM padoduXx, JOJKHOCTSAM CIIyKallluX 72
(Beimonnenue pabot mo pabouedt mpodeccun «OrnepaTop 3NEKTPOHHO-BBIYMCIUTEIBHBIX W BBIYMCIATEIBHBIX
MaIIUH)
Boinonnenune pabor no | CogepkaHue y4eOHOI MPAKTHKH 72
onHOM wunaM HeckonbkuM | Pazgen IIM 2. IloaroroBka 060pyaoBaHusi KOMIOBIOTEPHOIl CHCTEMBI K padoTe, 26
npogeccusim pabounXx, | HHCTAJUISINHUS, HACTPOIKA U 00C/IyKHBAHHE MPOTPAMMHOI0 0feceyeH st
JOJDKHOCTSIM CITY KallluX 1 | CoGmroneHne TeXHUKH 0€30MmacHOCTH Ipu padoTe Ha DBM 1
2 | Uzyuyenue apxutektypsl IBM, CTpyKTypbl U OCHOBHBIX MPHUHIIUIIOB PaOOTHI 3
OBM
3 | PaGora ¢ nonomHuTenbHBIMA BHEIMIHUMU ycTpoiicTBamu [1K: mouck npaiisepos, 2
MOJKJIIOYEHUE, HACTPOITKa
4 | IlonknroyeHrne U MHCTAILALMS TPUHTEPOB, cKaHepoB. HacTpolika napameTpoB 5
pabOThl NPUHTEPOB, CKAHEPOB.
5 | YcraHoBKa M 3aM€HAa PACXOJHBIX MaTEpPUAIOB Il IMPUHTEPOB, KCEPOKCA, 9

TUIOTTEPA.
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VYcraHoBKa onepaliioHHOM cpelibl, HacTpoiika untepdeiica OC (padouwii cTod,

0€30MacHOCTh CUCTEMBI, MOJIKJIFOUEHUE K CETH). 6
7 | YcTaHOBKA MPUKIAAHBIX MPOTPAMM. 2
8 | Yopasnenue @QailsiaMu JaHHBIX Ha JIOKAIBHBIX CHhEMHBIX 3aIIOMUHAIONIUX
YCTPOMCTBAxX, a TaKX€ HA JHCKaX JIOKAIbHOW KOMIBIOTEPHOM CETH U B 4
WHTEpHETE
9 | lmarHocTtuka npocrermux HeucnpaBHocTen 11K 2
10 | OdbopmieHrue OTYETHOM JOKYMEHTAIlMM B COOTBETCTBUU C IMEPEUYHEM pPadoT, 2
BBITNIOJHAEMBIX B OPsIKE TeKylIel akcmtyarauuu 9BM
Pazgea IIM 3. O0ecneueHue 3amuThl HHGOPMALIMH B KOMIIBIOTEPHOH cHCTEMeE 10
1 | Ucnonb30BaHuEe IUTaTHBIX CPEICTB 3alllUThl OINEPAIMOHHOM CHUCTEMBI U 2
IPUKJIAJHBIX IPOTPaMM.
2 | ITpumeHeHue NapoabHON 3aIMTHI. 2
3 | YcTaHOBKA aHTUBHPYCHBIX TPOrpamm, X HacTporika. OOHOBIEHUE Oa3bl. 2
4 | BeimosHeHNE apXUBUPOBAHHUSI TAHHBIX. 2
5 | BeimonHeHue pe3epBHOIO KONUPOBAaHUSI U BOCCTAHOBJICHHUS JJAHHBIX 2
Paznes IIM 4. PadoTa B rpaguuecKux perakropax 12
1 | PucoBanue o0BEKTOB CpecTBAaMU IpaiuecKoro peaakropa. 2
2 | Pabora ¢ 3ayiuBKaMy M KOHTYpaMH B POTpaMMe BEKTOPHOU rpaduKu. 2
3 | Pabora ¢ TeKCTOM B mporpaMmMme BEKTOPHOU rpaduKH. 2
4 | UHCcTpyMeHTBI BbIACNIEHUS B TporpamMme pactpoBoil rpaduku BceraBka u
pEelNaKTUPOBaHHE TOTOBOTO M300paXEHHUS C WCHOJIB30BAHMEM MPOrpaMM 2
pacTpoBol rpaduKy.

5 | PaGora co ciosiMu ¢ UCTIOJIH30BaHHUEM MIPOTPaMM PacTPOBOM TpaduKu. 2
6 | PabGora ¢ 11B€TOM C UCIIOJIb30BAaHUEM MPOTPAMM PACTPOBOU TpaUKH. 2
Paznen IIM 5. Ucnosib30BaHuE PeCypcoB TeXHOJIOTHil U cepBucoB MHTepHeTa 24
1 | HaBuramus no BeO—pecypcam WHTepHeTa ¢ momoiubio mporpammbl Be6— 1

Opay3sepa. [louck, copTrpoBka 1 aHaau3 WH(POPMAIMKM C TOMOIIBIO MMOUCKOBBIX
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UHTEpHET caiiToB. Co3/1anne U 0OMEH NUChbMaMU AJIEKTPOHHON MOYTHI.
2 | Co3znanue npocreinx web—ctpanull, Ha si3bike pazMetku HTML 3
3 | Odopmienne web—cTpaHull, HCHONB3YS TETH pPa3METKU TEKCTa W 2
dbopmatupoBaHus
4 | BcraBka n3o0pakeHunii Ha web—cTpaHuIlb! 2
5 | Cozmanue tabnwmi B html—gokymenTe 2
6 | Cozmanue ppetriMmoB B html—mokymenTe 2
7 | Coznanue popm B html—noxymenTe 3
8 | [Ipumenenue CSS mist coznanus html-nokymeHTOB 3
9 | Co3nmanue npocroro web—caiira 5
10 | Ilepecpbuika u nyonukauus QaitsioB naHHbIX B UHTEpHETE. 1

IIpomexyTouHas arrecrauus B gopme nuddepenuupoBannoro savyera no YII1.04
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4  YCJIOBUSA PEAJIN3AIIUU PABOYEM ITPOT'PAMMBI YUYEBHOU
ITPAKTUKH

4.1 TpeooBanusi K MUHHUMAJIbHOMY MaTepUAJIbHO-TEXHUYECKOMY
o0ecnmeYeHNIo

Peanuzanus nporpaMMbl yueOHOM MPaKTUKK TPEOyeT HATHYUUS:

Macrepckoit mno  kommereHuun — «Kubep-0e30macHOCTB»,  MacTEepCcKOi
nabopaTopur TEXHUYECKUX CpeACTB HMHGOpMATH3alUU, JA0OpATOPUU 3alllUThI
nH(OpPMAIIMU OT YTEYKH MO TEXHUYECKUM KaHajlaM, JIJA0OpaTOPHH MPOTPAMMHBIX H
MIPOTPaMMHO-AMITAPATHBIX CPEJCTB 3aAIUTHl HHPOPMAIIUN, MAaCTEPCKON JIa00paTOPHH
UH()OPMAITMOHHBIX TEXHOJIOTHH.

Macrepckas 1o  komnereHimu — «Kubep-6ezonacHocTb»,  s1abopatopus
MPOTPAaMMHBIX  TPOTPAMMHO-AIMAPaTHBIX ~ CPEACTB  3alIUThl  WHGOpMAIIIH,
MacTepcKas JIabopaTopusi TEXHHYECKHX CPEICTB HH(POpPMATH3AINH, OCHAIICHHAS
000pyZI0OBaHUEM U TEXHUYECKUMH CPEICTBaMH OOyYCHHS: JOCKa KiaccHas — 1 miT.,
CTOJI KOMIIbIOTEpHBIN— 13 mT., ctyn — 13 mT., KOMObIOTEpHBIE Kpecna — 13 miT.,
cucteMusiil 6510k (CPU AMD Ryzen 7 3700x (8 Cores/32MB/8T/3.6GHz); 16 I'Gaiit
(16 I'6aiit) mamsatu DDR4, 2 666 MI'n, 6e3 ECC; TBepmoTeabHbIi HakomuTeab M.2
PCle NVMe, 512 I'6aiit, knacc 35) — 13 wr., mouutop (Asus 2378) — 13 miT.,
kinaBuarypa (Oklick 530S) — 14 ., mbime 11 kommbeioTepa (Defender OPTICAL
MB-160) — 14 mT., ucToyHuk OecrepeborHOro mutaHuss — 13 mT., mpoekrop — 1
IIT., aKTUBHAs KOJIOHKa - 11T., opucHbIit maker Microsoft Office Professional 2016 -
13 mt, OC Microsoft Windows Server - 1 mt., OC Microsoft Windows 10 - 13 mir.,
cepBep SuperMicro CSE-113AC2-R706WB2 2x750W black Intel Xeon Silver 4216
256 Tb O3Y, 960 GB SSD - 1 mr., monutop 23,6 — 1 mT., UCTOYHHK
OecriepeboitHOTO TUTaHUS JJIs cepBepa - 1 miT., cToika nByxpamHas (cTk-24.2-9005
1uMo) — 1 wr., TeneBuzop Ha croiike (huawei 557) — 1 mT., 3KpaH sl MPOEKTOpa
(SAKURA CINEMA WALLSCREEN) — 1 mt., M®VY (Xerox B205) — 1 ., [TAK
Arduino - 3 mir.,Ananuzatop criekrpa IFR 2398 - 1 miT.,27eKTpoHHBIH ocIipiorpad
IBIS-1 — 1mr.,Co6omp 3.0 kb-sobol 3.0 k1 v1-SP1Y - 2 mr .,BUAE€O perucrparop
jassun jsr-HO415mini - 1 mr..Bugeo perucrpatop vesta VDRV-5004M - 1
mT.,Kommyrtarop Alcatel OmniStack LS 6224 - 5 mr ., CreHn : myJIbT 3allUThI
MOMENICHN — 1 MIT., CTEHA: HUCCIEOBaHUE YTEYKH HH(POPMAIMHA TIO 3BYKOBBIM
KaHalaM — | IIT., CTOWKH IJIi MOHTaXXa CETeBOro oOOpyAOBaHWS - 2 IIT.
IIporpammuoe obecneuenue: MS Windows Server 2008 R2, OS Debian Linux 9,
Audacity 2.3, Zoneminder 1.32, Open VAS 8, LibreOffice 6, OS Ubuntu Linux
14.04, Virtual Box 5, Open SSL 1.0, Open VPN 2.4, CepBep o6HoBneHuit WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2, Ossec 3.2, IredMail 0.9.9, OS
FreeBSD 11,12. Asterisk 13, PHP MyAdmin 5, Wireshark 2.2.6, Zenmap 7.7,
Platinum Pack 4.0., Eset Nod32 Fire Wall 5. Kpunto IIpo.,RedCheck
2.0.,DevieeLock 8.

JlabopaTopuun 3ammuThl WHOOPMAIIMM OT YTEYKA MO TEXHUYECKUM KaHajaM,
OCHaleHHasi O000pYyJOBaHHEM U TEXHHUYECKHMMH CpPEICTBAMU OOYYEHHs. CTOJ
mpernojaBaTenss Ha MeTaiokapkace -lmr., kpecno HOmwurep -2mirt., cTon
KOMITBIOTEPHBI Ha METa/IOKapKace JIEeBbli- 4IT., CTOJ KOMIBIOTEPHBIM Ha



MeTaiiokapkace npasblii -10mT., cton Ha meramiokapkace- lmr., ctyn CM-9I'TI-
14mT., Tabyper CM-31- 14mmT., TenexKa 1moj; CHCTeMHBbIN 0J10K- luiT., pabodee MecTo
npenoaasarens — [1K -1 mt: monuTop 19” TFT LG Flatron L1942SE-BF -1 .,
Foxconn TSAA-700 (Kopmyc)-1 mr., ASRock H67DE3 (Matepunckas miara)-1 mir.,
Intel HD Graphics (Buneokapra)-1 mr., Realtek PCle GBE (Ceresas miara)-1 mir.,
Realtek HDA (3BykoBas miata)-1 mr., Intel Core i3 2120 3.3GHz (IIpomeccop)-1
mt., 4XDDR 111 2Gb Samsung (O3V)-1 ., D-Link DGE-528T (Ceteas muiara)-1
mr, WD (500Gb) SATA I (Kectkuit auck)-1 mit.,pabodre Mecta 00yJaroIuxcs —
[1IK 14 mr: Monutop 19” TFT LG Flatron L1942SE-BF - 14 mt, Foxconn TSAA-
700 (Kopmyc)- 14 mt,ASRock H67DE3 (Marepunckas tuiata)- 14 mr, Intel HD
Graphics (Buneokapra)- 14 mr, Realtek PCle GBE (CereBas murara)- 14 miT,
Realtek HDA (3BykoBas 1miara)- 14 mr, Intel Core i3 2120 3.3GHz (Ilpomeccop)- 14
mr, 4XDDR Il 2Gb Samsung (O3VY)- 14 wt,D-Link DGE-528T (CereBas miata) -
14 mwr, WD (500Gb) SATA Il (OKectkuii muck)- 14 mT, MyJbTUMeIUAa-MPOSKTOP
(Epson EB-X12),- lmT, skpan (Screen Media GoldView MW),- 1 mr, y4cOHas
nocka -1mr., mapmpytusatop D-Link Dir-320-1mrt., mapmpyrtusarop D-Link DSR-
500N-1mrt., mapmpytuzarop D-link DFL-800- lmt., xkommyratop D-Link DGS-
3312SR — 2mr., kommyrtatop D-Link DES-3528 — 8mit., croiika mas MOHTa)ka
CETEBOT0 00OpYyAOBaHMS — 2 IIT., MATY-MAHENb — 2IIT., KU 00XUMHbIe — 8IIT.,
po3eTrku pacmpenenutTenbapie moa RJ-45 — 4mr.,, xoHekTopel RJ-45 —50mir.
[Mporpammuoe obecnieuenne: MS Windows Server 2008 R2, MS Windows Server
2012 R2, MS Windows Server 2016, OpenVAS 8, LibreOffice 6, OC Ubuntu Linux
14.04, VirtualBox 5, OpenSSL 1, OpenVPN 2.4, Ceppep ob6HOBimeHuit WSUS,
Zabbix 4.0, Apache 2.4, MySQL 14.12, GNS3 2.0.2, Ossec 3.2, IredMail 0.9.9,
PhpMyAdmin 5, Wireshark 2.2.6, Zenmap 7.70, Denver 3, MySQL Workbench 6.3,
Joomla 2, Notepade++ 4.0.2, GNU PG 2.ail, Packet tracer.

Mactepckas naboparopuss WHGOPMAIMOHHBIX TEXHOJOTHH, OCHAIIEeHHAs
000pyIOBaHUEM U TEXHUYECCKHUMH CPEJCTBAMHU OOYYCHHS: CTOJ HA METaNIOKapKace—
15 mT., cTON yYeHMUYECKHil Ha MHTaJUIOKapKace— 8 MIT., CTyJd YYEHHYECKUH Ha
meTayutokapkace— 30 mT., cereBoit kommyTtarop D-Link DGS-1016D E-net Switch
(16 ports, 10/100/1000Mbps) — 1 ., IIK - 1 mmr.: mouutop 19” TFT Hyundai
X91D, cuctremnsrii 6ok (INWin/GA-H87-HD3/Intel Core i3-4330 3.5GHz/DDR I
4Gb/Seagate 500Gb SATA I11/Gigabit Lan), TIK 14 mr.: monurop 19”7 TFT LG
Flatron L1953S, cucremnsiii 650k (Foxconn TLA-397/Asus B85M-G/Intel Core i3-
4170 3.7GHz/DDR 11l 4Gb/Seagate 500Gb/Gigabit Lan), MynbsTumMeana-npoeKTop
(Epson EMP-821), okpam (Lumien Master Picture 4%*3), yueOHas mocCKa,
nporpamMmmuoe ooecrieuenue: MS Windows 7, MS Office 2007, MS Visio 2007, MS
Visual Studio 2010, MS SQL Server 2008, Eset NOD32, LibreOffice 5, Foxit
Reader 7, Multisim 10.1, MathCAD 2014, Adobe Flash CS3, Any Logic 7, 7-Zip,
HaOop aucTpuOyTHBOB Ui BeO-paspaborku Denwer, Koncynbrant+, RAD Studio
Berlin 10.1, 6pay3ep Google Chrome, 6paysep MS Internet Explorer 11, KiCAD
4.0.5, Python 3.6, Free Pascal 3.0.2.0ffice 2013, SQL Server2012, LibreOffice 6,2,
Visual Studio2012, Free Pascal 3.04.JIokanpHast ceTh ¢ BBIXOJOM B ceTh VIHTEpHET U
noctynom k ObC u C/O.
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JlaGoparopuss HMHPOPMAIIMOHHO-TEJICKOMMYHUKALIMOHHBIX CHUCTEM M CETeH,
OCHAILIEHHAass O0O0OpYJIOBAHMEM U TEXHUYECKUMHU CpeACTBaMU OOy4YeHHs: JI0CKa
kiaccHas— 1 mr., Tabyperku— 28 mT., cTod 1-TymMOOBBIE — 3 IMIT., CTOJ
ayUTOpHBIK— | IIT., CTOJ TMOJUPOBAHHBIA MaJoro pasmepa— 1 IIT., CTON
y4eHUYECKHUM — 14 mT., cTya— 6 mT., CTYJ XECTKUM— 1 mT., mkad a/o1 2-X CTBOPY —
1 wr., mkad KHUKHBIN — 1 WT., mKad-TymOa— 2 MIT., aHATU3ATOP AIEKTPUUECKUX
nerne 1826 NA— 1 mr., 650k 6ecnepedoiinoro nutanus APC SVEN Pro+650 — 1
mr., BYT-31/60— 1 wr., BYT-67/60— 1 mr., wu3Mepurenb CONPOTHBICHHS
3azemsieHus 1820 ER — 1 mr., ucrounuk 6ecnepeboitHoro nuranusa Ippon— 1 mr.,
ucTouHuK mutanus b5-44A— 1 wr., UT-220/15— 1 mr., meraommerp DC 0202/2I" — 1
mT., ocrumiorpad C-1-72— 2 mr., ocrimutorpad C1-112— 1 mr., ocrmmorpad Cl-
83— 1 mr., mpubop I'5-54 — 1 wr., mpubop E7-15— 1 mwr., mpubop C-1-72— 4 mir.,
npubop Y-3-32— 1 mr., mpudop IIBPA-380/105— 1 mrT., ycTp-BO 3/IIMTaHHS CB.
VYOIIC-2-60/60-42— 1 ., yacer aniekrponuka — 1 wmr., IIIBPA 380/50-20I1K mxad
BBOJIa M paCHpEeleNIeHUsl MEeKTposHeprun — | wmr., anextpoodopynoBanue AKAD-
24/200 — 1 .

Cron 1-tym6. - 1 mT., cTonm 2X TymMOOBBIM MOJUPOBAHHBIA - 3 IIT., CTON
YepTeKHBIN - 1 mIT., Tabyper - 23 ., MyasTuMerp MAS 830b - 1 wit., 1o3umerp - 2
IT., akyctuueckas cucrema Creative SBS35 - 1 mir., npu6op B3-38 - 3 mr., npudop
['3-36 - 4 wrT., npubop uzmeputenbHbii M 890F - 1 mT., npubop uaMeputenbHbId M
890C - 1 mr., mpubop m3mepurenbabii M 890G - 1 mr., mpubop YUII-2,5 - 2 miT.,
npubop [1-4315 - 3 mwr., ananuzatop AnCom TDA-5 - 1 mt., anmapatypa TT-12 - 1
mt., annaparypa TT-48 - 1 mr., Anamuzarop nortoka E1 bepkyt-El - 1 mT., 610K
OGM-12 - 2 mrT., 610K okoHuaHui yuHEWHOTO Tpakta OJIT-025 - 2 mir., mpubop
BOJIT 1024 - 1 wr., npubop BYK-36/60 - 1 mT., BEIpsimutensHOe ycTpoiictBo BY T
- 2 mr., Bempsamurteab UITIC-1200 220/48 - 3 mir., BBIIPSIMUTEIBHOE YCTPOMCTBO
BYK 67-70 - 1 w., u3amepurenbusiii npudop [1-321M - 1 mT., KOMIUIEKT JUHEHHOTO
tpakta KJIT-011-06 - 2 mr., Habop WHCTPYMEHTOB JjIsi ONTOBOJOKHA - | mmiT.,
ontuueckuit Tectep 1203C - 1 mt., ocummiorpag C1-112 - 4 mwir., nasiapHas CTaHIINS
L852D+ - 1 mrr., mpubop ['3-111 - 1 wrr., mpubop 1'4-102 - 1 mmr., mpubop 1'5-54 - 1
mT., npudop [IOU-UKM - 2 mr., mpubop C1-55 - 2 mt., npudop C1-70-1 - 2 mit.,
npubop C1-72 - 4 mrr., npudop CJIP - 8 mt., mpubop CJIYK-OII - 1 mt., mpubdop
TOC-7M - 1 mr., mpubop U3-32 - 2 ., mpubop U3-33 - 1 mrt., mpubop U3-34 - 2
mT., ciBoeHHbI Moayib FG-PAM-SAN - 2 mir., croiika CBKO - 1 mt., croiika CUII
- 1 mr., crotika CKK-TT-10 - 1 mr., croiika CKII-1 - 1 mr., cTroiika CYT'O-5M - 1
mT., yauBepcasibHbidi KoHCTpYKTUB FG-MRU-AC/DC - 1 mir., ®2/121 "U3oton-2" -
I wmr., ®21121 "Uzorom-2" - 1 mrt.,, myaetumiekcop SMS-150V - 1 mr.,
croiika(kapkac) 2,075 mna mynerumiekcopa SDH - 1 mr., mynastunnexcop NEC
SMS-150V - 1 mrr. TIK - 7 wr.: morutop 17”’SincMaster cucremusiii 610k ATX P4
(kopmryc), GA-8IR533 S478 (marepunckas 1wuiara), Intel Pentium 4 1.7GHz
(mpuieccop) 4xDDR  512Mb transcend (O3VY), mnporpammuoe obecrieueHue: MS
Windows XP.

Croust ayAUTOpHBIH - 6 MIT., CTOJ KBaAPATHBIN - 3 IIT., CTOJ OJHOTYMOOBBII - 1
IIT., CTOJ KOMIBIOTEPHBIN - 1 IIT., CTON YIrJIoBO# - 1 mT., cron pabouwmii - 1 mir.,
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tabypert - 18 mrt., focka kinaccHas - 1 mr., coroBsiii Tenedon Samsung GT-S5830 -
1 mrT., 6a3oBsii annapar Siemens Gigaset4010 Classic - 1 mt., Touka goctymna D-
Link AirPlus Xtreme G DWL-AP2100 - 1 mir., mapmpyruzatop D-Link DIR-620 -
1 mT., paguoyaauHuTeNb - 1 mT., cuctemMa paguoMonuropunra UKAP-2 - 1 mr.,
paanonpueMHoe ycrporctso icom ic 8500 - 1 wr., npubop B6-9 - 1 mr., npubop
BO-71 - 1 wr., npu6op ['3-111 - 1 mrr., npubop 1'4-102 - 4 wt., npudop 1'4-102A -
1 wr., mpubop C1-73 - 2 mrt., npubop C1-77 - 1 urr., npudop Y3-33 - 4 wr., npudop
B3-38 - 3 mr., mpubop 4323 - 2 mwr., npubop B7-26 - 1 mrt., mpubop 11-4315 - 2
mt., npueMHuk Karpan - 7 mr., vacrotomep Y3-33 - 1 wr., paguocranius Husa-M
- 1 mr., TIK 7 mwr: monutop 17”7 TFT LG Flatron L1730S, cucremusiii 010K
(Microlab/GA-81865GVME/Intel Celeron D-320 2.4GHz/ 2xDDR 512 Mb| WD
Seagate Barracuda 80Gb ,nmporpammuoe obecnieuenue: Windows XP, LibreOffice 5,
Foxit Reader 7, ONEPLAN RPLS-DB, nokansHas ceth ¢ goctynoM k 9bC u CI0.

4.2 WudopmanuonHoe obecnevyeHue 00y4eHus

Ilepeyenb y4eOHbIX wu3gaHni, HWHTepHeT-pecypcoB, AONMOJHUTEIbHOH
JIUTEepPaTypbl

OcHOBHBIE EeYaTHBIE U JIEKTPOHHbIE U3TaAHUS:

1. bapanosna, E. K. AkTyanbHbie BOpOCHI 3alIUThl UHPOpMaIuu : MOHOTpadus
/ A.B. ba6am, E.K. bapanoBa. — Mocksa : PUOP : UHOPA-M, 2023. — 111 ¢c. —
(Hayunast mbicip). — https://doi.org/10.12737/monography_58dbc380aa3a4. - ISBN
978-5-369-01680-0. - Tekct : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1915704 — Pexxum mocTyrma: 1o moJI1cKe.

2. bapanosa, E. K. UndopmannonHas 6e30macHOCTh U 3aniuTa HHPOPMAIUH :
yueoHoe mocobue / E.K. bapanosa, A.B. babam. — 4-e uzn., nepepad. u nom. —
Mocksa : PUOP : UH®PA-M, 2024. — 336 ¢. — (Bricmee obpazosanue). — DOI:
https://doi.org/10.29039/1761-6. - ISBN 978-5-369-01761-6. - TekcT : 3JEKTPOHHBIA.
- URL.: https://znanium.ru/catalog/product/2082642 — Pesxum gocTyna: 1o mojarnucke.

3. bapanosa, E. K. OcnoBsl nndopmanmionnoi 6e3onacuoctd : yueonuk / E.K.
bapanoBa, A.B. babdam. — Mocksa : PUOP : UH®PA-M, 2025. — 202 c¢. —

(Cpennee poheCCHOHAIIBHOE oOpa3oBaHue). — DOI:
https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Texkct
anektponHbii. - URL: https://znanium.ru/catalog/product/2169040 — Pexum

JOCTyIIA: MO MOJIMMUCKE.
4. bonapeB, b. [II. CrangapTuzamnusi, METPOJOTHS, TMOATBEPKICHUE

cootBeTcTBUS : yueOHuK / b.I1. bonapeB. — 2-e u3n., nepepad. u gon. — Mockga :
NH®PA-M, 2025. — 365 ¢. — (Bsicmiee obpazosanue). — DOI 10.12737/1078037.
- ISBN  978-5-16-020850-3. - Tekct : onekrponnwii. -  URL:

https://znanium.ru/catalog/product/2198694 — Pexxum 1ocTyIa: 1o MOAIMUCKE.
5. BacunbkoB, A. B. Dbe3zonmacHocTh M ympaBiI€HUE JOCTYIOM B

uH(POPMALIMOHHBIX cUCTeMax : yueOHoe mocobue / A.B. Bacuibkos, H.A.
BacunskoB. — MockBa : ®OPYM : UHOPA-M, 2022. — 368 c. — (Cpenuee
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https://znanium.ru/catalog/product/2198694

npodeccuonanbHoe obpaszoBanme). - ISBN 978-5-91134-360-6. - Tekct
anekrponHbii. - URL: https://znanium.ru/catalog/product/1836631 - Pexxum goctyma:
T0 TIOJIITHCKE.

6. larapuna, JI. I'. Texuumdeckue cpenactBa wuHbOpMaTH3AIMU : ydeOHOE
noco6ue / JL.I'. T'arapuna, ®@.C. 3010TyXuH. — 2-e u3f., nepepad. u gomn. — MockBa
: THOPA-M, 2021. — 260 c¢. — (Cpennee npodeccuoHaibHoe o0pa3oBaHue). —
DOI 10.12737/1083293. - ISBN 978-5-16-016140-2. - Tekcr : anekrpoHHbIi. - URL:
https://znanium.ru/catalog/product/1083293 — Pexxum jocTyIma: 1o MOJIHCKe.

7. 3BepeBa, B. II. Texunueckue cpenctsa napopmatuszanuu : yueOnuk / B. I1.
3BepeBa, A. B. Hazapos. - Mocksa : KYPC : UHOPA-M, 2021. - 256 c. - (Cpennee
npodeccuonanbHoe obpaszoBanme). - ISBN 978-5-906818-88-1. - Tekct
anektpornbi. - URL: https://znanium.ru/catalog/product/1214881  — Pexwum
JOCTYTIA: IO TOATHCKE.

8. 3mepema, B. II. Yyactue B IUIaHUpPOBAaHWMM M OpPraHU3AIUU PabOT IO
oOecrieueHuto 3auThl 00bekTa : yueOnuk / B.I1. 3BepeBa, A.B. HazapoB. — Mocksa
: KYPC : UH®PA-M, 2023. — 320 c. - ISBN 978-5-906818-92-8. - Tekcr :
anektponHbii. - URL: https://znanium.com/catalog/product/2002607— Pexum
JOCTYTA: MO MOAMKCKE.

9. 3enkos, A. B. OcHoBbI HHGOPMAIIMOHHON O€30MACHOCTH : Y4eOHOe mocobdue
/ A. B. 3enkoB. - Mocksa ; Bonorna : Uudpa-Unxenepus, 2022. - 104 c. - ISBN
978-5-9729-0864-6. - Tekct : AIIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1902587 — Pexxum mocTyma: o moJIIrcKe.

10. 3pipsiHoB, 1O.T., ®Demionun, II.A., bemoycoB, O.A. IIpoektupoBaHue
paauonepealonX YCTPOMCTB JJIsi CHUCTEM TMOJBIKHOM PagroOCBsI3U : ydeOHOe
nocooue / 0. T. 3wipsnos, I1. A. ®emonun, O. A. benoycos [u ap.]. — 2-¢ usn.,
crep. — Cankr-Ilerepoypr : Jlans, 2021. — 116 c¢. — Pexum pocryna:
https://e.lanbook.com/book/169290 - Pexum J0CTyTa: IS
3apETUCTPUP.MOJIB30BATEIECH.— [ €KCT : SJIIEKTPOHHBIH.

11. 3eipsinoB, 1O.T., ®enmtonun, I1.A., bemoyco, O.A. Paamonepenaromiue
YCTPOWCTBA B cUCTEMax paauocBs3u : yueOHoe mocooue / FO. T. 3wipsinos, I1. A.
®enmronun, O. A. benoycoB — 6-e uzn., crep. — Cankr-IletepOypr : Jlans, 2023. — 176
C.— // Jlans: AIIEKTPOHHO-OMOIMOTEUHAS cUCTeMa. — URL:
https://e.lanbook.com/book/303020. - Pexum J0CTyTIA: ISt
3apETUCTPUP.TIOJIB30BATENEH.— [ €KCT : DJIIEKTPOHHBIM.

12. Kpunrorpaduueckass 3amura uHpopmanuu : ydedHoe mnocobue / C.O.
Kpamapos, O.FO. Murscosa, C.B. Cokonos [u np.] ; nox pea. C.O. Kpamaposa. —
Mocksa : PUOP : UHOPA-M, 2025. — 321 c¢. — (Beicuiee obpaszoBanue). — DOI:
https://doi.org/10.12737/1716-6. - ISBN 978-5-369-01716-6. - TekcT : 371€KTPOHHBI.
- URL.: https://znanium.ru/catalog/product/2169480 — Pesxum nocTyma: 1mo momuckKe.

13. MakcumoB, H. B. Texuunueckue cpenctBa nnpopmarusanuu : yueonuk / H.
B. Maxkcumos, T. JI. [Tapteika, U. U. Ilonos. — 4-e u3za., nepepad. u non. — MockBa
: ®OPYM : UHOPA-M, 2021. — 608 c. — (IIpodeccrnonansuoe obpazoBanme). -
ISBN 978-5-91134-763-5. - Teker : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1189949 — Pexxum mocTyma: 1o moJI1cKe.
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14. Manonnna, W. B. [udpoBbie wu3MepurensHpie MpuUOOPHI  OOIIETO
NPUMEHECHHS JIJI1 TEJICKOMMYHHMKAIIMOHHBIX CHCTEM : ydeOHoe mocobue / WM. B.
Manonuna, B. B. IlecrakoB. — MockBa : MTYCH, 2022. — 68 c.— Tekcr :

ANEKTpOHHBIN // Jlanb : d2JIeKTpoHHO-OuMOnmoTreuHas cuctema. —  URL:
https://e.lanbook.com/book/333830 —  Pexwum  jgocTyma: Uil aBTOPHS.
I10JIb30BATEIICH.

15. HukonaeBa, M. A. Cranmaptuzanus, METPOJOTUsi U TOATBEPKICHUE
cootBeTcTBHS : yueOHHMK / M.A. HukomaeBa, JI.B. KapramoBa. — 3-¢ u3g., mepepa0.
u jpomn. — Mocksa : UHOPA-M, 2022. — 297 ¢. — (Cpeanee nmpodeccuoHaabHOE
obpazoBanue). - ISBN 978-5-16-017008-4. - Tekcr : nsnekrponHwii. - URL:
https://znanium.ru/catalog/product/1864125 — Pexxum jocTyIma: 1o MoJII1CcKe.

16. ITapteika, T. JI. Undopmammonnas 6e3omacHoCTsh : yueOHnoe mocoodue / T.JL.
[Tapteika, M.A. IlonoB. — 5-¢ u3m., mepepadb. u gon. — MockBa : ®OPYM
NH®PA-M, 2021. — 432 ¢. — (Cpennee npodeccuonanbuoe oobpazopanue). - ISBN
978-5-00091-473-1. - Tekct : AIEKTPOHHBII. - URL:
https://znanium.ru/catalog/product/1189328 — Pexxum moctyma: mo moImucKe.

17. Tlonos, 1. B. Undopmanmonnas 6e3omnacHocTs : npaktukym / Y. B. [Tomnos,
H. U. Ynenneesa. - Camapa : Camapckuii ropuauyecknii uactutyt @CHUH Poccun,
2022. - 90 c. - ISBN 978-5-91612-375-3. - Tekcr : snextponnbid. - URL:
https://znanium.com/catalog/product/2016193 — Pexxum mocTyma: 1o momrcKe.

18. Cunaropos, C. B. MHdopmanmoHHbie TEXHONIOTHH B TPOGECCHOHATBHON
nestenbHocTH : yuyeoHoe nmocodbue / C.B. Cunaropos, O.B. ITukynuk. — Mocksa :
NH®PA-M, 2025. — 277 ¢. — (Cpennee npodeccruonansuoe oopasoBanue). — DOI
10.12737/1092991. - ISBN 978-5-16-016278-2. - Tekcr : snmekrponHbsiii. - URL:
https://znanium.ru/catalog/product/2168881 — Pexxum moctyma: mo MmoJIImUCKe.

19. CutHukoB, A. B. DnekTpoTeXHMYECKHE OCHOBBI HWCTOYHWUKOB IMUTAHUS :
yueoHuk / A.B. CutaukoB, .A. CutHukoB. — Mocksa : KYPC : UHOPA-M, 2024.
— 240 ¢. — (Cpennee npodeccronansHoe odpazoBanue). - ISBN 978-5-906818-76-
8. - Tekcrt : anextponnbiit. - URL: https://znanium.ru/catalog/product/2135608 —
Pexum nocrymna: mo noamnucke.

20. Cxmspos, O. K. BonokonHo-ontrueckue cetd u cuctembl cBszu / O. K.
CxisipoB. — 7-e usn., crep. — Cankt-IlerepOypr : Jlans, 2023. — 268 ¢. — ISBN
978-5-507-47011-2. — TexkcT : anekTpoHHBIN // JlaHb : 3IEKTPOHHO-OMOIMOTEUHAS
cucrema. — URL: https://e.lanbook.com/book/322565— Pexum nocryma: s
aBTOPHU3. II0JIb30BATEIIEH.

21. CokomoB, C.A. B0I0KOHHO-ONTUYECKHUE JUHHUHM CBS3M M HMX 3alllUTa OT
BHEIIHUX BiusHUM : yue0. mocodue / C.A. Cokonos. - MockBsa : Undpa-Unxkenepus,
2019 .- 172 c. - ISBN 978-5-9729-266-8. - Tekcr : snektponnbid. - URL:
https://znanium.com/catalog/product/1053404 — Pexxum mocTyna: Mo MOIMUCKE.

22. Ctenuna, B. B. OCHOBBI apXUTEKTYpbl, YCTPOUCTBO U (HYHKIIMOHUPOBAHHE
BBIYHUCIUTENbHBIX cucTeM : yueOHuk / B.B. Crenuna. — Mocksa : UHOPA-M, 2021.
— 288 ¢. — (Cpennee npodeccrnonansHoe odpazoBanue). - ISBN 978-5-906923-19-
6. - Tekcr : anmekrponnbiii. - URL: https://znanium.ru/catalog/product/1460280 —
Pexxum nocrymna: mo noammcke.
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23. YmaxoB, B. H. Pagnorexnudeckne menu M CUTHAIB: YYEOHHK ISl BY30B.
Crannapt tperbero nokosjenus. / B.H. Ymakos. - Canxr-IletepOypr : [Tutep, 2021. -
336 C. - ISBN 978-5-4461-9687-6. - URL.:
https://ibooks.ru/bookshelf/377441/reading - TekcT: 3IEKTPOHHBIA.

24. Xopes, II. b. IIporpamMHo-amnmapaTtHas 3amura HUHGOpMaIUu . ydeOHOe
nocobue / I1.b. XopeB. — 2-¢ uza., ucnp. u gon. — Mocksa : DOPYM : UHDOPA-
M, 2024. — 352 c. — (Cpennee npodeccruonaabHoe oopazoBanue). - ISBN 978-5-
00091-557-8. - Tekcr : AIIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2150738 (nata o6pamenus: 08.04.2025). — Pexum
JOCTYyTIA: TIO TIOJIITHCKE.

25. lllanbrun, B. @. Madopmarnmonnas 06e30MacHOCTb KOMITBIOTEPHBIX CHUCTEM
u cereld : yuebnoe nocooue / B.®. [llanbrun. — Mocksa : ®OPYM : UHOPA-M,
2024. — 416 c. — (Cpennee npodeccnoHanbHOe 00pazoBanue). - ISBN 978-5-8199-
0754-2. - Tekcr : anextponHsii. - URL: https://znanium.ru/catalog/product/2130242—
Pexxum noctyma: 1o moJimcke.

26. lllutoB, B. H. O6paboTka oTpacieBoit uHdopmaluu : yueOHoe mocodue /
B.H. IIutoB. — MockBa : HHOPPA-M, 2022. — 184 c. — (Cpennee
npodeccuoHabHOe  oOpas3oBanue). — Tekcr : osmekTpoHHsii. — URL:
https://znanium.com/catalog/product/1846131. — Pexwum nocTyrma: 1mo moAmucKe.

27. Dnextpopanuonsmepenus : yueonuk / B.M. Hedenos, A.C. Curos, B.K.
butiokos, E.B. Camoxuna ; nox pen. A.C. CuroBa. — 4-¢ u3f., nepepad. u 10M. —
Mocksa : ®OPYM : UHOPA-M, 2024. — 383 c. — (Cpeanee npodeccuoHanbHOe
obOpazoBanme). - ISBN 978-5-00091-502-8. - Tekct : amektponnbiii. - URL:
https://znanium.ru/catalog/product/2053251— Pexxum gocTyma: 1o MoAmrucKe.

JlonoJIHUTEeIbHbIE UCTOYHUKH:

1. babam, A. B. Kpunrtorpadudeckue MeToasl 3auuThl nHGopManuu. Tom 1 :
yaeOHO-MeTonuueckoe nocodue / A. B. babam. — 2-e uzn., mepepad. u jgom. —
Mocksa : PUOP : MHO®OPA-M, 2021. — 413 c. — (Bsicmiee o0Opa3oBaHwue:
bakanaspuar). - ISBN 978-5-369-01267-3. - Tekctr : onexkrponHsii. - URL:
https://znanium.com/catalog/product/1215714 — Pexxum gocTyma: 1o mOIHCKe.

2. l'mvmmnieBuy, FO. b. CurHaiel ¥ po1iecchl B painodJIeKTPOHUKE © yueOHUK /
10.b. T'umnuneBuuy. — MockBa : UHOPA-M, 2024. — 245 c. — (Bsbicuiee
obpaszopanue). — DOI 10.12737/1852258. - ISBN 978-5-16-017413-6. - Tekcr :
anektponubii. - URL: https://znanium.ru/catalog/product/1852258 — Pexum
JOCTYTIA: IO TIOATHCKE.

3. I'pumnna, H. B. OcHoBbl MHPOpMaLIMOHHOW 0€30MACHOCTH MPEANPUATHS :
yueOHoe nocobue / H.B. I'pummmna. — Mocksa : UHOPA-M, 2024. — 216 ¢. —
(Beiciiee oOpazoBanue: Cnenumanurer). - ISBN 978-5-16-016534-9. - Tekcr :
atektporabd. -  URL: https://znanium.com/catalog/product/2131865— Pexum
JOCTYTIA: MO MOATMKCKE.

4. EmenssiHoBa, H. 3. 3ammura uHpOpManuy B MEPCOHATBHOM KOMIBIOTEPE :
yuebHoe nocodbue / H.3. Emenbsnosa, T.JI. [lapteika, M.W. IlonoB. — 2-e u3n. —
Mocksa : ®OPYM : UHDPA-M, 2025. — 368 c. — (Cpennee npodeccruoHaabHOe
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oOpazoBanue). - ISBN 978-5-00091-466-3. - Tekct : snektponnbiii. - URL:
https://znanium.ru/catalog/product/218128 — Pexxum qoctyma: 1mo momucKe.

5. 3ammra uHbopmanuu : ydebHoe mocodbue / A.Il. Kyxk, E.II. Kyk, O.M.
Jlenemkun, A.U. Tumomkun. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2023. —
400 ¢. — (Bricmree obpazosanne). — DOI: https://doi.org/10.12737/1759-3. - ISBN
978-5-369-01759-3. - TekcT : AJICKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/1912992 — Pexwum mocTyma: o MOIIUCKeE.

6. CutHukoB, A. B. OcCHOBBI 3eKTpOTeXHUKHU : yueOHUK / A.B. CUTHHUKOB. —
Mocksa : KYPC : UHOPA-M, 2023. — 288 ¢. — (Cpennee npodeccruoHaabHOe
oOpazoBanue). - ISBN 978-5-906923-14-1. - Tekct : snektponnbiii. - URL:
https://znanium.ru/catalog/product/1959236 — Pexxum mocTyIma: 1o moImcKe.

7. Cpiues, }0. H. OcHoBBI nH(OpMAIIMOHHOK 0€30MacHOCTH : yueOHOe mocodue
/ 10. H. CprueB. — MockBa : MHOPA-M, 2024. — 337 c. — (Cpennee
npodeccuonanbHoe obpaszoBanue). - ISBN 978-5-16-019432-5. - Tekct
anektponHbii. - URL: https://znanium.ru/catalog/product/2118689 - Pexum
JOCTYTA: MO MOAMKCKE.

8. Tumonun, Il. M. Opranmuzainuss U 5SKCIUTyaTallds BOJOKOHHO-ONTHUYECKUX
nuHuM nepenayu : ydeOHoe mocooue / II. M. Tumonun. - MockBa ; Bomnorna :
Nudpa-Unxenepus, 2024. - 256 c. - ISBN 978-5-9729-1690-0. - Tekcr :
anektponHbii. - URL: https://znanium.ru/catalog/product/2171005 — Pexum
JOCTYTIA: IO TOATHCKE.

9. ®enoroBa, E. JI. MHbopManmoHHbIE TEXHOJOTHH B MPOhecCHOHATHEHOM

nesitenbHOocTH : ydyeOHoe mocobue / E.JI. ®demoroBa. — MockBa : ®OPYM :
NH®PA-M, 2025. — 367 c¢. — (Cpennee npodeccuonanbaoe obpazoBanue). - ISBN
978-5-8199-0752-8. - Tekct : AIIEKTPOHHBIH. - URL:

https://znanium.ru/catalog/product/2166193 — Pexxum ocTyma: 1o moJrmcKe.

10. Xpowmown, II. K. Dnexrporexnuyeckue usMepeHus : yueOHoe mocoodue /
[LK. Xpomounn. — 3-e u3a., ucnp. u non. — Mocksa : ®OPYM : UHOPA-M, 2025.
— 288 ¢. — (Cpennee npodeccronansHoe odpazoBanue). - ISBN 978-5-00091-462-
5. - Tekct : anekrponnsiid. - URL: https://znanium.ru/catalog/product/2130248. —
Pexxum pnocryma: mo noamnmcke.

11. e#inakoB, H. E. ®usnueckre OCHOBBI 3alIuThl MHGOPMAINK : YydeOHOE
nocooue / H.E. IlletinakoB, O.B. Cepnenunos, E.H. Tumenko. — Mocksa : PUOP :
NHOPA-M, 2022. — 204 c¢. — (Boiciee o60pazoBanue). — DOIL:
https://doi.org/10.12737/21158. - ISBN 978-5-369-01603-9. - TekcT : 3JCKTPOHHBII.
- URL: https://znanium.com/catalog/product/1851140 — Pexwum goctyma: 1o
TIOJIMTHCKE.

12. lutoB, B. H. Uudopmatuka u uHPOPMaAMOHHO—KOMMYHHUKAIIMOHHbBIE
TEXHOJIOTHH B Mpo(ecCUOHAIBHOM AesiTenbHOCTH : yueObHoe nocooue / B.H. 1IuTos.
— Mocka : UHOPA-M, 2022. — 247 c. — (Cpennee mnpodeccuoHaIbHOE
oOpa3oBaHmUe). — Tekcr : AIIEKTPOHHBIM. — URL:
https://znanium.com/catalog/product/995608. — Pexwum mocTyma: 1o moammcke.

13. ummapes, B. HO. Metponorusi, craHgapTu3anus, cepTudukanms,
TEXHUUYECKOE PeryJupoBaHue U noKymeHToBenaeHue : yueOHuk / B.JO. Illummapes.
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https://znanium.ru/catalog/product/1959236
https://znanium.ru/catalog/product/2118689
https://znanium.ru/catalog/product/2171005
https://znanium.com/catalog/product/1851140

— Mockga : KYPC : UHOPA-M, 2025. — 312 c. — (Cpennee npodeccruoHanbHOe
obpazoBanue). - ISBN 978-5-906923-15-8. - Tekcr : anekrponusii. - URL:
https://znanium.ru/catalog/product/2164371 — Pexum gocTyma: o MOIIUCKE.

14. Illumos, O. B. CoBpeMeHHBIE TEXHOJOTHU W TEXHHYECKHE CPEICTBA
uHpopmaTtuzanuu : yueOnuk / O.B. [lumos. — Mocksa : UHOPA-M, 2024. — 462
c. + Jon. Marepuansl [DnekTpoHHBIN pecypc]. — (Briciiee obpazoBanue). - ISBN
978-5-16-019029-7. - Tekct : AJICKTPOHHBIMN. - URL:
https://znanium.ru/catalog/product/1891958 — Pexxum mocTyma: 1o moJrmcKe.

4.3 OOuue TpeOGOBAHUS K OPraHU3aIUM 00Pa30BaTEJbLHOI0 Mpolecca

Y4yeOHasi mMpakTUKa TMPOBOAUTCSA TMPENOAABaTEIIMH PO ECCHOHATBHBIX
IIUKJIOB.

Y4eOHasi TpaKkTHKa TMPOBOJUTCS PACCPEIOTOYEHO B paMKax KaXKIIOTO
pOPECCUOHATIBHOTO MOAYJIS.

4.4 KaapoBoe obecniedeHne 00pa3oBaTeJLHOIO Mpoiecca

TpeOoBanus K KBaIM(pUKAIUKA TEJATOTHYECKUX KaJPOB, OCYIIECTBISIONIUX
PYKOBOJCTBO IPAKTUKOM:

VHXCHEPHO-TIEJarOrMYeCKUd COCTaB: JIUIUIOMUPOBAHHBIE CHELHMATUCTBl —
MPENo/IaBaTesid MEXIUCIUIUIMHAPHBIX KYypCOB, a Takke oOIenpodecCuoHalIbHbBIX
JTVCLIUIIIVH.
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5 KOHTPOJIb ¥ OILEHKA
YUYEBHOMU IPAKTHUKHA

PE3YJBTATOB OCBOEHUA

KoHnTposnib W oOlleHKa pe3yJdbTaTOB  OCBOCHMSI  Y4eOHOW  IPAKTUKH
OCYUIIECTBJISICTCS. PYKOBOJUTENEM IMPAKTUKU B MPOIECCE MPOBEACHUS Yy4eOHBIX

3aHATHI, CaMOCTOSITEIbBHOTO BBINOJIHEHUS OOydYarouuMucs BUIOB pabor. B
pe3ynbTaTe OCBOCHHUSI Y4eOHOW MpPaKTHKH, B paMKax MpodecCHOHAIbHBIX MOAYJIEH,
oOyyaroiuecs POXOAT MIPOMEKYTOUHYIO aTTECTAINIO B dbopme
muddepeHITnPOBAaHHOTO 3a4YeTa.
Pe3yabTaThl 00y4eHUs KpuTtepuu onenku
Y y pHTEp " DopMbI H
(ocBOCHHBIC YMEHUH,
N MeTOAbI
NPUOOPeTEeHHbIH
. KOHTPOJISI H
NePBOHAYAIbHBIN ONBIT
OLICHKH
padoThI N0 BUAAM
N pe3yJibTaTOB
npo¢ecCuHOHAIbLHOM
00y4yeHust
HesITEJILHOCTH)

JKenayaTanusi MHPOPMAINHOHHO-TEJIEKOMMYHUKALNMOHHBIX CHCTEM U ceTel

- OCYHICCTBJIITH TCXHUYCCKYIO

HKCILTyaTalUIo JMHEUHBIX
COOpYKEHUH CBSI3H;

- MPOU3BOJUTH  MOHTaX
KaOeJIbHBIX JUHUN u
OKOHEYHBIX KaOeIbHBIX
YCTPOWMCTB;

- HACTpanBaTh,
AKCILTYyaTUPOBAThH u
oOcnmykuBaTh  000pyJIOBaHUE
NTKC,;

- OCYIIECTBIISAThH
[OJK/IIOYEHHUE, HaCTPOMKY
MOOUJIBHBIX ~ YCTPOMCTB U
pacrpezieieHHbIX ~ CEpBHUCOB
HUTKC;

- TPOW3BOAWTH HCIBITAHWUS,
OPOBEPKY U TMPUEMKY 000-
pyJIOBaHUS

TEJIEKOMMYHUKAIIMOHHBIX
CHUCTEM;

- TIPOBOJUTH
TEXHUYECKOMY
00CITy’KUBAHUIO, JUATHOCTUKU
TEXHUYECKOTO COCTOSIHUSL U
PEMOHTY 000pyTIOBaHUS

paboTel MO

XapaKkTepuCTUKH
JEMOHCTPHUPYEMBIX
YMEHHU

«OTIM4HO» -  yMEHHusd
chOpMHUPOBaHHI, BCE
IIPELYCMOTPEHHBIE
IIPOrpaMMOu
NIPaKTUYECKHE  3aJaHUs
BBIIIOJIHEHBI, Ka4eCTBO HX
BBIIIOJIHEHHUS OLICHEHO
BBICOKO.

«XO0polIo» - HEKOTOpbIE

yMeHusi  c(hOpMHPOBAHBI
HEJOCTATOYHO, BCE
IPELYCMOTPEHHBIE
MIPOrpaMMONn
NPaKTUYECKHE  3aJaHUs
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3aJlaHuN

BBIIIOJTHEHBI C OITMOKAMU.

«Y TOBJIETBOPUTETILHO» -
HEOOXOMMBbIS YMEHHS
paboTbl C  OCBOCHHBIM

[IpakTnueckue
3aJjaHUS

HaOmronenue
Ananms
DKcIepTHast
OIlEHKa
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NTKC

MarcpuajioMm B OCHOBHOM

c(hopMHUPOBaHBI,
OOJILIIMHCTBO
IPETyCMOTPEHHBIX
nporpaMMoil  o0y4YeHUs
NPAKTHYECKUX  3aJaHUi
BEITIOJITHEHO,  HEKOTOPHIC

K3 BBIIIOJTHCHHBIX 3aﬂaHHﬁ
CoacpiKar OIITHNOKH.

«HeynoBieTBOpUTETHLHO
- HeoOXOJUMbIE YMEHUS
HE chOpMUPOBAHBI,
BBITIOJIHEHHBIE
MPaKTUYECKUE
CoJepKaT
OIIIHOKHU.

3aJjaHus
rpyobie

3ammura

uHpopmauuu B

I/IH(l)OpMaIII/IOHHO-TEJICKOMMyHI/IKaIII/IOHHLIX
CUCTEMAX M CE€TAX ¢ MHNCHOJb30BAaHMEM IIPpOrpaMMHBLIX M MNPOrpamMmMHO-
alimapaTHbIX, B TOM YUCJI€ Kpl/IHTOFpa(l)l/I‘IeCKI/IX CPEACTB 3alUTbI

- BBIBJSITh M OILICHUBATh
yTPO3bI 0e30macHOCTH
unpopmaruu B UTKC;

- HacTpauBaTb U TIPUMEHSTH
CpeacTBa 3aIUTHI
uHbopMaIuu B
OTIEpAIIMOHHBIX CHCTEMax, B
TOM qrcie cpencTBa
AHTUBUPYCHOMW 3aIlINUTHI;

- TMPOBOAUTH YCTAHOBKY H
HAaCTPOWKY MPOTrPaMMHBIX U
POrpaMMHO - amlmnapaTHBIX, B
TOM qrcIie
KpUNTOrpauuecKkux CpeacTB
3amuThl THOPMAIIHH;

- IPOBOJIUTH
KOH(pUrypupoBanue
MPOTPaMMHBIX U TTPOTrPAMMHO-
anmapaTHbIX, B TOM YHCIIC
Kpunrorpauyeckux CpeacTB
3aIUThl THPOPMALINH;

- IPOBOIUTH KOHTPOJIb
nokasareied M mpolecca
(GYHKIMOHUPOBAHUS

XapakTepUCTUKHU
JIEMOHCTPUPYEMBIX
YMEHUU

«OTnM4HO» -  yMEHHusd
c(hopMUPOBaHHI, BCE
PEeTyCMOTPEHHbIE
IIPOTPaMMOM
MPaKTUYECKUE  3aJaHUs
BBITIOJTHEHBI, KAYECTBO HX
BBITIOJTHEHUS OLICHEHO
BBICOKO.

«XO0po1Io» - HEKOTOpbIE

yMeHusi  c(hOpMHPOBAHBI
HEJI0OCTATOYHO, BCE
PEeTyCMOTPEHHbIE
IIpOrpaMMOu
MpaKTUYECKUe  3aJaHUs
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3alaHUuM

BBITIIOJTHEHBI C OITMOKAMU.

«Y,Z[OBJICTBOPI/ITCJ'IBHO» -

[IpakTnueckue
3aJjaHUS

Hab6monenne
Ananms
DKcrepTHas
Oll€HKa
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IPOrPaMMHBIX U NPOrPAMMHO-
anmapaTHblX, B TOM 4HCIIE
KpUNTOrpaUUECKUX CpEACTB
3a1UThl HUHOpPMALUY;

- TNPOBOJUTH YCTAHOBJICHHUE
npouecca M [IapaMeTpoB
(YHKIIMOHUPOBAHUS

MPOrPaMMHBIX U MPOTPaMMHO-
anmapaTHbIX, B TOM YHCIE
KpUINITOrpapUUeCcKUX CpEeICTB
3aIUThl HHGOPMAIIUY;

- TPOBOJIUTH TEXHUUYECKOE
oOCITy’)kKMBaHUE M  PEMOHT

H€O6XO,Z[I/IMBIG YMCHHA
pa60T51 C OCBOCHHBIM
MaTcpuajioM B OCHOBHOM

c(hopMHUPOBaHHI,
OOJBIIMHCTBO
MPETYCMOTPEHHBIX
nporpamMmot  00y4YeHHs
MPAKTUYECKUX  3aJaHUN
BBITIOJTHEHO,  HEKOTOPHIC

K3 BBIITIOJTHCHHBIX 3aﬂaHHﬁ
CoacpiKar OIITNOKH.

((HGYI[OBJIGTBOPI/ITCHBHO»

[IporpaMMHoO-anmnapaTHelX, B |~ HEOOXOIUMBIE YMEHHUS
TOM yucie | HC c(hopMHUpOBaHHbI,
Kpunrorpauueckux CpeacTB | BBIITOTHECHHBIC
3aMIUTHI I/IH(I)OpMaIII/II/I. IMPAaKTHYCCKHC 3aJaHUuA

coaepkar rpyoOnie

OIITHMOKH.
3amura  uHpopMamuuM B HH(POPMALMOHHO-TEJIEKOMMYHHUKANUOHHBIX
CHCTEMAX M CeTSAX ¢ UCMOJIb30BAHNEM TEXHUYECKHUX CPEJICTB 3AIUThI
- OPOBOAUTH  YCTAHOBKY, | XapaKTEPUCTUKU [IpakTnueckue
MOHTaX, HACTPOUKY U | IEMOHCTPUPYEMBIX 3aJJaHUS
VICTIBITAHUE TEXHUYECKUX | YMEHUU
CPEACTB 3aIUThl HHGOPMAITUN Habmonenue
OT yTeykd 10 TexHudeckum | «OTIHYHO» - YMEHHUS | AHanus
KaHajaM; cpopmMHupOBaHbL, BCC | DkcnepTHas
- TPOBOAMUTH  TexHHUYeckoe | MPCAYCMOTPCHHBIC OLICHKA
00CITy’KMBaHHE, YCTpaHeHHe | IPOrPaMMOit
HEHUCHPABHOCTEM M PEMOHT | PAKTHYCCKUC  3aTaHMSA
TEXHUYECCKHUX CPEACTB 3allUThl | BBIIIOJHCHBI, Ka4€CTBO HX
I/IH(l)OpMaLII/II/I OT YTEUKH 1O | BBIIOTHCHHUS OLICHEHO

BBICOKO.

TEXHUYECKUM KaHaJIaM;
- NPOBOJWTH  U3MEPEHHUE
napamMeTpoB (POHOBBIX IITYMOB

n IIDMHUH, co3maBaeMbIX
ob6opynoBanuem UTKC;

- IIPOBOJUTh  H3MEPEHHUE
rapaMeTpoB
AIIEKTPOMArHUTHBIX

U3ITyYCHU N U TOKOB,
CO3/IaBaE€MbIX TEXHHYECCKUMH
CpeACTBaMH 3aIUTHI

uHboOpMaIlMM OT YTEUYKH IO

«XO0polIo» - HEKOTOpbIE

yMeHusi  c(hOpMHPOBAHBI
HEJI0OCTATOYHO, BCE
PEeTyCMOTPEHHbIE
IIpOrpaMMOu
NPaKTUYECKHE  3aJaHUs
BBIIIOJIHEHBI, HEKOTOpPHIE
BUJIbI 3alaHuM

BBITIIOJTHEHBI C OITMOKAMU.
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TEXHUUYECKUM KaHajaMm;

- HCIIOJB30BaTh  CPEACTBA
dbu3uYecKo 3alMThl JTUHUN
cBs3u UTKC;

- TMPUMEHITH HOPMATUBHBIC
IIPaBOBBIE aKThI u
HOPMATUBHBIE METOJNYECKUE
JIOKYMEHTBI B 00JIACTH 3aIUThI
uH(pOpMaLIUU.

«Y,Z[OBJ'ICTBOPI/ITCJ'IBHO» -
H€O6XOI[I/IMI)IG YMCHUA
pa60TBI C OCBOCHHBIM
MaTcpuajioM B OCHOBHOM

c(hopMHUPOBaHHI,
OOJBIIMHCTBO
MIPETYCMOTPEHHBIX
nporpaMmot  00y4YeHHs
MPAKTUYECKUX  3aJaHUU
BBITIOJTHEHO,  HEKOTOpPHIC

13 BBINOJHCHHBIX 3aJJaHHUM
COJIEPIKAT OITHOKH.

«HeynoBieTBOpUTEIBLHO»
- HEoOXOAMMBIE YMEHHUS
HE c(OpMHUPOBaHBI,
BBIIIOJIHEHHbIE
MPaKTUYECKUE
coziepxKaT
OIIIHOKHU.

3a7aHus
rpyoObie

BeinmosiHeHue padoT MO OJHOM WJIHM HECKOJbLKHMM Impodeccusim padovux,

HAOJIZKHOCTHAM CJIYKAallluX

- BBINOJHATH  TPEOOBAHUS
TEXHUKA O€30MacHOCTU MpHU
paboTe C  BBIYUCIUTEIBHOMN
TEXHUKOM;

- IPOU3BOAMTH MOAKIOYEHUE
0JI0KOB MEPCOHATBLHOTO
KOMIIBIOTEPA u
nepudepuitHbIX yCTPOMCTB;

- IPOM3BOAUTH YCTAHOBKY M
3aMEHY pPacxoaHbIX
MaTepHaJioB JUTSI
nepupepuitHbIX yCTPOMCTB U
KOMITbIOTEPHON OPITEXHUKHU;

- JMarHOCTUPOBATh
IIPOCTEUIIINE HEUCIIPABHOCTH
NEPCOHAIILHOTO KOMIIBIOTEPA,
nepuepuitHOro
000opynoBaHus u
KOMIIBIOTEPHOW OPITEXHUKU;

- BBINOJHATh HMHCTAJUIALIMIO
CUCTEMHOTO M MPHUKIATHOTO
MIPOTPaAMMHOTO 00ECIICUEHUS;

XapakTepUCTUKHU
J€MOHCTPUPYEMBIX
YMEHHU

«OTIM4HO» -  yMEHusd
chOpMHPOBaHHI, BCE
IIPELYCMOTPEHHBIE
IIPOTPaMMOM
MpaKTUYECKUe  3aJaHUs
BBITIOJIHEHBI, KA4eCTBO HX
BBITIOJIHEHHUS OLICHEHO
BBICOKO.

«XOpOIHO» - HCKOTOPEIC

yMeHusi  c(hOpPMHPOBAHBI
HEJIOCTAaTOYHO, BCE
MPElyCMOTPEHHBIE
IIpOrpaMMOu
MPAKTUYECKUE  3aJlaHHs
BBITIOJIHEHBI, HEKOTOpPBIE
BUJIBI 3aJIaHuN

[IpakTnueckue
3a/1aHUS

HaOmronenue
Ananms
DKcrepTHast
OIleHKa
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- co3laBaTb M YIpPaBIAThH
COJIEPKUMBIM JIOKYMEHTOB C
OMOIIbIO TEKCTOBBIX
IPOLIECCOPOB;

- Cco3laBaTb M  YIpPaBIAThH
COJEPKUMBIM  DJIEKTPOHHBIX
Ta0IuUI C OMOILBIO
pEAaKTOPOB TAOJIMII;

- Cco3JaBaTb M  YIpPaBIATh
COIEP)KUMBIM IIPE3CHTALUN C
MTOMOILBIO pEaaKTOpoOB
MpE3CHTaIU;

- HCIIOJIB30BATh MYJIbTHMCIHA
IIPOCKTOP JII ACMOHCTpPAIlUU

MIPE3CHTALNM;

- BBOJIUTb, PEIAKTHUPOBATH U
yIaISITh ~ 3almiucu B 0ase
JTAHHBIX

- 3(pdekTUBHO TOIH30BATHCS
3ampocamu 0a3bl JaHHBIX;

- cO37aBaTh M pEAaKTUPOBATh
rpaguueckue  OOBEKTBI  C
MOMOIIBI0  TPOTpamMM ISt
0o0pabOTKM  pacTpoBOM U
BEKTOpPHOU rpaduku;

- IPOU3BOJUTH CKaHHPOBAHHE

JOKYMEHTOB u ux
pacrno3HaBaHUE;

-  TPOU3BOAUTH PACIEYATKY,
KOIIMPOBaHHUE u

TUPAXUPOBAHUE JOKYMEHTOB
Ha IIpUHTEpPE W  JPYyIuX
yCTPOMCTBAX;

- yOpaBisATh aiaaMu JaHHBIX
Ha  JIOKaJbHBIX  CBEMHBIX
3aIIOMHUHAIOIIUX YCTPOMCTBAX,
a Tak)Ke Ha JUCKaX JOKaJIbHOU
KOMIIBIOTEPHOW CE€THU U B
MHTEPHETE;

- OCYLIECTBJIATbH HABUIALUIO
no Beb-pecypcam Nnrepuera ¢
MOMOIIBI0 Opay3epa;
- OCYILECTBIISITH
COPTUPOBKY U

TIOMCK,
aHaIu3

BBIIIOJIHEHBI C OITHOKAMMU.

((YI[OBJIGTBOPI/ITCJ'II)HO» -

HEOOXOMbIE YMEHHUS
paboThl C  OCBOCHHBIM
MaTepUaJoM B OCHOBHOM
c(OpMHPOBaHHI,
OOJBIIMHCTBO
IPETyCMOTPEHHBIX
nporpaMmoil  oOydeHus
NPaKTUYECKUX  3a/IaHuil
BBINIOJIHEHO,  HEKOTOPBIE

W3 BBINIOJHEHHBIX 3aJaHUN
COJIEp>KaT OIITUOKH.

«HeynoBneTBopuTEIbHO
- HEOOXOJIUMBIE YMEHUS

HE c(OpMHUPOBaHBI,
BBITIOJTHEHHBIE
MpaKTUYECKUE  3aJaHUs
cozepKar rpyObie
OIIIUOKH.
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uHpopMaIlMM C  [OMOIIbIO
MOMCKOBBIX UHTEPHET CANTOB;

- OCYIIECTBJISITh
AHTUBUPYCHYIO 3aIlUTy
NEPCOHATLHOTO KOMIIBIOTEpPA C
TOMOIIBIO AHTUBUPYCHBIX
porpamwm;

- OCYLIECTBJISITb  PE3EPBHOE
KOITUPOBAHUE "
BOCCTAaHOBJICHHUE JTAHHBIX
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